
Cybersecurity and Privacy: Law, Policy, Compliance 

Week 1 Readings and Activities 
 
 

Week 1: Threats to Cybersecurity 

Objectives Requirements 

Upon completion of this module, students will be 
able to: 

1. Describe the basics of Internet history and 
architecture. 

2. Identify key threats to cybersecurity. 
3. Distinguish various types of actors who may 

threaten cybersecurity. 
4. List systems and entities that are at risk from 

cybersecurity incidents. 
5. Estimate the impact of various kinds of cyber 

threats. 
 

Readings:  
1. The Internet Society, A Brief History of 

the Internet 

2. Cyberwar, The Economist, July 1, 2010 

3. The Digital Arms Trade, The Economist, 
May 30, 2013 

4. “Defining the Internet & The World 
Wide Web,” in Michael L. Rustad, Global 
Internet Law (West Academic 2014), at 
pp. 27-55) 

5. David W. Opderbeck, Hackers and Data 
Breaches, “Attack Vectors” and “Reasons 
for Attack,” in PLI, Think Like a Lawyer, 
Talk Like a Geek 2013 (PLI 2013), at pp. 
69-75 

6. Verizon 2014 Data Breach 
Investigations Report, “2013 Year in 
Review” and “Victim Demographics,” at 
pp. 3-6. 

 

Video Presentation: 
1. View the video presentation by Monday 

of this week. 
 
Activities:  
Activity # 1: Tutorial Questions 

Activity # 2: Discussion Questions 

 
 
  



 
Tutorial Questions for Week 1 

 

The Tutorial Questions are designed to ensure that you have an accurate understanding of the key points in 
the readings.  Answers to these questions can be any length.  Your goal should be to accurately state the 
relevant points of law as concisely as possible.  Your professor will provide feedback and guidance on your 
responses. Answers are due by 11:59PM on Wednesday.   

 

TQ 1.1: Internet Background:  Describe the historical events, including relevant groups and 
technologies, that led to today’s internet and how those elements relate to the current status of internet 
governance. 

TQ 1.2: Internet Technology:  What is “packet switching” and why is this technology important to 
internet communications?  

TQ 1.3: Threats to Cybersecurity:   Describe some basic threats to cybersecurity and identify at least 
three means of malicious cyber-attack.  Include at least two examples of cyber-attacks from the past year. 

  



Discussion Questions for Week 1 
 

A "threaded discussion" is a discussion forum that allows students to respond to questions posted by the 
professor (original responses), which can then be read by other users who add their own comments in 
response (secondary postings). Unlike chat rooms and other "real-time" interaction forums, threaded 
discussions do not require different users to be logged on at the same time.  

Discussion questions are assigned each week.  Original responses to these questions must be posted by 
Thursday at 11:59PM. Original responses must be at least 250 words and must incorporate concepts from 
the lectures and assigned readings.  

Secondary Responses/Postings: Each student must post two or more secondary responses to other 
students’ postings for each discussion question.  Secondary responses are due by 11:59PM on the 
Monday following the week in which the questions were assigned.  They must be a minimum of 150 
words and, like original responses, should incorporate concepts from the lectures and assigned readings. 
Students are encouraged to embark on interactive discussions that go beyond the minimum number of 
secondary postings.   
 
Although the discussion board is expected o be student-driven, professors will be participating in the 
discussions as well.  
 

DQ 1.1: Internet scholars hold views that range from “exceptionalism” – the idea that the internet is a 
truly new, unique, and ungovernable “space” – to “non-exceptionalism” – the idea that the internet is 
ultimately just a collection of physical cables and computer boxes governed by ordinary legal principles.  
How do you conceptualize the internet and “cyberspace?”  What kind of “space” is it?  

DQ 1.2: Every modern society faces the challenge of balancing liberty and security.  In constitutional 
democracies, the effort to maintain this balance focuses on legal guarantees of personal freedoms in 
relation to the police and military powers of the state.  Does the notion of “liberty” apply to “cyberspace?”  
What kinds of “liberties” are threatened by cybersecurity risks?   
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