
Targeted attacks 
are inevitable in 
organizations with 

sensitive data. Depending on the 
situation, a targeted attack may 
involve the the! of source code,
negotiation data, or general 
business disruption. Companies 
need to be prepared to identify, 
respond, and mitigate a targeted 
attack with the same amount of 
e"ort that goes into implementing
a disaster recovery plan. From 
decades of experience, the 
consultants at CrowdStrike have 
created the following checklists to 
help organizations prepare for and 
respond to targeted attacks.

BEFORE A TARGETED ATTACK: 

Consolidate and Monitor Internet 
Egress Points:
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Leverage Host Based Detection: 
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Implement a Tiered Active Directory 
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Minimize or Remove Local 
Administrative Privileges: r
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Implement Centralized and Time-
Synchronized Logging: P, ,
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Have an Incident Response Services 
Retainer in Place: valua
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Identify, Isolate, and Log Access 
to Critical Data: r w r
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Subscribe to Cyber Intelligence 
Feeds: r
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Review Reporting Requirements: 
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RESPONDING TO A TARGETED ATTACK: 

CONTACT US: (855) CROWD-IR (276-9347)   SERVICES@CROWDSTRIKE.COM   HTTP://WWW.CROWDSTRIKE.COM
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Preserve ALL Logs: Va a a a
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Establish Out-of-Band Communication 
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Contact an Incident Response 
Services Company: u
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