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Trends in Data Security 

 Trends 

 Data breaches  

 Data dams 

 DDoS attacks 

 Ransom ware 

 Malware, malware, 

malware …   

 Attacks on all  sectors 



Proprietary and Confidential — External Use Only 

3 

Ransomware 

 Ransomware is malware 

used for data 

kidnapping, an exploit in 

which the attacker 

encrypts the data and 

demands payment for 

the decryption  

 Ransomware attacks 

can come with other 

malware  
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Who is in the Headlines Today? 
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The Cyber Underground …  

 

FBI Cyber Division, August 27, 2014 
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15%  Annual increase in the average cost 

of a data breach around the world 

World average cost of a data breach 

U.S. average per capita cost of 

data breach (cost per record) 

Source: 2014 Cost of Data Breach Study: Global Analysis 

Sponsored by IBM, Conducted by Ponemon Institute LLC 

$201 

$3.5 mln 

U.S. average cost of a data breach $5.85 mln 

Preparation for a Breach: High Breach Costs 
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 Consumer Cybercrime Across the Globe 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(2013 Norton Cybercrime Report) 

 

 

 

1M+ 
Cybercrime 

victims per day 

378M  
Cybercrime 

victims per year  

$113B 
Cost of 

cybercrime 

annually 

12 
Cybercrime 

victims per 

second 

$13B 
Cost of cybercrime 

annually in Europe 
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Preparation for a Breach: High Breach Costs 

Source: 2014 Cost of Data Breach Study: Global Analysis 

Sponsored by IBM, Conducted by Ponemon Institute LLC 
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Preparation for a Breach: a Vulnerable Sector 

Internet Security Threat Report 2014: Volume 19, Appendix A; Symantec Corporation 
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Factors that decreased the 
cost of a data breach 

 

Factors that increased the 
cost of a data breach 

 

 Strong security posture  

 Incident response planning 

 Business continuity management 

 CISO appointment  

 Lost or stolen devices 

 Third party involvement 

 Notification before 

investigation completed 

Source: 2014 Cost of Data Breach Study: Global Analysis 

Sponsored by IBM, Conducted by Ponemon Institute LLC 

Cost Factors 
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Preparation for a Breach:  

Frequency Per Sector 

2014 Verizon Data Breach Investigations Report 
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Information Security Incident Cycle 

Computer Security Incident Handling Guide, NIST SP 800-61 Rev. 2 



Proprietary and Confidential — External Use Only 

13 

Update Security Posture 

 Use current version of 

operating systems if possible 

 Automate operating system 

security patching 

 Automate security 

application patching 

 Employ white listing 

 No local administrative 

control 

 Segregate network using 

domain controls 

 

 

 Use multi-factor 

authentication 

 Eliminate unnecessary 

processes  

 Eliminate unnecessary data 

 Endpoint monitoring 

 Due diligence on all third 

party service providers 

 Conduct risk assessments 
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Have Fire Drills 

 Pen testing of POS system 

 Review of actual 

network operations to 

detect vulnerabilities 

 Internal control review 

 Review written policies, 

protocols & 

certifications 

 Verify implementation 

of PCI-DSS 

 Legal review 

 Compliance with PCI 

 Policy coverage 

 Banners and notices 

 Table top exercises 

 “fire drill” a POS attack 

 Test the team 

 See how crisis unfolds 

 Hands on response 
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The Initial Response 

 Conduct a quick assessment 
 If possible breach - implement incident response 

plan 

 Do not wait until ‘verified’ 

 Notify insurer 
 Confirm approval of all breach vendors 

 Engage outside counsel  

 Engage digital forensics team through 
counsel 

 Implement litigation hold 
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Anatomy of a Breach: 

Containment/Eradication/Recovery 

 Deploy forensics firm to assess, contain, eradicate, 
analyze and remediate  

 Identify target of breach, i.e. PHI, intellectual property, 
payment card systems, financial account information, etc. 

 Determine whether data loss occurred, if so, whether it has 
stopped 

 Eliminate threat 

 Determine extent of loss 

 Preserve and secure evidence, including all log files  

 Recovery – return affected systems to normal 
operations 
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2. How many people were impacted and where do they live? 

 Size of the event may often define what solutions are available  

to be used 

 Location of the population may expose a higher propensity to 

becoming a victim of identity theft 

Consumer Services Decision Factors 

1. How did the data breach occur? 

 High, Medium or Low Risk based upon an investigation 

3. What type of PII/PHI was exposed? 

 Financial? Medical? What services actually address the exposure? 

4. Who is the impacted population? 

 VIPs, Clients, Employees, Deceased, Minors, Elderly, Ex-pats? 
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Consumer Services Decision Factors 

1. How did the data breach occur? 

 High, Medium or Low Risk based upon an investigation 

 A hacked server where customer PII is stored = high risk 

 A thumb-drive lost at the airport = medium risk 

 A lost laptop that’s fully-encrypted = low risk 
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2. How many people were impacted and where 

do they live? 

 Size of the event may define what solutions are 

available to be used 

 Location of the population  

may expose a higher  

propensity to becoming a  

victim of identity theft 
 

 

http://www.ftc.gov/system/files/documents/reports/ 

consumer-sentinel-network-data-book-january- 

december-2013/sentinel-cy2013.pdf 

 

Consumer Services Decision Factors 

Identity Theft Complaints 

 
Rank 

 
Victim 
State 

Complaints per 
100,000 

Population 

 
 Complaints 

1 Florida 192.9 37,720 
2 Georgia 134.1 13,402 
3 California 105.4 40,404 
4 Michigan 97.1 9,606 
4 Nevada 97.1 2,708 
6 Maryland 95.5 5,660 
7 Arizona 91.2 6,043 
8 Texas 88.0 23,266 
9 New York 86.9 17,072 

10 Illinois 85.9 11,069 
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3. What type of PII/PHI was exposed? 

 Financial? Medical? What services actually address 

the exposure? 

Consumer Services Decision Factors 
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4. Who is the impacted population? 

 VIPs, Clients, Employees, Deceased, Minors, Elderly, 

Ex-pats? 

 No credit monitoring for minors, some ex-pats or deceased 

 

 

Consumer Services Decision Factors 
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Anatomy of a Breach:  Post-incident Activity 

 Determine whether to notify law enforcement  

 Determine whether breach notification is required 

 If breach notification is required 

 Determine whether remediation services will be provided  

 Draft notification letters and frequently asked questions 

 Send notification letters to affected consumers and 

regulatory officials 

 Prepare for post-incident regulatory response 

 Conduct post-incident debrief 


