
83 , 2018

Lawyers’ Obligations After an 

1.4 requires lawyers to keep clients “reasonably informed” about the status of a 

matter and to explain matters “to the extent reasonably necessary to permit a client to make an 

e representation.”  Model Rules 1.1, 1.6, 5.1 and 5.3, as amended 
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the computer networks at some of the country’s most 
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In Formal Opinion 477R, this Committee explained a lawyer’s ethical responsibility to use 
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1

2 , Hackers Are Aggressively Targeting Law Firms’ Data

(explaining that “[f]

intelligence.”) S Hacker’ Requests Network Breach for Insider Trading, 

01, 
3 , .

1459293504. 
4

, 

spies.
5 Prof’l Responsibility, Formal Op. 477R (2017) (“Securing Communication of Protected 

Client Information”). 
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opinion picks up where Opinion 477R left off, and discusses an attorney’s ethical obligations when 

a data breach exposes client confidential information.  This opinion focuses on an attorney’s ethical 

6

know about the facts and circumstances surrounding the cyber incident, and the attorney’s roles, 

level of authority, and responsibility in the law firm’s operations.7

6

ructures as a “firm.”  

“firm” is defined in Rule 1.0(c) as “a lawyer or lawyers in a law partnership, professional corporation, sole 

or the legal department of a corporation or other organization.” 

client representation and the lawyer’s position in the .  ’ 5.1 

’ 5.2

’ 5.3

7

wish to consider obtaining technical advice from cyber experts. ABA Comm. on Ethics & Prof’l Responsibility, 

Formal Op. 477R (2017) (“Any lack

protect client confidences may be addressed through association with another lawyer or expert, or by education.”) 

., 
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1.1 requires that “

”8 2012, 

. 

,
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In recommending the change to Rule 1.1’s Comment, the ABA Commission on Ethics 

lawyers need to ‘ es in the law and its practice.’

today’s environment without knowing how to 
10

8 ’
9 , 1982

10

lawyer’s substantive duty of competence: “Comment [6] already 

of the phrase ‘including the benefits and risks associated with relevant technology,’ would offer greater clarity in 

as part of a lawyer’s general ethical duty to remain competent.”
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In the context of a lawyer’s post

20/20 Commission’s thinking behind it require lawyers to understand technologies that are being 

property and information that has been entrusted to the lawyer.  A lawyer’s comp

regard may be satisfied either through the lawyer’s own study and investigation or by employing 

11

1.

compromised, or where a lawyer’s ability to perform the legal services for which the lawyer is 

Many cyber events occur daily in lawyers’ offices, but they are not a data breach because

involve an attack on a lawyer’s systems, destroying the lawyer’s infrastructure on which 

n resides and incapacitating the attorney’s ability to use that infrastructure 

11 ’ Comm. on Ethics & Prof’l Responsibility, Formal Op. 

Comm. on Ethics & Prof’l Responsibility, Formal Op. 08 451

, , ,

124 .
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states that “s

”

Applying this reasoning, and based on lawyers’ obligations (i)

12

requirement, a lawyer’s recognition of any data breach could be relegated to happenstance 

13

14 whether employees are adhering to the law firm’s cybersecurity policies and 

15

.16 Thus, 

17

12 Comm. on Ethics & Prof’l Responsibility, Formal Op. 08 451 .
13 — , 

Vol. 5, 1025

(noting that “[d]

attacks on an organization’s IT environment.”).
14 ’ ’ 1.15 .
15 ’ 5.3
16

, 

Centre “Ten Security” [Step 8: Monitoring] (Aug. 9, 2016),

steps .
17 Comm. on Ethics & Prof’l Responsibility, Formal Op. .
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2.

18

is swept up in an actual breach.  “One of the benefits of having an incident response capability is 

incidents.”19 While every lawyer’s response plan should be tailored to the lawyer’s or the law 

firm’s specific practice, as a general matter incident response plans share common features: 

firm’s

18 , 202

“an incident response plan

an incident.”
19 ,

. 
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20

to restore computer operations to be able again to service the needs of the lawyer’s clients.  The 

prevent a reoccurrence consistent with the obligation under Model Rule 1.6(c) that lawyers “make 

to, information relating to the representation of the client.”21

3.

lawyer’s

.  

disclosure to the client consistent with the lawyer’s duty of

20

, ’ 2017
21

whether the lawyer’s computer systems need to be upgraded or otherwise 
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.22

n 2012

lawyer’s efforts that are requ

representation of a client.  Model Rule 1.6(a) requires that “

” unless 23 12 

modification added a duty in paragraph (c) that: “

”24

are participating in the representation of the client or who are subject to the lawyer’s 

on 

to guide lawyers in making a “reasonable efforts” 

�

�

�

�

22 The rules against dishonesty and deceit may apply, for example, where the lawyer’s failure to make an adequate 

, ’

4.1 cmt. [1] (2018) (“Misrepresentations can also occur by partially true but misleading statements or omissions 

tive false statements.”).  
23 ’
24
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� he extent to which the safeguards adversely affect the lawyer’s ability to represent 

25

At the intersection of a lawyer’s competence obligation to keep “abreast of 

knowledge of the benefits and risks associated with relevant technology,” and 

confidentiality obligation to make “reasonable efforts to preve

representation of a client,” lawyers must exercise reasonable efforts when using 

As discussed above and in Formal Opinion 477R, an attorney’s competence in v

a client’s

26

27

Although security is relative, a legal standard for “reasonable” secu

requires a “process” to assess risks, identif

28

25 ’ “The [Ethics 20/20] Commission examined the 

procedures become available.”  9,
26 , 122.
27 ’ (“The unauthorized access to, or the inadvertent or 

de reasonable efforts to prevent the access or disclosure.”) 
28 , 73.
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29

Lawyer’s

30

1.

provides that a lawyer must “keep the client reasonably informed about 

matter.”  Rule 1.4(b) provides: “

” Under these provisions, an obligation exists for a lawyer to communicate with

31

29 Comm. on Ethics & Prof’l Responsibility, Formal Op. 01 421

.
30

.
31

must notify affected clients of information lost through an online data storage provider.  N.Y. State Bar Ass’n Op. 

842 (2010) (Question 10: “I
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concluded notice to the client of the breach may be required under 1.4(b) for a “serious breach.”32

33

of client confidential information, or a situation where a lawyer’s ability to perform the legal 

scenarios is one where a client’s interests have a reasonable possibility of being negatively 

notice is an integral part of keeping a “ the matter” 

ide information as would be “

” within the meaning of Model Rule 1.4.34

by these other Model Rules, Model Rule 1.4’s requirement to keep clients “reasonably informed 

about the status” of a matter would ring hollow if a data breach was somehow excepted from this 

been sufficiently remediated.”)
32 Comm. on Ethics & Prof’l Responsibility, Formal Op. 95 398 1995
33

34 ’
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el Rule 1.15(a) provides that a lawyer shall hold “property” of clients “in connection 

with a representation separate from the lawyer’s own property.”  Funds must be kept in a separate 

account, and “[o]ther property shall be identified as such and ately safeguarded.”  Model 

1.15(a) also provides that, “

. . . .”  Comment [1] to Model Rule 1.15 states:

An open question exists whether Model Rule 1.15’s reference to “property” includes 

information stored in electronic form.  Comment [1] uses as examples “securities” and “property” 

that should be kept separate from the lawyer’s “business and personal property.”  That language 

electronic document formats to image or transfer information.  Reading Rule 1.15’s safeguarding 

07 02

357

“Lawyers who maintain client records solely in electronic form should take reasonable steps (1) 

client information.”  



3 ____ _     13

2.

Model Rule 1.9(c) requires that “A lawyer who has formerly represented a client in a 

. 

. .

with respect to a client.”35 When electronic “information relating to the representation” of a former 

direct guidance on a lawyer’s obligation to notify the former client.  Rule 1.9(c) provides that a 

“shall not . . . reveal” the former client’s information.  It does not describe what steps, if 

36

1.9.
37 We also note that Rule 1.16(d) directs that lawyers should return “papers and property” to 

the client’s file, in whatever form it is held. Rule 1.16(d) also has been interpreted as permitting 

38

client’s electronic information that is in the lawyer’s possession.  

35 ’
36 (Rejecting respondent’s argument that the court 

should engraft an additional element of proof in a disciplinary charge because “such a result would go beyond the 

ear language of the rule and constitute amendatory rulemaking within an ongoing disciplinary proceeding.”).
37 ’
38
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39

3.

The nature and extent of the lawyer’s communication will depend on the type of breach 

that occurs and the nature of the data compromised by the breach. Unlike the “safe harbor” 

prior to the breach.  For example, no notification is required if the lawyer’s office file server was 

lawyer’s plan to respond to the data breach, from efforts to recover information (if feasible) to 

breach investigations affecting the clients’ 

39 Comm. on Ethics & Prof’l Responsibility, Formal Op. 482 (2018), at 8
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40

lawyer’s obligations under state and federal law.

41

42

breach notification laws specify who must comply with the law, define “personal information,” 

43

44

irrespective of the individual’s relationsh

notification to clients or others based upon the nature of the information in the lawyer’s possession 

45

“

. .

of a client,” (ii) under Model Rule 1.1, stay abreast of changes in technology, and (iii) under Model 

40 . RI 09 
41

. 
42

43

44 , 65.
45

,
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breach under Model Rule 1.4 in sufficient detail to keep clients “reasonably informed” and with 

an explanation “to the extent necessary to permit the client to make informed decisions regarding 

presentation.”
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