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What Is Privacy?



What Is Privacy?

Computation is observation!

Data Extracted valueComputation

• Status updates from friends

• Recommendations for books, 
movies, songs, news articles

• Highly-available data storage 
for emails, documents, code

• E-commerce



What Is Privacy?

I authorize a lot of intrusion #fml

Also, I don’t authorize a lot of 

intrusion that happens anyways #fml2





Weasel set of ill-
defined cardinality 
and membership



Weasel set of ill-
defined cardinality 
and membership

Potentially every
online service that
has existed or will
ever exist



“How Do We Free Ourselves 
Of This Existential Fear 
About How Our Data

Is Being Used?”

Jean Paul Sartre

1946



Storage As A Visual Metaphor
•The tree metaphor helps users
as well as developers to 
organize information

•The tree metaphor enables 
specific questions like:
•Where does a particular file live?

•What are the relationships 
between different files?

•Who should be able to access a 
particular set of files?



What Is The Visual Metaphor For Data Privacy?



Aggregation



Aggregation

Derived data flows



Aggregation

Derived data flows

Third-party sharing



Data Flow Graphs as
a Visual Metaphor For Privacy

1. Can x.com see my data?

2. Is x.com allowed to aggregate my data with 
the data of other users?

3. Can x.com persistently store my data?

4. Can x.com send my data to y.com?

5. Can x.com send my data to z.com?

6. Can y.com persistently store my data?

7. Can z.com persistently store my data?
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Data flows should be denied by default—force online 

services to explicitly enumerate and declare them!



Code, EULAs, and Law as Graphs

• Hardware designers and software 
developers make data flows an 
engineering building block

• EULAs are expressed as graphs
• Validation for “privacy acceptability” 

can be (partially) automated

• Violations are now cleanly defined

• Privacy legislation can use the 
language of data flows

REAL LIFE LOOKS LIKE THIS

BUT AT LEAST WE SEE IT


