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What Is Privacy?

pI‘iva CV noun

privvacy |\ ‘pri-ve-sé @), especially British "pri-\
plural privacies

Definition of privacy

1 a :the quality or state of being apart from company or
observation : SECLUSION

b :freedom from unauthorized intrusion




Lit,. 2~ What Is Privacy?
e" : the quality or state of being apart from company or
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Computation is observation!

Data Extracted value

» Status updates from friends

e Recommendations for books,
movies, songs, news articles

 Highly-available data storage
for emails, documents, code

e F-commerce




What Is Privacy?
2y,

Please take a moment to read the license agreement now. If you accept the terms below, click "l
Aaree”, then "Next". Otherwise click "Cancel".

END-USER LICENSE AGREEMENT

I(TAI\'T READ CAREFLILY This End-User License

Mister Tipster software that accompanies this EULA. which includes
associated media and FeedVision Internet-based services (collectively,
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Also, | don't autharize a lot o
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Ehe New Pork Times

Facebook Rebuked for Failing
to Disclose Data-Sharing Deals

Popular Weather App Collects Too Much User Data,
Security Experts Say
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Privacy Ads

Profile visibility off LinkedIn

Choose how your profile appears via partners’ and other permitted services

Should we show information from your profile to users of permitted services

such as Qutlook?Learn more

« @

Weasel set of ill-
_defined cardinality
= % and membership




Privacy Off-Linkedln Visibility

: —— : Two of LinkedIn's goals are to help members be found for opportunities and to facilitate
Profile v|5|b|l|ty off LinkedIn better informed professional communications, both on and off the site. For example, public
) . profiles can be found through search engines. In addition, users of certain mail or calendar
Choose how your profile appears via par{ services may also see in those services "mini" profiles of members they interact with.

Should we show information from You may prefer to limit the visibility of your profile information outside of LinkedIn. Below are
such as OutlookLearn more two settings that enable you to do that.

> Public profile
v« @

Other services (formerly "third party applications"), excluding search
engines

POte ntwgé ?gﬁ%of || |_ Through our partnerships and developer program, we enable certain affiliates, partners,

! customers, and other permitted developers to display to their users information from the
onllnea inalit | P velop play |
| INality
X1

iy é %Flrﬁé IWBE h . opportunities, take social actions (e.g. follow their company), etc. Some examples
L ‘X| St rsni p include Outlook and Yahoo Mail, Calendar or Contacts, Apple and Samsung native
h mail, contacts and calendar phone apps, Cortana, Evernote, social media aggregators

(e.g. tools for company brand administrators to consolidate interactions with followers
across social media), talent and lead managers.

You can opt out using this setting (formerly known as "sharing data with third parties").




“How Do We Free Ourselves |} I¥
Of This Existential Fear
About How Our Data

Is Being Used?”.
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Jean Paul Sartre
1946



Storage As A Visual Metaphor

* The tree metaphor helps users

D as well as developers to
organize information

greseedrrerss, e The tree metaphor enables

specific questions
* Where does a particular file live?

|—I—| |—|—| * What are the relationships
between different files?
D D D D * Who should be able to access a

particular set of files?




What Is The Visual Metaphor For Data Privacy?




Aggregation




Aggregation

/ Derived data flows



Aggregation

/ Derived data flows

\i Third-party sharing



N =

N U AW

Data Flow Graphs as
a Visual Metaphor For Privacy

. Can x.com see my data?

Is x.com allowed to aggregate my data with
the data of other users?

Can x.com persistently store my data?
Can x.com send my data to y.com?
Can x.com send my data to z.com?
Can y.com persistently store my data?
Can z.com persistently store my data?

Data flows should be denied by default—force online
services to explicitly enumerate and declare them!




Code, EULAs, and Law as Graphs

» Hardware designers and software ~ REAL LIFE TOOKS LIKE THIS
developers make data flows an Al
.\D

engineering building block NS
* EULAS are expressed as graphs //.7? /.\ &
» Validation for “privacy acceptability” // ‘ﬂ J¥€§
can be (partially) automated | */| Vﬁ
* Violations are now cleanly defined // P % ;&

Vioprons are O
* Privacy legislation can use the / e /1
' d

language of data flows %
W

BUT AT LEAST WE SEE IT




