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Data Protection in Latin America

Background

• 1985 first constitutional amendment in Latin America to include 
data protection was in Guatemala.

• 1987 Nicaragua also included a section in their constitution 
regarding data protection.

The dangers that have always entailed the compilation and 
systematization of personal data for individual liberties were strongly 
increased with the creation of internet.

The right to the protection of personal data, that began to develop 
autonomously in the European context, begins to be introduced in 
Latin America through the institution of habeas data, in the 90s.
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Data Protection in Latin America

• The habeas data is a jurisdictional action of the law, usually constitutional, 

which confirms the right of any individual or legal entity to request and obtain 

the existing information about their person, and request its removal or 

correction if it is false or outdated
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Argentina

- Habeas data protection is included in the political 

constitution. 

- Is the only latin american country together with 

Uruguay to be considered by the European 

Comission that it offered  good data protection 

control.

- They have an autonomus government entity to 

control data privacy issues.
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Brasil

- Brasil Federal Senate passed in Mid August a “Data Protection 

Bill of Law”, it was inspired by the EU General Data Protection 

Regulation.

- Non compliance with the bill can led to fines to up to two 

percent of gross sales it will be inforced in 2020.

- Applicable to any public or private organization collecting and 

processing data in Brazil, the new regulations foresee that 

organizations would need to inform users when information is 

collected and delete it after the relationship between the parties 

has ended - or if the user has not requested to be contacted 

afterwards.
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Mexico

- Mexico habeas data is included in the 

constitution, and is considered a fundamental 

right for every citizen.

- Mexico has its own local laws regarding data 

protection.

- Mexico has its own organism to review data 

privacy deviations called INAI.

- Mexico was one of the first countries to create an 

organism in charge of data privacy issues.
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Chile

• June 16, 2018, constitutional 

amendment to include data privacy 

rights.

• Entities must obtain a previous and 

detailed consentment to use 

personal data of citizens.
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GDPR

• Multinationals that have some form 

of operations within the EU will be 

majorly affected by the new 

General Data Protection 

Regulation.

• In what will be a major upheaval to 

many multinationals there will be 

expanded territorial scope for the 

new Regulation. 



9 | Compliance Simplification Initiative | August 2018 |  Business Use Only

More risks

• Different Industry experts see 

dangers in the unrestricted use of 

data and in possible cybersecurity 

breaches related to new 

technologies. 

• Cybersecurity and related 

technologies, are expanding.
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Today´s topics

• Brazil’s new Data Protection Law ( #LGPD );

• Current Data Security Incidents in Brazil (and some abroad);

• Actual risks, and costs, of a Data Breach incident;

• A Compliance perspective on Data Protection & Health care;

• Building your “game plan”.



Brazil´s Data Protection Law - LGPD









Law 13.709/98 ( LGPD ) on a Nutshell 1/2

• LGPD establishes strict rules on processing personal data, both online 
and offline, in the private and public sectors;

• Law has extraterritorial scope, such as the GDPR, covering even data 
collected outside of Brazil ( Art.3o. );

• Significant fines and penalties for non-compliance with the LGPD 
might reach R$ 50.000,00 per each incident.



Law 13.709/98 ( LGPD ) on a Nutshell 2/2

• Allows International data transfers under specific conditions;

• Requires companies to adopt the “Privacy By Design” concept;

• Companies should maintain a DPO, and perform Privacy Impact
Assessments regularly; Officer’s duties are similar to the ones in the 
GDPR, and involve being a focal point for data protection issues with 
authorities and clients. 

• Provides restrictions for collecting sensitive data, which includes 
health information;



LGPD has 
Horizontal 
Scope 





It is not all about the consent (art.7)

• Compliance with a statutory or regulatory obligation by the 
controller;

• Execution of public policies;

• Research studies, anonymized whenever possible; 

• Performance of agreements to which the data subject is a party, at 
his/her request;

• Lawsuits, administrative or arbitration proceedings;

• For protection of health, in procedures carried out by health 
professionals;

• Legitimate interests of the controller or third parties; or

• Credit protection.  





OPT - OUT

Do you want
to receive
additional

information ? 
Yes (X) No ( )

(X) Please
send me 

additional
information.

(  ) click here
if you do not

want to
receive

additional
information.



OPT IN

• (  )  Yes

• (  )  No

Do you want to
receive additional
information about

our products of
services ?





Sensitive 
Personal Data



Sensitive Data on a Nutshell

• Data relating to racial or ethnical origin, religious beliefs, political opinion, 
affiliations to trade unions or organizations of a religious, philosophical, or 
political, health, sex life, genetical or biometrical data, when linked to an 
indivdual.

• Such data may only be submitted to processing upon specific and evident 
consent of the data subject, for limited purposes (art. 11, I); or under these 
exceptions:

To comply with a legal or regulatory obligation by the controller (art. 11, 
II, “a”), regularly exercise rights, including in the administrative, judicial, 
or arbitral spheres (art. 11, II, “d”), or to ensure protection against fraud 
and security of the data subject (art. 11, II, “g”); 

• In case of minors, processing requires specific consent of at least one of the 
parents or the legal guardian, and the controller must use reasonable 
technology efforts to confirm that the consent has been obtained properly 
(art. 14).



What constitutes Sensitive Data  ?

• Health exams;

• Prescriptions;

• Hospital files;

• History of health insurance or HMO usage;

• DNA and other samples;

• Fitness device information;

• Customer data of “health tech”.

• Results of health-based research ??

• Exchange of information from healthcare plans ??





“Privacy By Design”



“Privacy by Design” & “Privacy by Default”

• Privacy by Design envolves embedding privacy measures and privacy
enhancing technologies directly into the design of products, services
and technologies, involving various organisational and technological
components to implement privacy and data protection principles.

It is a Legal obligation for data controllers and processors, in both
LGDP and GDPR.

• Privacy by Default is a concept adopted by the GDPR, which involves
moving a step further into stipulating the protection of personal data 
(using cryptography, anonymization and pseudonimization, for 
example) as a default property of any systems and services provided
by a corporation.









Current Data 
Breach 
Incidents 









Actual Risks in case of a Data Breach

Tarnishment of the 
company’s Market 

reputation;

Bad media 
coverage;

Problems with 
regulators (and 

other authorities);

Class Action 
lawsuits or 
Consumer 
Lawsuits;

Penalties and 
limitations to treat 

data;

Customer backlash; Stocks lose value;
Financial burden to 
cover the damages;

Loss of confidential 
data and trade 

secrets;

Someone may lose 
their job / contract.



Breaches come in every shape and form









Breaches under LGPD x GDPR 

• In case of a security breach involving personal data on the LGPD, the 
controller should notify authorities  within a reasonable time.  No 
specific deadline is set, and notifying data subjects may be requested 
by authorities, after reviewing the breach.

• On the GDPR, a breach must be notified not later than 72 hours after 
having become aware of it, unless the personal data breach is unlikely 
to result in a risk to the rights and freedoms of natural persons. On 
the GDPR, controller should notify data subjects.













Data Breach Incidents in Healthcare



Why Health care ?

• Servers usually carries sensitive data or patients personal information;

• Privacy and Data Security is not a priority for investment;

• Medical/ Patient confidentiality is not Technical confidentiality;

• Easier “prey” for extorsion or blackmail;

• Patents, Trade Secrets, Reserch Data, Market Data,

• Regulators and authorities are usually harsher.





























Possible costs of a data breach



















And some of the desired skills include…

• Design, implement, manage and oversee a local privacy program;

• Report incidents and issues to “C-level”, Higher Management or Board; 

• Review and revise programs – local, geography or global;

• Ensure employee, independent contractors and third parties are in sync
with policy;

• Draft and Manage Privacy materials (notices, policies ).



Privacy Notice v.     Privacy Policy

• Notice – statement directed to
data subject (end users, 
customers, clientes) describing
how the organization collects, 
uses, reatins and discloses
personal information.

Can be simple and easy to read.

• Policy – Internal document (or
set of documents) for users of
personal information collected
by the organization that define 
the handling practices of that
personal information.

Should be detailed, but clear, 
and easy to read.



Layered 
Privacy 
Notices

Option to lenghty documents;

Short top-level with detailed links;

The “need to know” is right at front ;

Easy to find and at or before the point 
of collecting any personal information.



Privacy Notices “must-haves”

Effective Date Scope
Collected 

Information
Information Uses 
and Disclosures

Sensitive 
information

Choices avilable

Global variation or 
other variations 

(children, 
exemptions)

Cookies, Adware of 
Behavioral 
Advertising

Dispute Requests 
Policy change 

communication
VALID ACCEPTANCE 

AND CONSENT







A Compliance 
perspective 



Privacy Compliance To-dos (possible)

• Data mapping & discovery. Start mapping all personal data 
processed for your store, as well as their life cycle. Knowing exactly 
where the information is, how it is stored, who has access, whether 
the data is shared with third parties, in Brazil and abroad, and what 
are the existing risks should IT need to make any changes.

• Always work with informed consent. Whenever data is collected, 
make sure that users are well aware of that, and provided consent.

• Manage consent. Work with IT to build/use a management consent 
tool that is efficient to your company.



Privacy Compliance To-dos (possible)

• Short storage. Advise to keep the data stored only for the necessary 
time, and follow all statutory restrictions. If the data processing is no 
longer required to achieve the purpose for which it was collected, 
suggest IT to exclude it or tell your processor to do so.

• Documentation is your best ally. Document everything you do. From 
collecting, storing, using and sharing personal data, all must be 
documented. This documentation should also contain which risk 
mitigation measures you take, as the LGPD and other authorities 
establish that, whenever requested, company must present these 
documents to the regulatory authority.



Privacy Compliance To-dos (possible)

• Audit regularly. DPIAs are great for risk management and help identify and
reduce data protection risks.

• Keep an open channel with the regulatory authorities in charge;

• Build (or Know) your InfoSec / Privacy Program;

• Be friends with your DPO / Compliance teams;

• Keep an eye on Third Party Processors / Service Providers;

• Prepare & Train for Security Incidents.



Education
(why) vs. 
Training 

(what) 

• Your 15 year old son comes home from school
and says he is having sex education class
tomorrow

OR

• Your 15 year old son comes home from school
and says he is having sex training class
tomorrow



Avoiding Risks on Organizational Level

• Create a “Data Protection” mission statement for your company;

• Structure the Data Protection Team;

• Involve Compliance teams to monitor legal compliance factors on local and
global Market;

• Develop a Data Protection strategy alligned with business;

• Not “one-size-fits-all”. Ongoing efforts.



Developing a Data Protection Framework

Build documents, 
covering legal and

compliance
standards.

Review and
Monitor

Communicate the
Framework and

any relevant
changes

Evaluate and
Update with Best 

Practices



Who you need to “talk” to

• Compliance – Interacts for Internal Policy and Enforcement

• Legal – Handle specific issues and tasks.

• HR – Employee records, Talent acquisition, Compensation and Benefits.

• Marketing & Finance – Disaster plans, 

• IT – All technical support.

• Third Party Vendors – Making sure policies are in place.

• Outside Authorities – Good relationship with regulators.



Data breach compliance

• Who has legal liability for any harm associated with collected data ?

• When a breach occurs, who should make the necessary notifications
to the public ?

• To notify or not to notify ?  5 factors : nature of the data breached, 
number of affected individuals, likelihood that the information is
acessible and usable, likelihood that breach can be harmful and the
organization´s ability to mitigate the risk of harm.





incident 
response 
breach 
(compliance 
view)

Internal
Announcement

Incident
Response Team 

+ DPO / CPO 

PR & Crisis
Management

C-Level and/or
Board

Notify
Regulators ?

Inform Data 
Subjects

Launch
Customer

Response Unit

Monitor 
Progress & 
Reporting

Response 
Evaluation and

Review



Data Protection is Global. Regional. Local.



A possible 
structure

Chief Privacy Officers – Chief Compliance Officers – Chief 
Information Secutiry Officers

Public Policy, Legal, Regulatory and Compliance leaders.

Geography-based Data Protection Management teams.

Local DPOs;

Country-based Data Protection groups;

















Conclusions





“First, you gotta have your playbook….”



And communicate properly…



Teams must be ready and trained..



To work even in difficult circumstances.. 



But always working together, as a team..



For the same 
goals and 
milestones.



Privacy is now always on the spotlight



Reason why Internal support is key !!



And learn how to deal with regulators.



Particularly if there is a breach.



And don´t be afraid to use outside counsel SOON ENOUGH



Work hard, educate and prepare relentlessly



Get the tools you need..



And go for the win !



It is a daily effort..



But you can be your company´s Data Protection “Champion” !!!
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