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Stephen Lilley, a partner in the Washington DC office of Mayer Brown, helps clients navigate 
cutting-edge and interrelated litigation, regulatory, and policy challenges. He has significant 

experience working with clients to identify, evaluate, and manage risks associated with data 
privacy and security practices. Stephen is regularly called upon to provide privacy and security 
assessments, conduct thorough audits of client practices and policies, advise on liabilities 
associated with inadequate programs, and provide training to ensure compliance with the full 
array of global data protection regulations. Stephen is widely recognized for his cybersecurity 
law and policy experience. He co-authored the firm’s guides on Cybersecurity Regulation and 

Cyber Incident Response, and served as a member of the Center for Strategic & International 
Studies Cyber Policy Task Force as it developed cybersecurity recommendations for the 
administration.  

Before joining Mayer Brown, Stephen worked for the US Senate Judiciary Committee as Chief 

Counsel to the Subcommittee on Crime and Terrorism, where he had a particular focus on 
cybersecurity. He clerked for Judge Thomas Ambro on the US Court of Appeals for the Third 
Circuit and Judge Jeremy Fogel on the US District Court for the Northern District of California. A 
summa cum laude graduate of Princeton University, Stephen received his law degree from Yale 
Law School, where he served as a Senior Editor of the Yale Law Journal.  
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