
Consumer Data Privacy Law 

Week 1 Readings and Activities 

Week 1: Introduction to Consumer Privacy 

OBJECTIVES 

Upon completion of this week, you will be able to: 

CO 1.   Analyze the impact of big data on consumer privacy concerns. 

CO 2.   Evaluate the current American legal framework for consumer privacy protection 

CO 3.   Identify the key challenges for individual consumers in controlling access to, and use of, their personal 
  information. 

CO 4.   Evaluate the role of the Federal Trade Commission as a regulator of consumer privacy. 

CO 5.   Examine the effectiveness and enforceability of consumer privacy policies, and contrast the advantages 
  and disadvantages of “opt in” versus “opt out” models of privacy protection 

CO 6.   Identify the government departments and agencies that play a role in protecting consumer privacy. 

REQUIREMENTS

Readings: 
1. Bernard Marr, The Complete Beginner’s Guide to Big Data in 2017,  March 14, 2017, FORBES
2. Pineda v Williams-Sonoma, Supreme Court of California, February 10, 2011
3. Apple v Krescent, Supreme Court of California, February 4, 2013, majority judgment pp 1-17; 21-26
4. Dawn Rhodes, California Judge: Illinois Facebook ‘Tagging’ Lawsuit Can Proceed, Chicago Tribune, May 10, 2016
5. In re Facebook Biometric Information Privacy Litigation (clickwrap versus browsewrap assent to privacy policies
and issues of choice of law), pp 10-15 (contract); 16-19 (choice of law contract clause)
6. Shifrin, Tobin & Dailey, Past, Present and Future: What’s Happening With Illinois’ and Other Biometric Privacy
Laws, August 2021
7. Christelle Kamaliza, The Role of Data in the Fight for Social Justice

Additional reading for JD/LLM students: Anita L. Allen, Protecting One’s Own Privacy in a Big Data Economy, 130
HARVARD L. REV FORUM 71, Dec. 9, 2016

Optional: 
Dom Nicastro, What is the California Consumer Privacy Act of 2018 and How Does it Affect Marketers?, August 28, 
2018, CMS WIRE 
Additional reading for JD/LLM students: Kristen Matthews and Courtney Bowman, The California Consumer 
Privacy Act of 2018, Privacy Law Blog, July 13, 2018 

Video Presentation: 

1. View the video presentation by Monday of this week

Activities: 

1. Activity #1: Tutorial Questions
2. Acitivity #2: Discussion Questions
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https://www.forbes.com/sites/bernardmarr/2017/03/14/the-complete-beginners-guide-to-big-data-in-2017/print/
http://scocal.stanford.edu/sites/scocal.stanford.edu/files/opinion-pdf/S178241-1297360843.pdf
http://scocal.stanford.edu/sites/scocal.stanford.edu/files/opinion-pdf/S199384-1360361599.pdf
http://www.chicagotribune.com/news/local/breaking/ct-facebook-lawsuit-20160510-story.html
https://epic.org/privacy/facebook/Facebook-Biometric-Ruling.pdf
https://harvardlawreview.org/2016/12/protecting-ones-own-privacy-in-a-big-data-economy/
https://privacylaw.proskauer.com/2018/07/articles/data-privacy-laws/the-california-consumer-privacy-act-of-2018/
https://privacylaw.proskauer.com/2018/07/articles/data-privacy-laws/the-california-consumer-privacy-act-of-2018/
https://www.natlawreview.com/article/past-present-and-future-what-s-happening-illinois-and-other-biometric-privacy-laws-0
https://www.natlawreview.com/article/past-present-and-future-what-s-happening-illinois-and-other-biometric-privacy-laws-0
https://iapp.org/news/a/the-role-of-data-in-the-fight-for-social-justice/


WEEK 1: TUTORIAL QUESTIONS 

M.S.J. and Certificate Students J.D. and LL.M. Students

TQ1.1: What is your understanding of the term Big Data? 

TQ1.2: Why does Big Data raise concerns about 
consumer privacy? 

TQ1.3: Give examples of at least four items that could be 
regarded as Personally Identifying Information (PII). 

TQ1.4: Why is it difficult to apply state-based privacy 
regulation to online transactions? 

TQ1.5: What are some of the issues raised by 
inconsistent state laws in the consumer privacy protection 
area? 

TQ1.1: What is your understanding of the term Big Data, 
and why does it raise concerns for consumer privacy? 

TQ1.2: How do courts and legislatures typically define 
PII? Why do they take this approach?  

TQ1.3: What new challenges does the digital age pose for 
these definitions of PII? In what ways should definitions be 
changed to meet the needs of consumers in the digital 
age? 

TQ1.4: How does California’s Consumer Privacy Act of 
2018 compare with previous state legislative measures to 
protect consumer privacy? Is it a desirable addition to the 
current state regulatory matrix? Why/why not?  

TQ1.5: Can state-based regulations ever deal sufficiently 
with digital age consumer privacy concerns?  

WEEK 1: DISCUSSION QUESTIONS 

A "threaded discussion" is a discussion forum that allows students to respond to questions posted by the professor 
(original responses), which can then be read by other users who add their own comments in response (secondary 
postings). Unlike chat rooms and other "real-time" interaction forums, threaded discussions do not require different 
users to be logged on at the same time.  
Discussion questions are assigned each week.  Original responses to these questions must be posted by Thursday at 
11:59PM. Original responses must be at least 250 words and must incorporate concepts from the lectures and 
assigned readings.   
Secondary Responses/Postings: Each student must post two or more secondary responses to other students’ postings 
for each discussion question.  Secondary responses are due by 11:59PM on the Monday following the week in which the 
questions were assigned.  They must be a minimum of 150 words and, like original responses, should incorporate 
concepts from the lectures and assigned readings. Students are encouraged to embark on interactive discussions that 
go beyond the minimum number of secondary postings.   

Although the discussion board is expected to be student-driven, professors will be participating in the discussions as 
well. 

DQ1.1: What are the main advantages of large scale data collection, aggregation and analytics?  What are the main 
disadvantages? Do you think the advantages outweigh the disadvantages?  Why/why not? 

DQ1.2: Is it possible to fully protect individual privacy in consumer transactions while adequately preventing 
fraud and protecting retailers’ other legitimate interests?  If not, how can the law strike an appropriate balance (or 
can it) between these potentially competing goals? 
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