CHAPTER

1
What Is Security Engineering?
Out of the crooked timber of humanity, no straight
thing was ever made.
— Immanuel Kant
The world is never going to be perfect, either on- or offline; so
let’s not set impossibly high standards for online.
— Esther Dyson

1.1

Introduction

Security engineering is about building systems to remain dependable in the
face of malice, error, or mischance. As a discipline, it focuses on the tools,
processes, and methods needed to design, implement, and test complete
systems, and to adapt existing systems as their environment evolves.
Security engineering requires cross-disciplinary expertise, ranging from
cryptography and computer security through hardware tamper-resistance and
formal methods to a knowledge of economics, applied psychology, organizations and the law. System engineering skills, from business process analysis
through software engineering to evaluation and testing, are also important;
but they are not sufficient, as they deal only with error and mischance rather
than malice.
Many security systems have critical assurance requirements. Their failure
may endanger human life and the environment (as with nuclear safety and
control systems), do serious damage to major economic infrastructure (cash
machines and other bank systems), endanger personal privacy (medical record
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systems), undermine the viability of whole business sectors (pay-TV), and
facilitate crime (burglar and car alarms). Even the perception that a system is
more vulnerable than it really is (paying with a credit card over the Internet)
can significantly hold up economic development.
The conventional view is that while software engineering is about ensuring that certain things happen (‘John can read this file’), security is about
ensuring that they don’t (‘The Chinese government can’t read this file’). Reality is much more complex. Security requirements differ greatly from one
system to another. One typically needs some combination of user authentication, transaction integrity and accountability, fault-tolerance, message secrecy,
and covertness. But many systems fail because their designers protect the
wrong things, or protect the right things but in the wrong way.
Getting protection right thus depends on several different types of process.
You have to figure out what needs protecting, and how to do it. You also
need to ensure that the people who will guard the system and maintain it are
properly motivated. In the next section, I’ll set out a framework for thinking
about this. Then, in order to illustrate the range of different things that security
systems have to do, I will take a quick look at four application areas: a bank,
an air force base, a hospital, and the home. Once we have given some concrete
examples of the stuff that security engineers have to understand and build, we
will be in a position to attempt some definitions.

1.2

A Framework

Good security engineering requires four things to come together. There’s
policy: what you’re supposed to achieve. There’s mechanism: the ciphers,
access controls, hardware tamper-resistance and other machinery that you
assemble in order to implement the policy. There’s assurance: the amount of
reliance you can place on each particular mechanism. Finally, there’s incentive:
the motive that the people guarding and maintaining the system have to do
their job properly, and also the motive that the attackers have to try to defeat
your policy. All of these interact (see Fig. 1.1).
As an example, let’s think of the 9/11 terrorist attacks. The hijackers’ success
in getting knives through airport security was not a mechanism failure but a
policy one; at that time, knives with blades up to three inches were permitted,
and the screeners did their task of keeping guns and explosives off as far as
we know. Policy has changed since then: first to prohibit all knives, then most
weapons (baseball bats are now forbidden but whiskey bottles are OK); it’s
flip-flopped on many details (butane lighters forbidden then allowed again).
Mechanism is weak, because of things like composite knives and explosives
that don’t contain nitrogen. Assurance is always poor; many tons of harmless
passengers’ possessions are consigned to the trash each month, while well
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Figure 1.1: Security Engineering Analysis Framework

below half of all the weapons taken through screening (whether accidentially
or for test purposes) are picked up.
Serious analysts point out major problems with priorities. For example, the
TSA has spent $14.7 billion on aggressive passenger screening, which is fairly
ineffective, while $100 m spent on reinforcing cockpit doors would remove
most of the risk [1024]. The President of the Airline Pilots Security Alliance
notes that most ground staff aren’t screened, and almost no care is taken to
guard aircraft parked on the ground overnight. As most airliners don’t have
locks, there’s not much to stop a bad guy wheeling steps up to a plane and
placing a bomb on board; if he had piloting skills and a bit of chutzpah, he
could file a flight plan and make off with it [820]. Yet screening staff and
guarding planes are just not a priority.
Why are such poor policy choices made? Quite simply, the incentives on
the decision makers favour visible controls over effective ones. The result is
what Bruce Schneier calls ‘security theatre’ — measures designed to produce a
feeling of security rather than the reality. Most players also have an incentive to
exaggerate the threat from terrorism: politicians to scare up the vote, journalists
to sell more papers, companies to sell more equipment, government officials to
build their empires, and security academics to get grants. The upshot of all this
is that most of the damage done by terrorists to democractic countries comes
from the overreaction. Fortunately, electorates figure this out over time. In
Britain, where the IRA bombed us intermittently for a generation, the public
reaction to the 7/7 bombings was mostly a shrug.
Security engineers have to understand all this; we need to be able to put risks
and threats in content, make realistic assessments of what might go wrong, and
give our clients good advice. That depends on a wide understanding of what
has gone wrong over time with various systems; what sort of attacks have
worked, what their consequences were, and how they were stopped (if it was
worthwhile to do so). This book is full of case histories. I’ll talk about terrorism
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specifically in Part III. For now, in order to set the scene, I’ll give a few brief
examples here of interesting security systems and what they are designed to
prevent.

1.3

Example 1 — A Bank

Banks operate a surprisingly large range of security-critical computer systems.
1. The core of a bank’s operations is usually a branch bookkeeping system.
This keeps customer account master files plus a number of journals that
record the day’s transactions. The main threat to this system is the bank’s
own staff; about one percent of bankers are fired each year, mostly for
petty dishonesty (the average theft is only a few thousand dollars). The
main defense comes from bookkeeping procedures that have evolved
over centuries. For example, each debit against one account must be
matched by an equal and opposite credit against another; so money can
only be moved within a bank, never created or destroyed. In addition,
large transfers of money might need two or three people to authorize
them. There are also alarm systems that look for unusual volumes or
patterns of transactions, and staff are required to take regular vacations
during which they have no access to the bank’s premises or systems.
2. One public face of the bank is its automatic teller machines. Authenticating transactions based on a customer’s card and personal identification
number — in such a way as to defend against both outside and inside
attack — is harder than it looks! There have been many epidemics of
‘phantom withdrawals’ in various countries when local villains (or bank
staff) have found and exploited loopholes in the system. Automatic teller
machines are also interesting as they were the first large scale commercial use of cryptography, and they helped establish a number of crypto
standards.
3. Another public face is the bank’s website. Many customers now do more
of their routine business, such as bill payments and transfers between
savings and checking accounts, online rather than at a branch. Bank
websites have come under heavy attack recently from phishing — from
bogus websites into which customers are invited to enter their passwords. The ‘standard’ internet security mechanisms designed in the
1990s, such as SSL/TLS, turned out to be ineffective once capable motivated opponents started attacking the customers rather than the bank.
Phishing is a fascinating security engineering problem mixing elements
from authentication, usability, psychology, operations and economics.
I’ll discuss it in detail in the next chapter.
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4. Behind the scenes are a number of high-value messaging systems. These
are used to move large sums of money (whether between local banks
or between banks internationally); to trade in securities; to issue letters
of credit and guarantees; and so on. An attack on such a system is the
dream of the sophisticated white-collar criminal. The defense is a mixture of bookkeeping procedures, access controls, and cryptography.
5. The bank’s branches will often appear to be large, solid and prosperous,
giving customers the psychological message that their money is safe.
This is theatre rather than reality: the stone facade gives no real protection. If you walk in with a gun, the tellers will give you all the cash
you can see; and if you break in at night, you can cut into the safe or
strongroom in a couple of minutes with an abrasive wheel. The effective
controls these days center on the alarm systems — which are in constant
communication with a security company’s control center. Cryptography
is used to prevent a robber or burglar manipulating the communications and making the alarm appear to say ‘all’s well’ when it isn’t.
I’ll look at these applications in later chapters. Banking computer security is
important: until quite recently, banks were the main non-military market for
many computer security products, so they had a disproportionate influence
on security standards. Secondly, even where their technology isn’t blessed by
an international standard, it is often widely used in other sectors anyway.

1.4

Example 2 — A Military Base

Military systems have also been an important technology driver. They have
motivated much of the academic research that governments have funded into
computer security in the last 20 years. As with banking, there is not one single
application but many.
1. Some of the most sophisticated installations are the electronic warfare
systems whose goals include trying to jam enemy radars while preventing the enemy from jamming yours. This area of information warfare
is particularly instructive because for decades, well-funded research
labs have been developing sophisticated countermeasures, countercountermeasures and so on — with a depth, subtlety and range of deception strategies that are still not found elsewhere. As I write, in 2007, a lot
of work is being done on adapting jammers to disable improvised explosive devices that make life hazardous for allied troops in Iraq. Electronic
warfare has given many valuable insights: issues such as spoofing and
service-denial attacks were live there long before bankers and bookmakers started having problems with bad guys targeting their websites.
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2. Military communication systems have some interesting requirements.
It is often not sufficient to just encipher messages: the enemy, on seeing traffic encrypted with somebody else’s keys, may simply locate the
transmitter and attack it. Low-probability-of-intercept (LPI) radio links are
one answer; they use a number of tricks that are now being adopted in
applications such as copyright marking. Covert communications are also
important in some privacy applications, such as in defeating the Internet
censorship imposed by repressive regimes.
3. Military organizations have some of the biggest systems for logistics and
inventory management, which differ from commercial systems in having
a number of special assurance requirements. For example, one may have
a separate stores management system at each different security level: a
general system for things like jet fuel and boot polish, plus a second
secret system for stores and equipment whose location might give away
tactical intentions. (This is very like the businessman who keeps separate
sets of books for his partners and for the tax man, and can cause similar
problems for the poor auditor.) There may also be intelligence systems
and command systems with even higher protection requirements. The
general rule is that sensitive information may not flow down to less
restrictive classifications. So you can copy a file from a Secret stores
system to a Top Secret command system, but not vice versa. The same
rule applies to intelligence systems which collect data using wiretaps:
information must flow up to the intelligence analyst from the target of
investigation, but the target must not know which of his communications
have been intercepted. Managing multiple systems with information
flow restrictions is a hard problem and has inspired a lot of research.
Since 9/11, for example, the drive to link up intelligence systems has
led people to invent search engines that can index material at multiple
levels and show users only the answers they are cleared to know.
4. The particular problems of protecting nuclear weapons have given rise
over the last two generations to a lot of interesting security technology,
ranging from electronic authentication systems that prevent weapons
being used without the permission of the national command authority, through seals and alarm systems, to methods of identifying people
with a high degree of certainty using biometrics such as iris patterns.
The civilian security engineer can learn a lot from all this. For example, many
early systems for inserting copyright marks into digital audio and video, which
used ideas from spread-spectrum radio, were vulnerable to desynchronisation
attacks that are also a problem for some spread-spectrum systems. Another
example comes from munitions management. There, a typical system enforces
rules such as ‘Don’t put explosives and detonators in the same truck’. Such
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techniques can be recycled in food logistics — where hygiene rules forbid raw
and cooked meats being handled together.

1.5

Example 3 — A Hospital

From soldiers and food hygiene we move on to healthcare. Hospitals have a
number of interesting protection requirements — mostly to do with patient
safety and privacy.
1. Patient record systems should not let all the staff see every patient’s
record, or privacy violations can be expected. They need to implement
rules such as ‘nurses can see the records of any patient who has been
cared for in their department at any time during the previous 90 days’.
This can be hard to do with traditional computer security mechanisms
as roles can change (nurses move from one department to another) and
there are cross-system dependencies (if the patient records system ends
up relying on the personnel system for access control decisions, then the
personnel system may just have become critical for safety, for privacy or
for both).
2. Patient records are often anonymized for use in research, but this is
hard to do well. Simply encrypting patient names is usually not enough
as an enquiry such as ‘show me all records of 59 year old males who
were treated for a broken collarbone on September 15th 1966’ would
usually be enough to find the record of a politician who was known
to have sustained such an injury at college. But if records cannot be
anonymized properly, then much stricter rules have to be followed
when handling the data, and this increases the cost of medical research.
3. Web-based technologies present interesting new assurance problems
in healthcare. For example, as reference books — such as directories
of drugs — move online, doctors need assurance that life-critical data,
such as the figures for dosage per body weight, are exactly as published
by the relevant authority, and have not been mangled in some way.
Another example is that as doctors start to access patients’ records from
home or from laptops or even PDAs during house calls, suitable electronic authentication and encryption tools are starting to be required.
4. New technology can introduce risks that are just not understood. Hospital administrators understand the need for backup procedures to deal
with outages of power, telephone service and so on; but medical practice is rapidly coming to depend on the net in ways that are often not
documented. For example, hospitals in Britain are starting to use online
radiology systems: X-rays no longer travel from the X-ray machine to the
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operating theatre in an envelope, but via a server in a distant town. So a
network failure can stop doctors operating just as much as a power failure. All of a sudden, the Internet turns into a safety-critical system, and
denial-of-service attacks might kill people.
We will look at medical system security too in more detail later. This is a
much younger field than banking IT or military systems, but as healthcare
accounts for a larger proportion of GNP than either of them in all developed
countries, and as hospitals are adopting IT at an increasing rate, it looks set to
become important. In the USA in particular, the HIPAA legislation — which
sets minimum standards for privacy — has made the sector a major client of
the information security industry.

1.6

Example 4 — The Home

You might not think that the typical family operates any secure systems. But
consider the following.
1. Many families use some of the systems we’ve already described. You
may use a web-based electronic banking system to pay bills, and in a few
years you may have encrypted online access to your medical records.
Your burglar alarm may send an encrypted ‘all’s well’ signal to the security company every few minutes, rather than waking up the neighborhood when something happens.
2. Your car probably has an electronic immobilizer that sends an encrypted
challenge to a radio transponder in the key fob; the transponder has to
respond correctly before the car will start. This makes theft harder and
cuts your insurance premiums. But it also increases the number of car
thefts from homes, where the house is burgled to get the car keys. The
really hard edge is a surge in car-jackings: criminals who want a getaway
car may just take one at gunpoint.
3. Early mobile phones were easy for villains to ‘clone’: users could
suddenly find their bills inflated by hundreds or even thousands of
dollars. The current GSM digital mobile phones authenticate themselves to the network by a cryptographic challenge-response protocol
similar to the ones used in car door locks and immobilizers.
4. Satellite TV set-top boxes decipher movies so long as you keep paying
your subscription. DVD players use copy control mechanisms based on
cryptography and copyright marking to make it harder to copy disks (or
to play them outside a certain geographic area). Authentication protocols can now also be used to set up secure communications on home networks (including WiFi, Bluetooth and HomePlug).
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5. In many countries, households who can’t get credit can get prepayment
meters for electricity and gas, which they top up using a smartcard or
other electronic key which they refill at a local store. Many universities use similar technologies to get students to pay for photocopier use,
washing machines and even soft drinks.
6. Above all, the home provides a haven of physical security and seclusion. Technological progress will impact this in many ways. Advances
in locksmithing mean that most common house locks can be defeated
easily; does this matter? Research suggests that burglars aren’t worried by locks as much as by occupants, so perhaps it doesn’t matter
much — but then maybe alarms will become more important for keeping intruders at bay when no-one’s at home. Electronic intrusion might
over time become a bigger issue, as more and more devices start to communicate with central services. The security of your home may come
to depend on remote systems over which you have little control.
So you probably already use many systems that are designed to enforce
some protection policy or other using largely electronic mechanisms. Over the
next few decades, the number of such systems is going to increase rapidly. On
past experience, many of them will be badly designed. The necessary skills are
just not spread widely enough.
The aim of this book is to enable you to design such systems better. To do
this, an engineer or programmer needs to learn about what systems there are,
how they work, and — at least as important — how they have failed in the
past. Civil engineers learn far more from the one bridge that falls down than
from the hundred that stay up; exactly the same holds in security engineering.

1.7

Definitions

Many of the terms used in security engineering are straightforward, but some
are misleading or even controversial. There are more detailed definitions of
technical terms in the relevant chapters, which you can find using the index.
In this section, I’ll try to point out where the main problems lie.
The first thing we need to clarify is what we mean by system. In practice,
this can denote:
1. a product or component, such as a cryptographic protocol, a smartcard
or the hardware of a PC;
2. a collection of the above plus an operating system, communications and
other things that go to make up an organization’s infrastructure;
3. the above plus one or more applications (media player, browser, word
processor, accounts / payroll package, and so on);
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4. any or all of the above plus IT staff;
5. any or all of the above plus internal users and management;
6. any or all of the above plus customers and other external users.
Confusion between the above definitions is a fertile source of errors and
vulnerabilities. Broadly speaking, the vendor and evaluator communities focus
on the first (and occasionally) the second of them, while a business will focus on
the sixth (and occasionally the fifth). We will come across many examples of
systems that were advertised or even certified as secure because the hardware
was, but that broke badly when a particular application was run, or when
the equipment was used in a way the designers didn’t anticipate. Ignoring the
human components, and thus neglecting usability issues, is one of the largest
causes of security failure. So we will generally use definition 6; when we take
a more restrictive view, it should be clear from the context.
The next set of problems comes from lack of clarity about who the players are
and what they are trying to prove. In the literature on security and cryptology,
it’s a convention that principals in security protocols are identified by names
chosen with (usually) successive initial letters — much like hurricanes — and
so we see lots of statements such as ‘Alice authenticates herself to Bob’. This
makes things much more readable, but often at the expense of precision. Do we
mean that Alice proves to Bob that her name actually is Alice, or that she proves
she’s got a particular credential? Do we mean that the authentication is done
by Alice the human being, or by a smartcard or software tool acting as Alice’s
agent? In that case, are we sure it’s Alice, and not perhaps Cherie to whom
Alice lent her card, or David who stole her card, or Eve who hacked her PC?
By a subject I will mean a physical person (human, ET, . . .), in any role
including that of an operator, principal or victim. By a person, I will mean
either a physical person or a legal person such as a company or government1 .
A principal is an entity that participates in a security system. This entity can
be a subject, a person, a role, or a piece of equipment such as a PC, smartcard, or
card reader terminal. A principal can also be a communications channel (which
might be a port number, or a crypto key, depending on the circumstance). A
principal can also be a compound of other principals; examples are a group
(Alice or Bob), a conjunction (Alice and Bob acting together), a compound
role (Alice acting as Bob’s manager) and a delegation (Bob acting for Alice in
her absence). Beware that groups and roles are not the same. By a group I will
mean a set of principals, while a role is a set of functions assumed by different
persons in succession (such as ‘the officer of the watch on the USS Nimitz’
or ‘the president for the time being of the Icelandic Medical Association’). A
principal may considered at more than one level of abstraction: e.g. ‘Bob acting
1 That

some persons are not people may seem slightly confusing but it’s well established: blame
the lawyers.
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for Alice in her absence’ might mean ‘Bob’s smartcard representing Bob who
is acting for Alice in her absence’ or even ‘Bob operating Alice’s smartcard in
her absence’. When we have to consider more detail, I’ll be more specific.
The meaning of the word identity is controversial. When we have to be careful, I will use it to mean a correspondence between the names of two principals
signifying that they refer to the same person or equipment. For example, it
may be important to know that the Bob in ‘Alice acting as Bob’s manager’ is
the same as the Bob in ‘Bob acting as Charlie’s manager’ and in ‘Bob as branch
manager signing a bank draft jointly with David’. Often, identity is abused to
mean simply ‘name’, an abuse entrenched by such phrases as ‘user identity’
and ‘citizen’s identity card’. Where there is no possibility of being ambiguous,
I’ll sometimes lapse into this vernacular usage in order to avoid pomposity.
The definitions of trust and trustworthy are often confused. The following
example illustrates the difference: if an NSA employee is observed in a toilet
stall at Baltimore Washington International airport selling key material to a
Chinese diplomat, then (assuming his operation was not authorized) we can
describe him as ‘trusted but not trustworthy’. Hereafter, we’ll use the NSA
definition that a trusted system or component is one whose failure can break the
security policy, while a trustworthy system or component is one that won’t fail.
Beware, though, that there are many alternative definitions of trust. A UK
military view stresses auditability and fail-secure properties: a trusted systems
element is one ‘whose integrity cannot be assured by external observation of
its behaviour whilst in operation’. Other definitions often have to do with
whether a particular system is approved by authority: a trusted system might
be ‘a system which won’t get me fired if it gets hacked on my watch’ or even
‘a system which we can insure’. I won’t use either of these definitions. When
we mean a system which isn’t failure-evident, or an approved system, or an
insured system, I’ll say so.
The definition of confidentiality versus privacy versus secrecy opens another
can of worms. These terms clearly overlap, but equally clearly are not exactly
the same. If my neighbor cuts down some ivy at our common fence with the
result that his kids can look into my garden and tease my dogs, it’s not my
confidentiality that has been invaded. And the duty to keep quiet about the
affairs of a former employer is a duty of confidence, not of privacy.
The way I’ll use these words is as follows.
Secrecy is a technical term which refers to the effect of the mechanisms
used to limit the number of principals who can access information, such
as cryptography or computer access controls.
Confidentiality involves an obligation to protect some other person’s or
organization’s secrets if you know them.
Privacy is the ability and/or right to protect your personal information
and extends to the ability and/or right to prevent invasions of your
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personal space (the exact definition of which varies quite sharply from
one country to another). Privacy can extend to families but not to legal
persons such as corporations.
For example, hospital patients have a right to privacy, and in order to
uphold this right the doctors, nurses and other staff have a duty of confidence
towards their patients. The hospital has no right of privacy in respect of its
business dealings but those employees who are privy to them may have a
duty of confidence. In short, privacy is secrecy for the benefit of the individual
while confidentiality is secrecy for the benefit of the organization.
There is a further complexity in that it’s often not sufficient to protect data,
such as the contents of messages; we also have to protect metadata, such as
logs of who spoke to whom. For example, many countries have laws making
the treatment of sexually transmitted diseases secret, and yet if a private eye
could find out that you were exchanging encrypted messages with an STD
clinic, he might well draw the conclusion that you were being treated there.
(A famous model in Britain recently won a privacy lawsuit against a tabloid
newspaper which printed a photograph of her leaving a meeting of Narcotics
Anonymous.) So anonymity can be just as important a factor in privacy (or
confidentiality) as secrecy. To make things even more complex, some writers
refer to what we’ve called secrecy as message content confidentiality and to
what we’ve called anonymity as message source (or destination) confidentiality.
In general, anonymity is hard. It’s difficult to be anonymous on your own;
you usually need a crowd to hide in. Also, our legal codes are not designed
to support anonymity: it’s much easier for the police to get itemized billing
information from the phone company, which tells them who called whom,
than it is to get an actual wiretap. (And it’s often very useful.)
The meanings of authenticity and integrity can also vary subtly. In the
academic literature on security protocols, authenticity means integrity plus
freshness: you have established that you are speaking to a genuine principal,
not a replay of previous messages. We have a similar idea in banking protocols.
In a country whose banking laws state that checks are no longer valid after
six months, a seven month old uncashed check has integrity (assuming it’s
not been altered) but is no longer valid. The military usage tends to be that
authenticity applies to the identity of principals and orders they give, while
integrity applies to stored data. Thus we can talk about the integrity of a
database of electronic warfare threats (it’s not been corrupted, whether by the
other side or by Murphy) but the authenticity of a general’s orders (which has
an overlap with the academic usage). However, there are some strange usages.
For example, one can talk about an authentic copy of a deceptive order given by
the other side’s electronic warfare people; here the authenticity refers to the act
of copying and storage. Similarly, a police crime scene officer will talk about
preserving the integrity of a forged check, by placing it in an evidence bag.
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The last matter I’ll clarify here is the terminology which describes what we’re
trying to achieve. A vulnerability is a property of a system or its environment
which, in conjunction with an internal or external threat, can lead to a security
failure, which is a breach of the system’s security policy. By security policy I will
mean a succinct statement of a system’s protection strategy (for example, ‘each
credit must be matched by an equal and opposite debit, and all transactions
over $1,000 must be authorized by two managers’). A security target is a more
detailed specification which sets out the means by which a security policy will
be implemented in a particular product — encryption and digital signature
mechanisms, access controls, audit logs and so on — and which will be used as
the yardstick to evaluate whether the designers and implementers have done
a proper job. Between these two levels you may find a protection profile which
is like a security target except written in a sufficiently device-independent
way to allow comparative evaluations among different products and different
versions of the same product. I’ll elaborate on security policies, security targets
and protection profiles in later chapters. In general, the word protection will
mean a property such as confidentiality or integrity, defined in a sufficiently
abstract way for us to reason about it in the context of general systems rather
than specific implementations.

1.8

Summary

There is a lot of terminological confusion in security engineering, much
of which is due to the element of conflict. ‘Security’ is a terribly overloaded
word, which often means quite incompatible things to different people.
To a corporation, it might mean the ability to monitor all employees’ email
and web browsing; to the employees, it might mean being able to use email and
the web without being monitored. As time goes on, and security mechanisms
are used more and more by the people who control a system’s design to gain
some commercial advantage over the other people who use it, we can expect
conflicts, confusion and the deceptive use of language to increase.
One is reminded of a passage from Lewis Carroll:
‘‘When I use a word,’’ Humpty Dumpty said, in a rather scornful tone, ‘‘it
means just what I choose it to mean — neither more nor less.’’ ‘‘The question is,’’
said Alice, ‘‘whether you can make words mean so many different things.’’ ‘‘The
question is,’’ said Humpty Dumpty, ‘‘which is to be master — that’s all.’’
The security engineer should develop sensitivity to the different nuances of
meaning that common words acquire in different applications, and to be able to
formalize what the security policy and target actually are. That may sometimes
be inconvenient for clients who wish to get away with something, but, in general, robust security design requires that the protection goals are made explicit.
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Engaging in Diversity, Equity, and Inclusion for Stronger Cybersecurity
Karen Walsh
November 17, 2020
As institutions of higher education reel from recent cyberattacks in the United Kingdom, IT departments
work tirelessly to secure sensitive student data. Student records offer a wealth of personally identifiable
information (PII) from birth dates and social security numbers to bank account numbers and home
addresses. In parallel, a study released by EDUCAUSE in July 2020 notes that the CIO’s Commitment on
Diversity, Equity, and Inclusion (DEI) reports that 83.1% of respondents strongly agree that “diverse,
equitable, and inclusive workplace environments foster more effective and creative teams of technology
professionals.” Although at first glance, these two issues appear unrelated, bringing diverse voices to the
cybersecurity table may provide a way through, rather than around, the current security struggles facing
remote learning models in higher education.
Ransomware attacks on the rise
At the beginning of June, an Inside Higher Ed noted that while institutions of higher education were
traditionally not often targets of ransomware attacks, three profile ones indicated a shift in
cybercriminal methodologies. However, in September, a barrage of ransomware attacks on colleges and
universities in the United Kingdom led to the UK’s National Cyber Security Centre (NCSC) to issue an
alert.
As institutions of higher education accelerated their digital transformation strategies, cybercriminals
recognized that they offered a plethora of non-public personally identifiable information (NPI).
Institutions of higher education struggle with limited IT resources and an abundance of legacy
technologies that make security difficult.
However, even more importantly, for cybercriminals, individual institutions also have some of the most
diverse populations across racial, gender, and age demographics when compared to other industries.
How diversity impacts the likelihood of a successful ransomware attack
Often, ransomware attacks are part of a broader social engineering attack. As social engineering attacks
target users’ emotions as a way to trick them into clicking on either a risky link or download.
Problematically, when higher education IT departments assume that students, as presumed digital
natives, are a lower risk, they are using an outdated mentality. In an EdTech Magazine article published
on September 16, 2020, Helen Patton, CISO for The Ohio State University, explains the problems
inherent in this assumption noting, “they’re very sophisticated in a few areas, like social media. But in
higher education, there are certain technologies they haven’t been introduced to before and they are
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certainly not secure in the way they handle those.” As IT professionals work to prevent ransomware
attacks, they need to focus on the different types of social engineering risks across their divergent
populations.
Students, for example, may be able to parse out Smishing or social media messenger attacks, but emails
attempting to steal credentials by posing as help desk professionals looking to reset learning application
passwords might be successful.
Meanwhile, the opposite may be true for certain faculty and staff. Younger professors and staff may not
be as susceptible to a phishing email, but employees working with a department’s social media might be
more likely to fall prey to a fake social media profile.
Finally, institutions of higher education need to consider that race, gender, religion, and sexuality
differences on a campus may also increase the likelihood of social engineering attacks targeted at sociopolitical beliefs. College and university students, developmentally speaking, are seeking to find their
adult identities which can make them be more susceptible to social engineering attacks that incorporate
identity or political beliefs.
Why DEI matters to cybersecurity
All the technical controls in the world cannot mitigate the risks associated with social engineering.
Institutions can enforce spam blocking, but ultimately, someone will click on a malicious download or
link that leaves the entire infrastructure at risk.
While most organizations struggle to overcome the predominance of white men in their IT departments,
higher education also needs to respond to end-user generational, developmental, social, and political
diversity in ways that the large enterprise does not.
DEI in higher education IT hiring offers one way to help reduce these risks. Although outdated in terms
of statistics, the 2018 (ISC)2 report, Innovation Through Inclusion: The Multicultural Cybersecurity
Workforce, details the way in which creating a diverse, equitable, and inclusive IT department can help
create a more robust approach to cybersecurity, explaining, “creating a culture that inspires workers to
approach problems and challenges from different perspectives that ultimately help an organization
excel. Diversity is not only important for driving company growth and profit, it is vital in the
cybersecurity profession that depends on unique approaches to problems and challenges to protect an
organization.” Cybersecurity, especially when looking through the lens of social engineering and
ransomware attacks, depends on understanding all end-users, not just a subsection of them.
Although many colleges and universities promote DEI initiatives at the student acceptance and faculty
hiring levels, applying these strategies to their IT departments offers an extra layer of risk mitigation. If
the IT department represents the entirety of the campus population, then the department will have a
wider ranging view of the social engineering attacks that can be successful.
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For example, if college and university IT departments limit themselves to older, white male employees,
they may not be able to recognize the emotional sway some social engineering tactics have on the
young, black female population. Similarly, an IT department consisting predominantly of Millennials may
not be able to effectively recognize the types of emotional arguments that are successful against
Boomers or Gen X employees.
Defense in Depth includes DEI
A holistic defense in depth approach to higher education cybersecurity needs to incorporate both the
technologies and people that help protect end-users. IT departments cannot assume that all users have
the same motivations, especially when colleges and universities create carefully cultivated campus
communities by focusing on DEI.
As higher education’s IT stacks increasingly incorporate cloud services, CIOs need to push for greater
inclusion across the IT department. DEI cannot be limited to the campus student and faculty body
because when the IT department itself is not representative of the campus, the IT professionals become
disconnected from their end-users. Creating diverse and inclusive teams within the IT department can
better protect the university’s IT stack while adding the institution’s overarching DEI mission.
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Following two workshops on diversity, equity, and inclusion (DEI), an intergenerational, multidisciplinary, and multicultural group of cybersecurity professionals from across the private and public sectors proposed the following
priority approaches for achieving better DEI in cybersecurity:


Organize a coalition to assess the value of certifications in developing
quality candidates for cybersecurity jobs;



Survey participants in cybersecurity apprenticeship programs to better
support diverse candidates;



Collect and share anonymous data about characteristics that prove useful
for successful hiring for cybersecurity jobs;



Establish a group of pro bono experts to help cybersecurity employers
rewrite their job descriptions without jargon and focus on the skills
required;



Reconsider whether the current criminal background check process is
appropriate, fair, and equitable;



Establish a task force to track C-suite executives’ commitments to DEI
initiatives related to cybersecurity professionals within their companies;



Develop a coalition to identify best practices for mentoring diverse
cybersecurity practitioners and create shared resources; and



Cultivate brand, advertiser, and media influencer partnerships and develop
a campaign to reshape narratives around cybersecurity professionals.

These recommendations need to be supported by accountability and incentive
structures that enable the private and public sector to adopt them.

Cover image by Tim Mossholder (unsplash)
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Introduction
Following the national reckoning on racial justice in mid-2020 prompted by

Women in Cybersecurity

the murders of George Floyd, Breonna Taylor, and other Black Americans, it

0

became clear that current diversity, equity, and inclusion (DEI) efforts, however well-meaning, have not addressed the overwhelming white-ness and
male-ness of the cybersecurity field. The field remains remarkably homogeneous, both among technical practitioners and policy thinkers, and there are

25%

Percentage of US population
Percentage of cybersecurity workforce

50%

51%
24%

few model programs or initiatives that have demonstrated real progress in
building diverse and inclusive teams. It is estimated that only 4% of cybersecurity workers self-identify as Hispanic, 9% as Black, and 24% as women.1
Moreover, many conversations about the lack of diversity in cybersecurity

Sources: “Women in Cybersecurity: Young, Educated and Ready to Take Charge,” (ISC)2, accessed August
20, 2021, https://www.isc2.org/-/media/ISC2/Research/ISC2-Women-in-Cybersecurity-Report.ashx?la=en&hash=4C3B33AABFBEAFDDA211856CB274EBDDF9DBEB38; “United States Population Estimates,
2019,” US Census Bureau, accessed July 18, 2021, https://www.census.gov/quickfacts/fact/table/US/SBO050212.

have fallen flat; they often include participants from similar occupational
backgrounds and positions, have need of measurable deliverables and executive leadership buy-in, and lack the specificity and funding needed to make

Racial and Ethnic Diversity in the Cybersecurity Workforce
0

10%

9%
19%

Hispanic

4%

tergenerational and cross-disciplinary group of cybersecurity profession-

and consultant Camille Stewart, Aspen Digital convened a series of round-

2%
Percentage of US population
Percentage of cybersecurity workforce

4

One key gap in the ecosystem was that no organization had convened an in-

improving DEI in cybersecurity. With the support of the Hewlett Foundation

8%

1%

not supported by formal structures to ensure accountability and provide in-

als to develop a concrete, impact-oriented set of commitments focused on

6%

Asian

progress. Additionally, individual and institutional commitments are often
centives for change.

13%

Black

American Indian, Alaska
Native or Native Hawaiian

20%

Sources: Jason Reed and Jonathan Acosta-Rubio, “Innovation Through Inclusion: The Multicultural Cybersecurity Workforce,” Frost & Sullivan, 2019, https://www.isc2.org/-/media/Files/Research/Innovation-Through-Inclusion-Report.ashx; United States Population Estimates, 2019,” US Census Bureau, accessed
July 18, 2021, https://www.census.gov/quickfacts/fact/table/US/SBO050212.

table discussions in October 2020 and February 2021 that brought together
leading cybersecurity professionals with representatives from affinity groups
and other diverse bodies. The first meeting established concrete, actionable
commitments to be made across the cybersecurity ecosystem, and the second
reviewed progress made toward those commitments and refined plans. Over
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60 attendees participated, representing academia, cybersecurity firms, government agencies, multinational corporations, nonprofits, and startups. The
meetings were convened under the Chatham House Rule, protecting the identities of individual participants.2
At the meetings, participants were divided into groups based on five subtopics:


Education;



Recruiting and Hiring;



Retention;



Mentorship; and



Shifting the Narrative.

This report summarizes each group’s recommendations along two dimensions:
1. Actions that single actors (companies, executives, nonprofits, etc.) can take
right now with existing resources, and
2. Actions that would require additional support (funding, staff time, etc.) to
get off the ground. In section II, we summarize priority recommendations
where additional investment from industry or philanthropy is required. In
section III, we review each of the five subtopic themes and detail the recommendations developed by our participants.

Aspen Digital would like to thank the following:


Camille Stewart and #ShareTheMicInCyber for their leadership in this
space and outstanding organization of the roundtables;



Kelly Born, Monica Ruiz, and Eli Sugarman for the support of the
William and Flora Hewlett Foundation;



Meha Ahluwalia and Mai Sistla of the Aspen Tech Policy Hub for serving
as lead authors of this report, and Vivian Schiller, Zaki Barzinji, and
Betsy Cooper for their contributions;



Chuck Kapelke for excellent editorial advice, and CCM.design for laying
out this report; and



All the participants of the roundtables who contributed their time and
ideas to advancing this work.

This report is dedicated to Savilla Pitt, who led this work until her untimely passing from pancreatic cancer in January 2021. We know Savilla would
very much hope that this work will grow to have a significant impact.
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EXECUTIVE SUMMARY

Key Recommendations Requiring
Additional Institutional Investment

Throughout the two workshops, participants agreed that making meaningful
progress on DEI requires further investment from industry or philanthropy,
through funding, staff time, leadership, and technology. Many of the organizations represented at the workshop have been developing their own individual DEI plans, but most agreed that real progress will require gathering further
evidence about best practices, and establishing broader goals that individual
companies and organizations can work toward.
Workshop attendees identified the following priority needs that would require
additional investment:

Education
 Organize a coalition to assess the value of certifications in developing quality
candidates for cybersecurity jobs. Over the past decade, numerous cybersecurity certification programs have emerged in an effort to close the cybersecurity skills gap and increase the number of non-traditional candidates
entering the field. However, there is little evidence about whether these programs have been effective. Moreover, the costs associated with these programs may present additional barriers. A coalition of cybersecurity managers
and human resource professionals should invest in research to assess the
efficacy of these certification programs across the field, and use the findings
to advise the industry about its use of certifications to evaluate candidates.
 Survey participants in cybersecurity apprenticeship programs to better
support diverse candidates. While apprenticeships allow students to develop practical skills through hands-on experience at cybersecurity workplaces, they are not always best equipped to support students of diverse
backgrounds. Conducting a survey of past apprenticeship participants, applicants, and employers — with specific attention to the experiences and
outcomes of diverse participants — will help determine weaknesses in existing apprenticeship programs. Such a survey would likely identify additional opportunities to improve the success of diverse candidates.
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Recruitment and Hiring

Retention

 Collect and share anonymous data about the characteristics that prove use-

 Establish a task force to track C-suite executives’ commitments to DEI ini-

ful for successful hiring of cybersecurity jobs. It is often difficult to iden-

tiatives related to cybersecurity professionals within their companies. Over

tify what characteristics of candidates are most likely to lead to successful

the past year, numerous technology and cybersecurity CEOs have made

job hires, which makes it difficult to replicate success in future hiring. A

public statements about improving DEI within their organizations. Yet

data repository containing sample profiles of successful hires from a wide

there are no mechanisms currently available to hold CEOs accountable for

diversity of experiential, educational, and cultural backgrounds could help

their commitments. A publicly available tracking system would enhance

hiring managers adjust job requirements and focus on the skills new hires

accountability and may incentivize companies to make progress on their

actually need.

specific DEI goals. A task force of DEI experts could help track C-suite ex-

 Establish a group of pro bono experts to help cybersecurity employers rewrite their job descriptions without jargon and focus on the skills required.
Currently, many cybersecurity job descriptions are filled with indus-

ecutives’ commitments to improving diversity and inclusion within their
companies and monitor whether their companies achieve their stated DEI
goals over time.

try-specific terms that can be confusing even to professionals within the
field. Moreover, existing job descriptions rarely include broader skill sets,
like problem-solving and critical thinking, that are essential for success
in the field. In order to recruit a more diverse workforce, a group of cybersecurity and human resources experts should be enlisted to provide pro
bono guidance to help cybersecurity employers write more clear, effective
job descriptions. These experts could also publish best-practice guides for
writing job descriptions and recruiting diverse talent.

Mentorship
 Develop a coalition to determine DEI mentorship models for cybersecurity
organizations of all types. Mentorship programs are a common tool for fostering DEI in organizations. However, there is little data on what types of
mentorship models work in the cybersecurity space, and whether mentorship programs need to be tailored to different types of organizations. A co-

 Reconsider whether the current criminal background check process is

alition of experts from across industry, academia, non-profit organizations,

appropriate, fair, and equitable. Cybersecurity jobs are often subject to

and government could publish a “best practices” guide to determine the

strenuous background checks, which can discourage many candidates

most effective DEI mentorship models for different types of organizations.

from completing the hiring process. A task force should be convened
to assess whether background check requirements can be eliminated or
streamlined, as well as how such changes could reduce biases in the hiring process caused by the disparate impacts of law enforcement and the
criminal justice system on persons of color.3

Shifting the Narrative
 Cultivate brand, advertiser, and media influencer partnerships and develop
a campaign to reshape narratives around cybersecurity professionals. As
many of the most visible faces in cybersecurity are White and male, diverse
candidates and students may not see themselves as future cybersecurity
experts and leaders. A public awareness campaign should be established —
largely, but not exclusively, targeting middle- and high-school students
— that features diverse cybersecurity employees sharing their positive experiences in the field, and that highlights the the benefits of diversity in
the field. Such a campaign would send the message: “Cybersecurity needs
professionals like you and the communities you represent, and you belong
in this field as much as anyone.”
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Defining Cybersecurity Law
[Edited for brevity]
Jeff Kosseff
I. INTRODUCTION
***
A day rarely passes without another report of a major cybersecurity incident. Hackers routinely breach the
systems of retailers, stealing consumer credit card data, social security numbers, and other valuable personal
information. 1 Attackers launch distributed denial-of-service attacks, knocking some of the most popular
websites offline for hours or days. 2 Home security webcams become remote spying devices.3 Even the U.S.
electoral system is compromised by hacks of the email accounts of political officials and attacks on state
elections systems.4 In the increasingly frequent news coverage of these attacks, commentators, and
lawmakers demand immediate and swift legal solutions to prevent further damage. 5 The constant media
coverage begs the question: How well do our existing laws address cybersecurity threats?
The short answer: Not well at all. The slightly longer answer: The patchwork of U.S. statutes and regulations
that constitute cybersecurity law is an uncoordinated mishmash of requirements that mostly were conceived
long before modern cyber-threats. Modern U.S. cybersecurity law stems from century-old privacy norms,
torts, and criminal laws that bear little relation to the protection of the confidentiality, integrity, or
availability of systems, networks, and data.
In short, the U.S. legal system lacks a consistent definition of the term “cybersecurity law.” This Article
aims to fill that gap by defining “cybersecurity law.” Although “cybersecurity” is a commonly used term
in legal circles, no scholarship has stepped back to define exactly what “cybersecurity law” is and the goals
of statutes and regulations that aim to promote “cybersecurity.” * * * Part III broadly examines current
cybersecurity threats to the United States and defines “cybersecurity law” as a legal framework that
“promotes the confidentiality, integrity, and availability of public and private information, systems, and
networks, through the use of forward-looking regulations and incentives, with the goal of protecting
individual rights and privacy, economic interests, and national security.” Part IV of this Article explains the
current U.S. legal regime for cybersecurity and concludes that many of the most prominent cybersecurity
laws only address a small portion of the broader legal framework. Part V examines the gaps in current U.S.
cybersecurity law and suggests which areas of cybersecurity law policymakers could better address.
***
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III. DEFINING “CYBERSECURITY LAW”
***
A. WHAT ARE WE SECURING?
At the outset of any attempt to define “cybersecurity law,” it is necessary to understand the intended subject
matter. In other words, what should the law seek to secure? Based on the ongoing drumbeat of significant
and damaging cybersecurity incidents6 and the increased vulnerability due to the connection of everyday
devices to the Internet, 7 I propose that “cybersecurity law” broadly seek to promote the confidentiality,
integrity, and availability of information, systems, and networks.
Cybersecurity often is conflated, particularly in legal circles, with data security. 8 Although data security is
an important part of cybersecurity, it is only one part. Cybersecurity focuses not only on the protection of
data, but also on the systems and networks of the public and private sector. In other words, cybersecurity
involves more than merely the protection of data.
Consider, for example, the 2016 Distributed Denial of Service (“DDOS”) attack on Dyn, a relatively
obscure but exceptionally important company that provides a large portion of the domain name system that
directs traffic on the Internet.9 A DDOS attack floods a targeted server with traffic from multiple sources,
causing a slowdown in traffic or a complete shutdown.10 Due to the DDOS attack on Dyn, Netflix, Twitter,
and other popular online services were unavailable for the majority of a day.11 Although the attack resulted
in some data being unavailable, it would not be characterized as a traditional data security compromise.
Instead, it was an attack that compromised an entire network.12 Laws focused exclusively on data--rather
than networks and systems--will do little to prevent and remediate harms such as the Dyn attack.
To be sure, data security is a vital component of cybersecurity. For instance, the attack on Sony
compromised a significant amount of the company’s valuable data, including confidential emails and
unreleased movies. That aspect of the attack attracted a great deal of publicity.13 However, Sony also
suffered great business harm due to the unavailability of its systems and networks. 14 The attack on Sony,
in other words, was not merely an attack on the company’s data security. It was a comprehensive attack on
Sony’s cybersecurity. The attack compromised more than just the confidentiality of Sony’s information,
though it certainly had that effect as well. The attack compromised the fundamental ability of Sony to carry
out its routine business operations.
A focus on the security of systems and networks--and not just information--is necessary as physical devices
are increasingly connected to the Internet. For instance, policymakers and regulators are understandably
concerned about a cyberattack on a connected automobile that causes a highway crash, or a remote exploit
of a factory’s control systems that causes explosions, physical injury, and property damage. 15 By focusing
exclusively on attacks on information, cybersecurity law would not address such threats to cyber-physical
systems. Cybersecurity law should be flexible enough to address not only the incidents that already have
occurred, but also potential future vectors of attack.
Therefore, when we develop the contours for cybersecurity law, we must develop a broader and more
appropriate approach. The National Initiative for Cybersecurity Careers and Studies reflects such an
approach, as its definition of “cybersecurity” is “[t]he activity or process, ability or capability, or state
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whereby information and communications systems and the information contained therein are protected
from and/or defended against damage, unauthorized use or modification, or exploitation.”16 This definition
captures the need to protect not only data, but also the systems on which data are stored and the networks
on which data are transmitted. A definition of “cybersecurity law” that includes this important aspect will
focus on the threats posed by cyberattacks.
We have established that cybersecurity law should focus not only on the security of information, but on
systems and networks as well. However, the law does not provide much clarity as to what “security” means
in the context of cybersecurity. Even though we know that we are securing information, networks, and
systems, what do we mean by “securing”? Relatedly, how do we accomplish this task?
Cybersecurity professionals commonly think about security as covering three general categories of goals:
(1) confidentiality; (2) integrity; and (3) availability, known in the industry as the “CIA Triad.”17
Confidentiality refers to the “the prevention of unauthorized disclosure of information.”18 Confidentiality
often is associated with data breaches because attackers seek to obtain information without proper
authorization. Integrity refers to “the guarantee that the message that is sent is the same as the message
received and that the message is not altered in transit.” 19 The defacement of a company’s website, for
example, is an example of a threat to data integrity. A threat to integrity also could refer to the modification
of a business’s financial records, as such a modification would cause internal chaos for the business’s
operations.20 Availability refers to “the guarantee that information will be available to the consumer in a
timely and uninterrupted manner when it is needed regardless of [the] location of the user.” 21 A DDOS
attack that knocks a popular website offline, for example, is an attack on that site’s availability.
***
E. WHY ARE WE SECURING?
To fully define the scope of cybersecurity law, we must fully articulate our ultimate goals. The government
should not impose regulations or make substantial investments until there is a more thorough understanding
of why it is doing so.
The Sony Pictures attack caused great harm and embarrassment to individuals by allowing egregious
privacy violations. The cyberattack also damaged Sony’s business interests by exposing its confidential
business information and significantly reducing the value of its movies. Finally, the incident threatened
U.S. national security and further strained the U.S. government’s relationship with North Korea. In short,
the Sony Pictures attack (and others like it) highlight three distinct types of harm that cybersecurity law
should seek to provide: (1) harm to individuals; (2) harm to business interests; and (3) harm to national
security.
The first reason to enact cybersecurity laws is to prevent and mitigate harm to individuals. This harm often
involves privacy violations,22 such as the disclosure of the email messages of sony executives and the
personal information of Sony employees. Such disclosures are highly embarrassing and can have dramatic
effects on individuals’ lives. Courts and legislators often focus on the financial harm to individuals--such
as the consequences of identity theft--caused by data breaches. Indeed, in some consumer lawsuits against
companies that have experienced data breaches, courts have refused to find that the plaintiffs have Article
III standing unless the plaintiffs demonstrate that they have actually suffered identity theft as a result of the
breach.23 However, cybersecurity law--both statutes and court rulings--should attempt to prevent not only
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identity theft and other financial harm; cybersecurity law should address all potential harm to individuals
caused by cybersecurity incidents. Daniel J. Solove and Danielle Keats Citron recently articulated this wide
spectrum of harms by making a compelling case for courts to recognize the intangible harms of data
breaches, such as increased anxiety among consumers:
The harm from an increased risk of identity theft is akin to the risk of contracting a chronic disease. The
risk of a data breach is ongoing. Data breach notification letters explicitly inform people that there is a risk
of identity theft. Credit monitoring services are offered for one or two years, signaling to plaintiffs an
increased risk of theft for that time period. When a person has a reasonable belief that her credit identity is
in jeopardy, she is rightly afraid that her creditworthiness is out of her hands. 24
The concern about anxiety-related harms to individuals could be seen after the 2015 data
breach of Ashley Madison, a site that allowed users to seek extramarital affairs.25 Despite
the lack of concrete financial harm, the public disclosure of the names of Ashley Madison
customers had far-reaching effects, including job resignations and suicides.26
The second reason to enact cybersecurity laws is to prevent economic harm to companies. On average, a
data breach costs a company approximately $4 million, and the cost per stolen record is approximately
$158, according to a recent report by the Ponemon Institute for IBM. 27 According to the report, a U.S.
company has a 26% chance of experiencing a breach within 24 months of at least 10,000 records.28 On
aggregate, cybersecurity incidents take a significant economic toll. A recent study estimated that the
aggregate cost of data breaches will exceed $2 trillion in 2019. 29 Cybersecurity law should attempt to reduce
these negative impacts both on individual companies and the economy as a whole.
Finally, cybersecurity law must incorporate the national security interests of the United States. In the Sony
incident, these concerns came to the forefront when the United States attributed the attack to North Korea
and imposed sanctions, at the time an unprecedented move after a cyberattack. Similarly, Russia’s
interference in the 2016 U.S. election, via cyberattacks, threatened to fundamentally undercut the
confidence and legitimacy of the U.S. democratic system. Even if the attacks target entirely private
infrastructure--such as the email system of a political party--the consequences for the public and national
security can be far-reaching.
Moreover, attacks on critical infrastructure--even if it is owned and operated by the private sector--can
severely harm national security. President Obama recognized this danger in Presidential Policy Directive
21, writing of the need “to strengthen and maintain secure, functioning, and resilient critical infrastructure-including assets, networks, and systems--that are vital to public confidence and the Nation’s safety,
prosperity, and well-being.”30 To date, the United States has not suffered a devastating cyberattack on
critical infrastructure that has caused significant physical damage, but serious critical infrastructure attacks
have occurred in other countries. For instance, in 2007, Estonia, a small nation that is highly dependent on
the Internet, suffered a massive economic slowdown after its cyber-infrastructure was hit with massive
denial-of-service attacks.31 In 2015, Ukraine suffered a cyberattack that caused blackouts for more than
80,000 people for several hours.32 U.S. cyber officials have reported a rapid increase in the number of
attacks on critical infrastructure, such as the industrial control systems of utilities.33 Such attacks not only
threaten economic and business interests; they can cause injuries, death, and national unrest. Accordingly,
national security must be among the top considerations of cybersecurity law.
F. A PROPOSED DEFINITION OF “CYBERSECURITY LAW”
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Factoring in all of these considerations, we can develop a broad and flexible definition that provides the
general parameters and scope of cybersecurity law. By providing this definition, this Article does not intend
to suggest that cybersecurity law should be limited to a particular set of policy prerogatives. Rather, this
Article identifies areas that should be considered when we develop and refine laws that address
cybersecurity:
Cybersecurity law promotes the confidentiality, integrity, and availability of public and private information,
systems, and networks, through the use of forward-looking regulations and incentives, with the goal of
protecting individual rights and privacy, economic interests, and national security.
IV. ASSESSING CURRENT CYBERSECURITY LAWS
The United States has very few laws that mention cybersecurity by name. The lack of explicit references to
cybersecurity is understandable, as “cybersecurity” is a relatively new term. Indeed, the first time that a
published U.S. court opinion even used the word “cybersecurity” was in a footnote to a 2007 Seventh
Circuit opinion.34 However, there are a number of U.S. state and federal statutes, regulations, and court
opinions regarding data security, hacking, and related issues that address some aspects associated with
cybersecurity law.
In this Part, I apply the definition of “cybersecurity law” from Part III.F to the current U.S. framework of
cybersecurity law to assess which parts of the definition the law addresses and which parts the law
overlooks. In short, the existing cybersecurity framework focuses largely on protecting the confidentiality
of information for the purposes of protecting individual privacy. However, the laws could be improved to
focus more other aspects, including: (1) integrity and availability; (2) protecting systems and networks; and
(3) promoting economic and national security interests. Moreover, cybersecurity law could benefit from a
more forward-looking perspective with the goal of preventing future incidents, rather than the current focus
on penalizing companies for failing to safeguard against previous attacks.
Of course, this Article does not address every federal and state statute and common law claim that might
relate to cybersecurity. Rather, I have focused on six categories of U.S. laws that are commonly associated
with cybersecurity: (1) data security statutes; (2) data breach-notification statutes; (3) data security litigation
through common law and statutory claims; (4) computer hacking laws; (5) electronic surveillance laws; and
(6) the Cybersecurity Act of 2015.
A. DATA SECURITY STATUTES
In the United States, there are three general types of statutes (and, in some cases, accompanying regulations)
that set requirements for data security, either explicitly or implicitly: (1) Section 5 of the Federal Trade
Commission Act; (2) industry-specific federal data security laws, such as the Gramm-Leach-Bliley Act and
the Health Insurance Portability and Accountability Act; and (3) state data security laws.
The Federal Trade Commission (“FTC”) is the federal agency most closely associated with data security
regulation. The FTC brings enforcement actions against companies that either (1) failed to enact adequate
data security safeguards or (2) misrepresented their data security in privacy policies or other statements to
consumers.35 No statute explicitly provides the FTC with data security enforcement authority. Rather, the
FTC claims the ability to bring data security cases under Section 5 of the Federal Trade Commission Act,
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which prohibits “unfair or deceptive acts or practices in or affecting commerce.”36 Section 5 states that an
act may be considered “unfair” only if it “causes or is likely to cause substantial injury to consumers which
is not reasonably avoidable by consumers themselves and not outweighed by countervailing benefits to
consumers or to competition.”37 Although this provides some guidance, it does not specifically address the
types of data security shortcomings that would cause substantial injury, or the magnitude of benefits
necessary to outweigh a harmful lack of data security safeguards. The FTC has not issued formal regulations
that explain how this century-old statute applies to data security, though it has issued informal guidance
based on the dozens of data security actions it has brought under Section 5.38 The FTC typically brings data
security under the “deception” prong of Section 5 if a company has misrepresented its data security
practices.39 The Commission’s data security authority under the “unfairness” prong has been more
controversial and susceptible to legal challenges. In 2015, the United States Court of Appeals for the Third
Circuit concluded that the “unfairness” prong of Section 5 provides the FTC with sufficient authority to
bring enforcement actions against companies that failed to properly safeguard personal data.40 The FTC has
brought Section 5 actions against companies for failing to use adequate encryption for medical records,41
neglecting to supervise service providers who handled sensitive information,42 and failing to adequately
train employees on data security.43
In addition, about a dozen states have passed statutes that specifically address corporate data security. Most
of these laws--including the statutes in Arkansas, 44 California,45 Connecticut,46 Florida, 47 Indiana,48
Maryland,49 and Utah 50 --lack specificity and merely require companies to adopt “reasonable” data security
plans. Oregon’s data security law provides more specific guidance for reasonable security safeguards, such
as conducting risk assessments, training employees, and regularly testing security controls. 51 Rhode Island
requires companies to have reasonable security programs that are appropriate to their size, the nature of the
information they handle, and the purpose of the information collection. 52 Nevada requires companies to
use encryption in certain circumstances and to follow special data security standards for payment-card
data. 53 Massachusetts has perhaps the most detailed data security regulations, requiring companies to take
specific steps to assess security risks, train employees, oversee service providers, and implement other
safeguards.54
Financial institutions face more specific data security requirements. In 1999, Congress passed the GrammLeach-Bliley Act, which, in addition to overhauling U.S. financial regulation, required that financial
regulators mandate that their regulated institutions adopt “administrative, technical, and physical
safeguards” for the security of “nonpublic personal information.”55 Financial regulators have taken various
approaches to implementing this requirement. For instance, the Interagency Guidelines--which the Office
of Comptroller of the Currency, Federal Reserve Board, Federal Deposit Insurance Corporation, and Office
of Thrift Supervision jointly adopted--require that regulated institutions take steps such as involving the
board of directors in the development of security programs, conducting risk assessments, testing security
controls, and overseeing service providers’ information security. 56
Similarly, HIPAA requires health plans, healthcare clearinghouses, healthcare providers, and their business
associates to adopt “administrative, technical, and physical safeguards” to protect individually identifiable
health information.57 Among the required safeguards are designating an information “security official,”58
limiting access to physical facilities where protected health information is stored,59 and maintaining activity
logs of systems. 60
The data security statutes also focus primarily on private-sector data security. Security of the federal
government’s information systems is governed by the Federal Information Security Management Act
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(“FISMA”), 61 which charges the White House’s Office of Management and Budget, Department of
Homeland Security, and National Institute of Standards and Technology with setting and enforcing
information security standards. 62 These standards apply not only to federal agencies, but also to their
contractors. 63 The private-sector data security standards are not aligned with the FISMA information
security requirements for the public sector.
The data security laws are largely punitive, carrying the threat of large fines, consent decrees, or lawsuits.
While coercive laws play some role in cybersecurity--just as they do in other areas such as environmental
regulation--the laws also should provide at least for some degree of cooperation between the government
and private sector, as the interests often are aligned.
B. DATA BREACH-NOTIFICATION STATUTES
Forty-eight states and the District of Columbia require companies to notify customers, regulators, and credit
bureaus of data breaches.64 Unfortunately, complying with the laws is not entirely intuitive, as the
requirements for the notification are not uniform.
Each notification law requires notice only if an unauthorized party has acquired certain types of customer
information. Typically, breach-notification laws require reporting if there has been unauthorized disclosure
of an individual’s name along with a Social Security number, driver’s license or state identification number,
or financial account number and access code.65 However, some states have added categories of information
that trigger a notification requirement. North Dakota, for instance, also requires notification of the
disclosure of a date of birth, mother’s maiden name, and other information. 66 Moreover, some statutes only
require notification if the company determines that the breach poses a reasonable likelihood of harm to
consumers, while others require notification regardless of the risk of harm.67
Because state breach-notification laws apply based on the residency of the individuals, companies with
customers in all 50 states must sort through each of these laws at a time when they could otherwise be
remediating the breach. 68 This can prove to be complex and time-consuming, particularly for small and
midsized companies that have small information security and legal teams. The laws also impose different
requirements as to the format and content of the required notifications. For instance, many states require
specific details about how the breach occurred,69 while Massachusetts prohibits breach notices from
containing such details.70 To the extent that data breach-notification laws serve a useful purpose, it is
unclear whether they actually prevent data breaches from occurring in the future and are largely punitive in
nature. Theoretically, data breach-notification laws serve a deterrent function. If companies will be required
to notify customers and regulators after a data breach, they may have more incentive to invest in
cybersecurity safeguards. However, there is little research that demonstrates a deterrent effect of data
breach-notification laws. In fact, a recent RAND study found that more than 25% of U.S. adults had
received a data breach notification in the previous year, and nearly 90% of them continued to conduct
business with the company that sent the breach notice. 71
Even to the extent that data breach notifications deter some future breaches, they only address a small part
of the cybersecurity landscape. The breach-notification laws, like data security laws, focus entirely on
confidentiality of data rather than on integrity or availability. If a cyberattack knocks Internet-connected
cameras offline, for example, the camera manufacturer is not required to report the incident to consumers
or regulators.
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This is not to say that breach notifications are unnecessary. Notification requirements might help some
customers avoid identity theft and other harms by alerting them of the possible misuse of their personal
information. Moreover, the public shame of providing breach notifications might encourage some
companies to invest in security safeguards.72 However, policymakers should question whether compliance
with nearly 50 separate breach notification laws is the most efficient use of a company’s time in the days
after a data breach. A uniform national breach-notification law might accomplish the same goals as the
existing system, while allowing companies to more efficiently provide the notices and devote their limited
resources to other important cybersecurity tasks, such as remediating harm and preventing future incidents.
C. DATA SECURITY LITIGATION
In addition to data security and breach-notification statutes, companies face a variety of post-data breach
legal claims in consumer class action lawsuits. Many of these lawsuits arise from common law claims such
as negligence, 73 negligent misrepresentation,74 breach of contract,75 breach of implied warranty,76 and
unjust enrichment.77 Additionally, some data breach lawsuits are brought under state consumer-protection
statutes, which, like the Federal Trade Commission Act, prohibit unfair or deceptive trade practices.78
Perhaps the biggest barrier to these cases is a division among courts as to whether plaintiffs have Article
III standing to bring the lawsuit. Some courts will only allow lawsuits to proceed if the plaintiffs have
suffered actual harm, such as identity theft, 79 while others take a broader view and allow lawsuits to proceed
based on the prospect of future harm.80 Under the broader view, the mere anxiety of the possibility of
identity theft is sufficient injury to provide a plaintiff with standing.81 The lack of certainty about standing
reduces the likelihood that the prospect of data security litigation will cause companies to significantly
invest in cybersecurity safeguards. Data security litigation may be more forward-looking than data security
and breach-notification statutes, in that it provides companies with even greater incentives to prevent future
breaches. The prospect of multimillion-dollar damages or settlements could be enough to deter lax
cybersecurity. Moreover, class action lawsuits often attract a great deal of publicity and typically require
notice to all affected consumers, so litigation can harm a company’s brand. However, like the data security
statutes, data security litigation focuses only on protecting confidentiality and individual privacy, and it
does little to address broader cybersecurity concerns.
There is little research that documents whether the threat of data security litigation has actually encouraged
companies to adopt stronger cybersecurity protections, and companies increasingly are purchasing
insurance policies that cover judgments or settlements in data security litigation. Some critics argue that
cyber-insurance creates a moral hazard that reduces any incentives that a company might have to invest in
cybersecurity.82
Even if the prospect of data security litigation is sufficient to change a company’s behavior, it only affects
one aspect of cybersecurity. As with data security statutes, data security litigation is primarily focused on
the confidentiality of information. Lawsuits typically do not arise due to a company’s failure to protect the
integrity or availability of information, though it is at least possible to imagine a negligence lawsuit filed
by customers who were unable to access vital medical or financial information.
D. COMPUTER HACKING LAWS
The primary computer hacking laws at the federal level are the Computer Fraud and Abuse Act (“CFAA”)
and the Economic Espionage Act (“EEA”). 83 The CFAA criminalizes seven different types of activities,
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which could generally be described as: (1) hacking to commit espionage; 84 (2) hacking to obtain
information; 85 (3) hacking a federal government computer; 86 (4) hacking to commit fraud;87 (5) hacking to
commit damage; 88 (6) trafficking in passwords;89 and (7) threats of hacking. 90 In addition to criminal
penalties, the CFAA allows victims of computer hacking who have suffered damage or loss to sue under
certain circumstances.91
Companies that have had information stolen or suffered damage to their systems or networks frequently
bring civil claims under CFAA. The CFAA defines “damage” as “any impairment to the integrity or
availability of data, a program, a system, or information.”92 For instance, in 2011, the United States Court
of Appeals for the Sixth Circuit held that the CFAA applied to an email campaign aimed at impairing the
ability of a company to send and receive emails. 93 Similarly, in 2012, a federal judge concluded that
“damage” under the CFAA broadly includes “the destruction, corruption, or deletion of electronic files, the
physical destruction of a hard drive, or any ‘diminution in the completeness or usability of the data on a
computer system.’”94 In that respect, it is among the more comprehensive existing cybersecurity laws, as it
addresses not only harms to confidentiality, but also integrity and availability. Similarly, the CFAA
encompasses more areas of cybersecurity law by covering not merely harms to information, but also
damage to systems or networks.
That is not to say that the CFAA is the model for cybersecurity law. For one thing, much of it was drafted
more than 30 years ago, and critics argue that it has not kept up with the times.95 Most notably, courts are
deeply divided as to the scope of the CFAA. The seven provisions only apply to acts that are done “without
authorization” or that “exceeds authorized access.”96 The courts are deeply divided as to whether an
individual who misuses information to which she had lawful access is subject to the CFAA. The United
States Court of Appeals for the Ninth Circuit has narrowly interpreted the CFAA, concluding that “[i]f
Congress meant to expand the scope of criminal liability to everyone who uses a computer in violation of
computer use restrictions--which may well include everyone who uses a computer--we would expect it to
use language better suited to that purpose.” 97 Other courts, however, have focused not only on whether the
initial access was authorized, but on whether that initial access was used to further unauthorized activities.98
The circuit court split on this issue is one example of the ambiguity of some provisions of the CFAA.
Indeed, critics argue that CFAA is overly punitive, potentially exposing defendants to decades in prison.99
For instance, Aaron Swartz was indicted for 11 counts of CFAA violations arising from allegedly
downloading millions of academic articles from a school’s access to a proprietary database, exposing him
to up to 35 years in prison. 100 Swartz committed suicide before going to trial, and many critics of CFAA
have used his case to criticize the “disproportionate” nature of the CFAA and computer crime laws in
general. 101
The CFAA also has attracted criticism from some commentators for its likely--though far from certain-prohibition on the ability of private parties to “hack back” against those that attack them. 102 This is seen as
ultimately constraining the ability of the private sector to mitigate and prevent cyberattacks, and some
scholars and lawmakers have proposed amending the CFAA to explicitly allow companies to obtain
information from and damage the systems of hackers.103
Although the CFAA is the primary on-point federal statute for computer hacking, prosecutors and private
parties also use the EEA against cyber criminals. This Act prohibits individuals from stealing, copying,
receiving, or possessing trade secrets without authorization if the individuals either (1) “intend[ed] or
kn[ew] that the offense [would] benefit any foreign government, foreign instrumentality, or foreign
agent” 104 or (2) acted for the “benefit of anyone other than the [trade secret’s] owner.”105 The statute
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imposes criminal penalties, and it recently was amended to allow victims of trade secret misappropriation
to bring civil actions.106
Congress passed the EEA in 1996, recognizing that the proliferation of computers “enables rapid and
surreptitious duplications of the information.” 107 Since its passage, the government has prosecuted a number
of cases in which the defendants allegedly stole trade secrets, often from their former employers, to benefit
another company or nation. 108 The recent revisions that allow civil claims arising from trade secret theft
likely will increase the Act’s use in cyber-theft cases.
Unlike the CFAA, which is more broadly focused on the theft of data and damage to systems and networks,
the EEA focuses on the confidentiality of data. In that sense, the EEA addresses the same narrow avenue
of cybersecurity law as many of the other protections. Although the EEA is particularly effective at
addressing insider threats from employees and others who already have authorized access to trade secrets,109
it is rare to see the Act be used to prosecute or bring claims against external hackers.
Moreover, the EEA is narrowly focused on protecting the confidentiality of certain types of information.
The EEA only applies to trade secrets and therefore would not penalize the theft of personal information
that does not qualify for trade secret protection. Likewise, the EEA does not impose criminal or civil
penalties on hackers who launch attacks on systems or networks, or who threaten the availability or integrity
of information. For instance, a ransomware campaign that shuts down a company’s internal servers for a
week probably would not violate the EEA, as the campaign would not involve the theft of trade secrets.
E. ELECTRONIC COMMUNICATIONS PRIVACY ACT
Restrictions on the ability of the public and private sectors to access electronic data often are associated
with cybersecurity, although there is an equally strong argument that they primarily are privacy laws. The
Electronic Communications Privacy Act (“ECPA”) is the primary federal restriction on electronic
surveillance by public and private actors. ECPA consists of three separate statutes: (1) the Wiretap Act
(which restricts the surveillance of communications content while it is in transit); 110 (2) the Stored
Communications Act (which restricts the surveillance of communications content while it is in storage);111
and (3) the Pen Register Act (which restricts the use of devices to collect metadata, such as phone numbers
dialed and email addresses in the “to” and “from” headers).112
The ECPA is an attempt to codify into statute some of the Fourth Amendment protections against
unreasonable searches and seizures of electronic data, though it has faced some criticism for failing to
adequately protect certain data--in part due to the failure of Congress to significantly update the statute
since 1986. 113 However, the statutes go beyond restrictions on government surveillance. They also restrict
the ability of private parties to monitor user data or share it with other parties, including the government.114
To be sure, the ECPA contains a number of exceptions that allow service providers to monitor networks
and share information with the government.115 However, even narrow restrictions on monitoring and
disclosure may make it more difficult for the government and private sector to work together to combat
cyber-threats.
That is not to say that the ECPA’s restrictions on access to data are misplaced. Indeed, they are fundamental
to protecting privacy and preventing government and corporate overreach. But these privacy protections
do, to at least some extent, stifle the potential for cooperation between the government and the private sector
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in achieving better cybersecurity. As we assess how our existing laws contribute to our new conception of
cybersecurity law, we must assess how they encourage or impede such collaboration.
F. THE CYBERSECURITY ACT OF 2015
The Cybersecurity Act of 2015 is an attempt to address impediments to such collaboration between the
public and private sectors. Although, as discussed in the Introduction to this Article, the statute does not
explicitly define “cybersecurity,” it covers the field of cybersecurity law better than any other single statute.
In that sense, the Cybersecurity Act is the statute that is most closely focused on this Article’s conception
of cybersecurity law.
Among the many provisions of the Cybersecurity Act are provisions that allow private entities to: (1)
monitor information systems for cybersecurity purposes; 116 (2) operate “defensive measures” for
cybersecurity purposes; 117 and (3) share information about cyber-threat indicators or defensive measures
with other private entities or the federal government. 118 These provisions abrogate some of the ECPA’s
limits on monitoring and disclosure, described above, though the extent of the abrogation is unclear because
no court has yet applied the Cybersecurity Act to privacy claims.
The Cybersecurity Act provides limited protection from liability for companies that monitor information
systems under the statute or share or receive cyber-threat indicators.119 However, this open-ended
communication can pose problems. Despite requirements for private entities to take steps to remove
personal information before sharing cyber-threat indicators, 120 critics attacked the statute for potentially
immunizing companies that violate individuals’ privacy rights while not necessarily helping companies
improve their cybersecurity.121 The lengthy and spirited debate over the law demonstrates the tension that
is often present between privacy protections and collaborative cybersecurity efforts.
Although the privacy concerns are well-founded, the statute--and the DHS’s implementation of the sharing
law--provide fairly strong safeguards to reduce the likelihood of privacy violations. It remains to be seen
the extent to which the Cybersecurity Act improves cybersecurity, as agencies are still in the process of
implementing it.
However, there is a reasonable likelihood that the Cybersecurity Act’s broad approach to cybersecurity
law will have a positive effect. Importantly-- and unlike many of the other laws and regulations discussed
in this Article-- the Cybersecurity Act provides a cooperative framework for companies to work with the
government. For three decades, cybersecurity law in the United States has developed under a primarily
coercive regulatory structure, with companies and individuals facing the prospect of huge fines and other
enforcement actions arising from their failure to adequately safeguard data. Those coercive statutes play an
important role, and this Article in no way suggests that the Cybersecurity Act and similar statutes replace
them. Rather, the Cybersecurity Act’s proactive and cooperative measures compliment those of the CFAA,
data security statutes, and other coercive regulations.
Additionally, the Cybersecurity Act’s broad approach contemplates not only threats to confidentiality, but
also to integrity and availability, as it focuses on information, systems, and networks. Consider, for instance,
the definition of “cyber threat indicators” that companies may share:
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[I]nformation that is necessary to describe or identify-(A) malicious reconnaissance, including anomalous patterns of communications that appear to be
transmitted for the purpose of gathering technical information related to a cybersecurity threat or
security vulnerability;
(B) a method of defeating a security control or exploitation of a security vulnerability;
(C) a security vulnerability, including anomalous activity that appears to indicate the existence of
a security vulnerability;
(D) a method of causing a user with legitimate access to an information system or information
that is stored on, processed by, or transiting an information system to unwittingly enable the
defeat of a security control or exploitation of a security vulnerability;
(E) malicious cyber command and control;
(F) the actual or potential harm caused by an incident, including a description of the information
exfiltrated as a result of a particular cybersecurity threat;
(G) any other attribute of a cybersecurity threat, if disclosure of such attribute is not otherwise
prohibited by law; or
(H) any combination thereof. 122
This definition contemplates not only threats to the confidentiality of data, but also access that could
result in the unauthorized modification or unavailability of data, systems, and networks. More than many
of the other prominent cybersecurity laws, this statute broadly addresses a range of modern cybersecurity
threats.
Relatedly, while the Cybersecurity Act may encourage companies to improve their cybersecurity to
prevent data breaches (and therefore promote individual privacy), the Cybersecurity Act also helps to
address threats to companies’ business operations (by allowing the sharing of information about DDOS
attacks) and to national security (by allowing companies and the government to more agilely cooperate
and identify emerging threats).
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