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 Defi nition of Field 3

 Data privacy (or data protection) is also not fully commensurate with privacy, 
at least if the latter is defi ned in terms of non-interference, limited accessibility, 
or information control.   7    Again this should be obvious from the principles listed 
earlier, but bears emphasis due to the tendency in some non-European coun-
tries to call the fi eld simply ‘privacy law’. In some respects, data privacy canvasses 
more than what are typically regarded as privacy  concerns.   8    Th e rules aimed at 
ensuring adequate data quality are an example in point. In other respects, data 
privacy encompasses less than privacy per se. Th e latter has spatial, bodily, and 
perhaps psychological dimensions that are usually not directly addressed by data 
privacy law.   9    

 Four more distinguishing features of the fi eld are worth noting at this pre-
liminary stage. Th e fi rst is that data privacy law is largely statutory. Th is is not 
to say that case law or various forms of ‘soft law’, such as guidelines, recom-
mendations, and codes of conduct, fall outside the fi eld, but the central rules 
are usually laid down in legislation. In many jurisdictions, this legislation 
has been shaped, construed, and applied with little involvement from the 
judiciary.   10    

 Th e second feature is that data privacy statutes usually establish special 
independent bodies to oversee their implementation. Th ese bodies are com-
monly termed ‘data protection authorities’ or ‘privacy commission(er)s’. In 
keeping with my choice of nomenclature for the legal fi eld concerned, they 
are herein termed ‘data privacy agencies’ (DPAs). Th ese bodies are usually 
given broad, discretionary powers to monitor and regulate the data-processing 
activities of organizations in the public and private sectors. Th eir functions 
typically extend to handling complaints, giving advice, and raising public 
awareness of data privacy.   11    

 Th e third feature is that data privacy statutes often take the form of so-called 
‘framework’ laws. Rather than stipulating in casuistic fashion detailed rules on 
data processing, the legislation tends to set down rather diff usely formulated, 
general rules for such processing, and provide for the subsequent develop-
ment of more detailed rules as the need arises. Th is is symptomatic of legisla-
tors’ desire for regulatory fl exibility in the face of technological complexity 
and change, together with uncertainty over the nature of the interests to be 

   7    On various common conceptualizations of ‘privacy’, see section F and references cited therein.  
   8    See further Ch 4 (section B).  
   9    For discussion of some of those dimensions and their interaction with data privacy law, see 

LA Bygrave, ‘Th e Body as Data? Biobank Regulation via the “Back Door” of Data Protection Law’ 
(2010) 2 Law, Innovation and Technology 1–7.  

   10    Further on the role of the judiciary, see Ch 6 (section B).  
   11    See further Ch 6 (section A).  
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4 Data Privacy Law in Context

protected.   12    Primary responsibility for developing more specifi c rules is often 
given to the respective DPA. 

 Th e second and third listed features underscore the fourth, which is that DPAs 
frequently play a lead role in laying down how data privacy law is understood 
and applied, even in contexts where their views on point are only advisory. In 
many countries, such as Australia, Denmark, France, NZ, Norway, and the UK, 
they have been able to play this role with little corrective input from the courts. 

 Having DPAs play that role carries obvious advantages—they are, after all, 
the appointed experts in the fi eld. Yet there is also a risk that DPAs construe data 
privacy legislation in ways that further the cause of data privacy at the expense of 
other factors that require equal or greater weighting as a matter of  lex lata . Th at 
risk is acute when promotion of data privacy is central to a DPA’s formal remit. 
Th e judiciary, approaching the legislation with relatively fresh eyes and formally 
unencumbered by a pro-privacy mandate, will tend to be better able to resist 
such bias. Yet courts’ frequent lack of familiarity with the legislation, combined 
with the time pressures of litigation, can result in their failing to appreciate the 
complexities of the legislation in ways that undermine the correctness of their 
judgments.   13    Th ere is accordingly good reason to approach both administrative 
practice and case law in the fi eld with a critical eye.  

     B.    Signifi cance of Field   

 Processing personal data has always been integral to human interaction. It has 
long been central to the tasks of governmental agencies, especially since the 
emergence of the welfare state. Yet it has assumed unprecedented proportions 
and signifi cance in our current ‘information society’, particularly as a source 
of economic productivity.   14    Personal data has thus been termed ‘the new 
oil’.   15    A rapidly growing market exists in which personal data as such is traded 

   12    See eg, H Burkert, ‘Th e Law of Information Technology—Basic Concepts’ (1988) Datenschutz 
und Datensicherheit 383, 384–5.  

   13    See eg, Ch 5 (n 60).  
   14    M Castells,  Th e Rise of the Network Society  (Blackwell 1996); D Bell,  Th e Coming of Post-Industrial 

Society: A Venture in Social Forecasting  (Basic Books 1973).  
   15    World Economic Forum (WEF),  Personal Data: Th e Emergence of a New Asset Class  (WEF, 

January 2011), available at:  < http://www3.weforum.org/docs/WEF_ITTC_PersonalDataNewAsset_
Report_2011.pdf >. Brown and Marsden, though, aptly suggest that personal data ought to be viewed 
rather as the new ‘silk’, at least in the context of the Internet: I Brown and CT Marsden,  Regulating 
Code: Good Governance and Better Regulation in the Information Age  (MIT Press 2013) 184 (‘Personal 
data accumulate with the individual’s treks into cyberspace, and therefore a better metaphor is silk, 
woven into the tapestry of the user’s online personality’).  
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 Signifi cance of Field 5

and employed as the basis for marketing and control strategies. Consider, for 
instance, the burgeoning trade in customer lists as commodities in their own 
right.   16    Consider also how much of the ‘Internet economy’ is fuelled by, and 
premised on, persons supplying data about themselves (wittingly or unwit-
tingly) in exchange for otherwise ostensibly free online services. At the same 
time, the informational appetite of public sector agencies grows too. Th is is 
most obvious (though often hard to document reliably) with the surveillance 
schemes of national security and police agencies. Consider, for instance, the 
expansive ambitions behind some such schemes initiated as part of the ongoing ‘war 
on terror’.   17    Th e delivery of services by other government agencies involves 
intensifi ed processing of personal data as well. Th is intensifi cation has trad-
itionally been justifi ed in terms of ensuring that services fl ow only to those 
citizens who need or legally qualify for them.   18    In recent years, fi scal impera-
tives have also played a prominent role in justifying agencies’ push for more 
fi ne-grained knowledge of their ‘clients’ and ‘customers’.   19    

 It is in light of all these developments that the broad signifi cance of data 
privacy law becomes apparent. Because it seeks to regulate directly the 
exploitation of personal data, such law has the potential to interfere (positively 
or negatively) with many of the processes mentioned. It can thereby gener-
ate considerable administrative, commercial, political, or social costs (or 
gains). Th is potential is augmented by the considerable powers that DPAs 
are often given to steer data-processing activities in both the public and 
private sectors. 

 Data privacy law is also important on the normative plane. In the ‘informa-
tion society’, its principles and ideals are amongst the central counterweights 
to technocratic imperatives, such as increased organizational effi  ciency and 
maximization of fi nancial profi t. Th is is not to suggest that data privacy law is 
intrinsically opposed to such imperatives; in some respects, it aids their real-
ization. Yet it also emphasizes a need to take account of other interests, thus 
enriching our normative sphere. 

 Th e broad signifi cance of data privacy law is partly refl ected in the height-
ened focus on rights to privacy and private life, with which such law is closely 

   16    E Novak, N Sinha, and O Gandy, ‘Th e Value of Your Name’ (1990) 12 Media, Culture & 
Society 525.  

   17    See eg, S Gorman, ‘NSA’s Domestic Spying Grows As Agency Sweeps Up Data’,  Wall Street 
Journal , 10 March 2008, A1; G Greenwald and E MacAskill, ‘NSA Taps in to Internet Giants’ 
Systems to Mine User Data, Secret Files Reveal’,  Th e Guardian , 6 June 2013, available at: < http://www.
guardian.co.uk/world/2013/jun/06/us-tech-giants-nsa-data >.  

   18    See eg, J Rule, D McAdam, L Stearns, and D Uglow,  Th e Politics of Privacy: Planning for Personal 
Data Systems As Powerful Technologies  (Elsevier 1980) 43, 45, 48–9.  

   19    D Lyon,  Th e Electronic Eye: Th e Rise of Surveillance Society  (Polity Press 1994) 88ff  and references 
cited therein.  
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6 Data Privacy Law in Context

connected. Frowein and Peukert claim that the right to private life has con-
stituted the major challenge for liberal states’ legal systems during the latter 
half of the twentieth century.   20    Th e claim is somewhat exaggerated yet has a 
kernel of truth. Debate over privacy rights has assumed a prominent place in 
many legal systems. For instance, the right to respect for private life set down 
in Article 8 of the 1950 European Convention for the Protection of Human 
Rights and Fundamental Freedoms (ECHR)   21    has become one of the most 
frequently contested rights in case law pursuant to the Convention.   22    Th is is 
symptomatic of the gradual expansion of the public sphere into previously 
private domains—a development partly brought on by organizations’ grow-
ing informational appetite. Privacy rights are being used to shield persons 
from the detrimental eff ects of this development. 

 Th e broad signifi cance of data privacy law is further refl ected in the contro-
versy frequently embroiling its gestation. Th e birth of the Federal Republic of 
Germany’s fi rst Federal Data Protection Act was well nigh the hitherto most 
complicated, drawn out, and contentious legislative process in the country’s 
history.   23    Subsequent revision of that Act and its replacement by new legis-
lation was also far from ‘short and sweet’.   24    In Finland, work on drafting 
the country’s fi rst main data privacy law—the Personal Data Registers Act 
1987   25   —took over fi fteen years and was frequently paralysed by political 
 confl ict.   26    Initial enactment of similar legislation in many other jurisdictions, 
such as the UK, Australia, and the Netherlands, was also controversial.   27    At 
the supranational level, the EU’s drafting and adoption of the Data Protection 

   20    JA Frowein and W Peukert,  Europäische MenschenRechtsKonvention: EMRK-Kommentar  (2nd 
edn, NP Engel 1996) 338.  

   21    Opened for signature 4 November 1950; in force 3 September 1953; ETS 5 (hereinafter also 
‘European Convention on Human Rights’ or ‘ECHR’).  

   22    For an overview of this case law, see DJ Harris, M O’Boyle, E Bates, and C Buckley,  Harris, 
O’Boyle & Warbrick: Law of the European Convention on Human Rights  (2nd edn, OUP 2009) chs 8–9.  

   23    S Simitis, ‘Einleitung’ in S Simitis, U Dammann, O Mallmann, and HJ Reh (eds),  Kommentar 
zum Bundesdatenschutzgesetz  (3rd edn, Nomos 1981) 69. Further on the process in English, see 
eg, AL Newman,  Protectors of Privacy:  Regulating Personal Data in the Global Economy  (Cornell 
University Press 2008) 63–9.  

   24    S Simitis, ‘Einleitung’ in S Simitis (ed),  Bundesdatenschutzgesetz  (7th edn, Nomos 2011) 97–115.  
   25     Henkilörekisterilaki/Personregisterlag  (FFS 471/87); repealed and replaced by the Personal Data 

Act 1999 ( Henkilötietolaki/Personuppgiftslag  (FFS 523/99)).  
   26    See eg, J Kuopos, ‘Finland’ in D Campbell and J Fisher (eds),  Data Transmission and Privacy  

(Martinus Nijhoff  1994) 161, 162.  
   27    Regarding the UK, see eg, CJ Bennett,  Regulating Privacy. Data Protection and Public Policy in 

Europe and the United States  (Cornell University Press 1992) 82–94, 209ff . In relation to Australia, 
see eg, LA Bygrave, ‘Th e Privacy Act 1988 (Cth): A Study in the Protection of Privacy and the 
Protection of Political Power’ (1990) 19 Federal L Rev 128, 137ff . Regarding the Netherlands, see eg, 
VA de Pous, ‘Dutch Privacy Bill Again Delayed’ (1988) 11 Transnational Data Report, no. 10, 6–7.  
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 Signifi cance of Field 7

Directive (95/46/EC)   28    took over fi ve years and was subject to hefty debate 
and frenetic lobbying.   29    Th e legislative process currently in train with the 
proposal for a new EU Regulation in the fi eld bears similar hallmarks.   30    

 Although much of the controversy affl  icting these legislative processes 
springs from the laws’ putative potential to impinge negatively upon the ways 
in which organizations function, other factors have sometimes played a role 
too. For instance, the constitutional system of the UK along with its cus-
tomary statutory drafting techniques hampered the initial adoption of data 
privacy legislation there.   31    

 Th e legislative controversy in this area has sometimes been channelled along 
the traditional, Left–Right axis of political confl ict—the case, for example, in 
Finland.   32    Yet concern for data privacy generally spans a broad range of politi-
cal ideologies. In the words of Bennett:

  [t] he issue [of data privacy] is so suffi  ciently broad that it can encompass a variety of 
diff erent positions, from the civil libertarian who demands constraints on overzeal-
ous law enforcement to the conservative business group that wants tax data to be 
kept confi dential. Th e issue tends to pose a dilemma for democratic socialist parties 
in particular; it exposes a tension between the welfare statism of the old Left, which 
relies on a sacrifi ce of individual privacy for the collective benefi t, and the more 
antistatist individualism of the new Left. Th us below the broad liberal democratic 
concern for individualism and human dignity lies a complex and often contradictory 
set of positions. [. . .] Th e ideological foundations of the issue are inherently ambigu-
ous because privacy and data protection do not stir partisan emotion until the debate 
centers on particular information in specifi c contexts. We then fi nd a complexity of 
cross-cutting concerns.   33      

   28    Directive 95/46/EC on the protection of individuals with regard to the processing of personal 
data and on the free movement of such data [1995] OJ L281/31.  

   29    See eg, N Platten, ‘Background to and History of the Directive’ in D Bainbridge (ed),  EC Data 
Protection Directive  (Butterworths 1996) 23–32; S Simitis, ‘From the Market to the Polis: Th e EU 
Directive on the Protection of Personal Data’ (1995) 80 Iowa L Rev 445. For a detailed description 
of the lobbying campaigns, see PM Regan, ‘American Business and the European Data Protection 
Directive: Lobbying Strategies and Tactics’ in CJ Bennett and R Grant (eds),  Visions of Privacy: Policy 
Choices for the Digital Age  (University of Toronto Press 1999) 199.  

   30    See eg, C Burton, C Kuner, and A Pateraki, ‘Th e Proposed EU Data Protection Regulation 
One Year Later: Th e Albrecht Report’  Bloomberg BNA Privacy and Security Law Report  (21 January 
2013) 1. Th e proposed Regulation is dealt with in Ch 2 (section E(3)).  

   31    PM Regan, ‘Protecting Privacy and Controlling Bureaucracies:  Constraints of British 
Constitutional Principles’ (1990) 3  Governance  33; M Stallworthy, ‘Data Protection: Regulation in a 
Deregulatory State’ (1990) 11 Statute L Rev 130, 134ff .  

   32    A Saarenpää, ‘Data Protection:  In Pursuit of Information. Some Background to, and 
Implementations of, Data Protection in Finland’ (1997) 11 Intl Rev of Law, Computers & 
Technology 47, 48.  

   33    Bennett (n 27) 147.  
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8 Data Privacy Law in Context

 Its broad normative and practical signifi cance notwithstanding, data privacy 
law is not the only set of legal rules impacting on organizations’ informational 
appetite. Consider, for instance, employers’ ability to engage in employee 
surveillance:  in addition to data privacy law, rules in both statute and case 
law dealing specifi cally with labour relations may also have an impact, as may 
 various contracts. For example, the European Social Charter   34    contains general 
provisions establishing workers’ rights to ‘just conditions of work’ (Article 2), 
to ‘information and consultation’ by and from employers (Article  21), to 
co-determination of working conditions (Article 22), and to ‘dignity at work’ 
(Article 26). Each of these rights indirectly restricts employers’ monitoring 
of their employees. As for contracts, collective bargaining agreements or col-
lective employment agreements reached between employers and trade unions 
may contain rules limiting workplace surveillance. Further, the terms of the 
individual contract of employment may be important in determining how 
data on an employee is collected by their employer and the uses to which 
that data may be put, particularly in the absence of further consent by the 
employee.  

     C.    Catalysts and Origins   

 Th e aetiology of data privacy law is complex. Th is section provides only a 
short, simplifi ed explication.   35    In a nutshell, data privacy law results from 
an attempt to secure the privacy, autonomy, and integrity of individuals 
and thereby the bases for democratic, pluralist society in the face of massive 
growth in the amount of personal data gathered and shared by organizations. 
Other law has been perceived as unable to adequately secure these interests. 
Data privacy law has thus been created to fi ll the breach. 

 Looking more closely at that account, we see three categories of factors 
behind the emergence of data privacy law:  (i)  technological and organiza-
tional developments in the processing of personal data; (ii) fears about these 
developments; and (iii) other legal rules. Each of these categories is elaborated 
in the following. 

   34    First version (ETS 35) opened for signature 18 October 1961; in force 26 February 1965. 
Revised version (ETS 163) opened for signature 3 May 1996; in force 1 July 1999.  

   35    A fuller explanation—upon which this account builds—is given in LA Bygrave,  Data Protection 
Law: Approaching Its Rationale, Logic and Limits  (Kluwer Law International 2002) ch 6.  
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118 Aims and Scope of Data Privacy Law

2005 that ‘the conceptual underpinnings of Australia’s information privacy laws 
have not been clearly enunciated’.   3    

 Th e obscurity is refl ected in the absence in some data privacy statutes of 
objects clauses formally specifying the interest(s) that the legislation is intended 
to serve. Th is is the case, for instance, with the legislation of Denmark and the 
UK,   4    and with the fi rst legislation passed by Sweden, Norway, and Iceland.   5     

     2.    Formal aims   

 Despite obscurity of aims, privacy protection fi gures prominently in the 
objects clauses or titles of many data privacy laws. For instance, Australian, 
Canadian, NZ, and US statutes enacted at the federal/national level all bear 
the title ‘Privacy Act’ and set down the safeguarding of privacy as one of 
their basic objects.   6    Th e equivalent statutes of several European countries also 
expressly point to privacy as a fundamental interest to be protected.   7    Other 
statutes in the fi eld omit explicit reference to the safeguarding of privacy, but 
refer to closely related interests, such as protection of ‘personality’,   8    or protec-
tion of ‘personal integrity’.   9    

   3    D Lindsay, ‘An Exploration of the Conceptual Basis of Privacy and the Implications for the 
Future of Australian Privacy Law’ (2005) 29 Melbourne University L Rev 131, 133.  

   4    For Denmark, see Personal Data Act 2000 ( Lov nr 429 af 31 maj 2000 om behandling af persono-
plysninger ). Denmark’s previous legislation in the fi eld also lacked an objects clause: see the Private 
Registers Act 1978 ( Lov nr 293 af 8 juni 1978 om private registre mv ) and the Public Authorities’ 
Registers Act 1978 ( Lov nr 294 af 8 juni 1978 om off entlige myndigheders registre ). For the UK, see 
Data Protection Act 1998 and its predecessor (Data Protection Act 1984; repealed).  

   5    For Sweden, see Data Act 1973 ( Datalagen  (SFS 1973:289)), repealed. For Iceland, see Protection 
of Personal Records Act 1989 ( Lög nr 121 28 desember 1989 um skráningu og medferd persónuupplýs-
inga ), repealed. For Norway, see Personal Data Registers Act 1978 ( Lov om personregistre mm 9 juni 
1978 nr 48 )(PDRA), repealed. Nonetheless, some of this legislation gave indications of the interests 
it served by way of other provisions. Sweden’s Data Act stipulated that creation of personal fi les was 
only permitted if it did not unduly encroach upon the ‘personal integrity’ of registered persons (s 3), 
while the preparatory works for Norway’s PDRA described the legislation as aimed at safeguarding 
‘personal integrity’: Innstilling Odelsting [Parliamentary Recommendation] no. 47 (1977–78) 1. In 
both of these cases, however, the notion of ‘personal integrity’ was not clearly defi ned.  

   6    See preamble to Australia’s federal Privacy Act 1988 and to NZ’s Privacy Act 1993, Canada’s 
Privacy Act 1982 s 2, and the US Privacy Act 1974 s 2(b).  

   7    See eg, Belgium’s 1992 Act Concerning the Protection of Personal Privacy in Relation to the 
Processing of Personal Data ( Wet van December 8, 1992 tot bescherming van de persoonlijke levensfeer 
ten opzichte van de verwerkung van persoonsgegevens / Loi du 8 décembre 1992 relative à la protection de 
la vie privée à l’égard des traitements de données à caractère personnel ) Art. 2; and Portugal’s Protection 
of Personal Data Act 1998 ( Lei no. 67/98 de 26 de Outubro 1998, da Proteccão de Dados Pessoais ) 
Art. 2.  

   8    Th e case with Swiss and German legislation: see Ch 1 (n 128).  
   9    Th e case with current Swedish legislation: see Ch 1 (n 130).  
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 Aims 119

 However, privacy and these related interests are never directly defi ned in 
the laws that explicitly refer to them. Th is undoubtedly refl ects the notor-
ious diffi  culties that have plagued attempts to give the concepts delineat-
ing these interests a precise, analytically serviceable, and generally accepted 
meaning. Th is lack of defi nition is not necessarily a weakness. It can provide 
room for fl exibility in the implementation of data privacy law. It can enable 
such law to address a broad range of fears related to increasingly intrusive 
data-processing practices. Moreover, privacy advocates have probably found 
it useful to adopt, in the words of Freund, ‘a large concept in order to off set an 
equally large rhetorical counter-claim: freedom of inquiry, the right to know, 
liberty of the press’ and so on.   10    Nonetheless, the failure to defi ne privacy and 
related interests in data privacy laws detracts from the capacity of these laws 
for prescriptive guidance. It also perpetuates the lack of clarity over these laws’ 
conceptual basis. And, more generally, it perpetuates the vulnerability of the 
privacy concept to criticisms that it is incapable of defi nition, has no inde-
pendent, coherent meaning, and should be subsumed by other concepts.   11    

 While privacy does occupy a central place in data privacy law, it is not the sole 
concern of such law. Legislation on data privacy serves a multiplicity of inter-
ests, which in some cases extend well beyond traditional conceptualizations of 
privacy. Th is is sometimes manifest in the broad wording of the laws’ objects 
clauses. Convention 108 Article 1, for example, stipulates as its principal object

  to secure in the territory of each Party for every individual, whatever his nationality 
or residence, respect for his rights and fundamental freedoms, and in particular his 
right to privacy, with regard to automatic processing of personal data relating to him 
(‘data protection’).   

 Similarly, the objects clause of the French legislation provides:

  Information technology should be at the service of every citizen. Its development 
shall take place in the context of international co-operation. It shall not violate 
human identity, human rights, privacy, or individual or public liberties.   12      

 Th ese sorts of goal formulations provide the laws with an extremely large 
register of interests upon which their formal rationale may be grounded. Yet 
even those laws with objects clauses or titles referring simply to the safe-
guarding of privacy must be viewed as being concerned with more than such 
protection. Th e safeguarding of privacy serves a large range of other interests, 

   10    PA Freund, ‘Privacy:  One Concept or Many’ in JR Pennock and JW Chapman (eds), 
 Privacy: Nomos XIII  (Atherton Press 1971) 182, 193.  

   11    Such criticisms are advanced in eg, JJ Th omson, ‘Th e Right to Privacy’ (1975) 4 Philosophy 
and Public Aff airs 295.  

   12    See Act on Information Technology, Data Files and Civil Liberties 1978 Art. 1.  
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120 Aims and Scope of Data Privacy Law

which must accordingly form part of the rationale and agenda of data privacy 
law. Important examples are personal autonomy, integrity, and dignity. Th ese 
interests have been summed up as being largely concerned with ‘achieving 
individual goals of self-realization’.   13    However, such interests, like privacy, 
are not only relevant to the well-being of individual persons; they have a 
broader societal signifi cance as well. Th eir protection helps to constitute a 
society infused with the values of civility, stability, pluralism, and democ-
racy.   14    Realization of these general societal values must, therefore, also be rec-
ognized and treated as an integral part of data privacy law. 

 At the same time, data privacy laws are expressly concerned with setting 
standards for the quality of personal data. Indeed, Norway’s principal legisla-
tion on data privacy contains an objects clause specifi cally referring to the 
need for ‘adequate quality of personal information’ (‘tilstrekkelig kvalitet på 
personopplysninger’) in addition to the needs for privacy and personal integ-
rity.   15    While adequate data quality can serve to secure the privacy of individu-
als, it breaks down into a multiplicity of interests (including concern for, inter 
alia, the validity, integrity, availability, relevance, and completeness of data) 
that have little  direct  connection to privacy-related values.   16    

 A handful of data privacy laws have gone so far as to show express concern 
for safeguarding interests directly related to the state. A case in point is Finland’s 
fi rst data privacy law: its purposes were stipulated as being ‘to protect the priv-
acy, interests and rights of the person, to ensure the security of the State and 
to maintain good data fi le practice’.   17    Th e data privacy laws of some of the 
German  Länder  provide other cases in point. One aim of these laws is to main-
tain state order based on the principle of separation of powers. Th e Hessian 
Data Protection Act 1999,   18    for example, sets down as one of its purposes:

  to safeguard the constitutional structure of the State, in particular the relationship 
between the constitutional organs of the  Land  and those of local government, based 
on the principle of separation of powers, against all risks entailed by automatic data 
processing (section 1(2)).   19      

   13    AF Westin,  Privacy and Freedom  (Atheneum 1967) 39.  
   14    See further LA Bygrave,  Data Protection Law:  Approaching Its Rationale, Logic and Limits  

(Kluwer Law International 2002) ch 7 (sections 7.2.2, 7.2.5).  
   15    Personal Data Act 2000 ( Lov om behandling av personopplysninger av 14 april 2000 nr 31 ) § 1(2).  
   16    For an elaboration of these interests, see Bygrave (n 14) ch 7 (section 7.2.5).  
   17    Personal Data Registers Act 1987 s 1. Th e reference to protecting the interests of the State was 

dropped from the objects clause of the Finnish Personal Data Act 1999 which replaced the 1987 
legislation.  

   18     Hessisches Datenschutzgesetz vom 7 January 1999 .  
   19    Th e German text reads:  ‘das auf dem Grundsatz der Gewaltenteilung beruhende verfas-

sungsmäßige Gefüge des Staates, insbesondere der Verfassungsorgane des Landes und der Organe 
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 Th is declaration is followed up by provisions aimed at maintaining what 
Simitis terms an ‘Informationsgleichgewicht’ (‘informational equilibrium’) 
between the legislature and other state organs in Hesse.   20    Th is ‘equilib-
rium’ refers principally to a situation in which the legislature is able to get 
access to information (personal or non-personal) that is available to the 
executive.   21    Similar provisions are found in the data protection statutes of 
Rhineland-Palatinate, Berlin and, to a lesser extent, Th uringia.   22    

 As shown in Chapter 2, a major formal aim of the principal  international  data 
privacy instruments is to stimulate the creation of adequate national regimes and 
to prevent divergence between them. Th is harmonization is not just to strengthen 
data privacy but to minimize disruption to the fl ow of personal data across 
national borders and thereby safeguard the interests that profi t from such fl ow.  

     3.    Less formal aims   

     (a)    Serving controller interests    
 Data privacy law also serves less formal aims. By ‘less formal’ is meant that 
the aim does not fi gure in an objects clause but appears more obliquely, even 
though it is sometimes expressly referenced in other provisions of the legisla-
tion or in the relevant preparatory works. Th e main such aim of data privacy 
law is to uphold the legitimate data-processing interests of controllers. Th is 
concern is manifest in various ways, most clearly in provisions permitting 
derogation from core data privacy principles,   23    or in provisions specifying the 
considerations that DPAs must take into account when carrying out their 
functions generally   24    or when exercising their discretionary powers in specifi c 

der kommunalen Selbstverwaltung untereinander und zueinander, vor einer Gefährdung infolge der 
automatisierten Datenverarbeitung zu bewahren’.  

   20    See ss 24(2), 38, and 39. Th is concern has also been present in the earlier data protection legisla-
tion of Hesse.  

   21    See further S Simitis, ‘Einleitung’ in S Simitis (ed),  Bundesdatenschutzgesetz  (7th edn, Nomos 
2011) 84–5.  

   22    For Rhineland-Palatinate, see  Landesdatenschutzgesetz vom 5 Juli 1994 , ss 1(2), 24(6), 36. 
For Berlin, see  Datenschutzgesetz vom Dezember 17, 1990  ss 1(1)(2), 20, 24(3). For Th uringia, see 
 Datenschutzgesetz vom 29 Oktober 1991  s 40(5). Similar provisions were also included in the early 
data protection statutes of Bremen (see  Gesetz zum Schutz vor Misbrauch personbezogener Daten bei 
der Datenverarbeitung vom Dezember 19, 1977 ) and Lower Saxony (see  Datenschutzgesetz vom 17 Juni 
1993 ) but have since been taken out.  

   23    See eg, DPD Art. 13 (permitting derogation from central obligations and rights in the Directive 
insofar as is necessary to safeguard, inter alia, ‘national security’, ‘defence’, or ‘public security’).  

   24    See eg, Australia’s federal Privacy Act s 29(a) (stating that, in carrying out his or her functions, 
the Privacy Commissioner is to ‘have due regard for the protection of important human rights and 
interests that compete with privacy, including the general desirability of a free fl ow of information and 
the recognition of the right of government and business to achieve their objectives in an effi  cient way’).  
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 Th us, while concern for privacy and related interests has been uppermost 
in the minds of citizens when they have clamoured for the introduction of 
data privacy laws, this concern has not necessarily been shared to the same 
degree by the legislators. Th e latter have been mainly interested in fi nding a 
balance between citizens’ concerns as data subjects and the data-processing 
interests of controllers (especially government agencies). Legislators’ concern 
for citizens’ privacy was perhaps greatest in the early years of legislating in 
the fi eld. From the late 1970s, this concern increasingly lost ground to other, 
predominantly economic, concerns. 

 A principal instance of the latter relates to transborder data fl ow (TBDF). 
As shown in Chapter 2, much of the impulse behind the main international 
data privacy initiatives has stemmed from a wish to harmonize national data 
privacy laws in order to maintain the fl ow of data across borders. And national 
legislators have frequently passed data privacy laws in order to avoid restric-
tions on the fl ow of data into their respective countries being imposed pursu-
ant to the data privacy laws of other countries. At the same time, they have 
been pressured to provide for the same sorts of restrictions under their own 
laws, in order to meet the adequacy requirements of the other countries’ laws. 

     (b) Economic protectionism?    
 Allegations have been made that the restrictions imposed on TBDF are moti-
vated by economic protectionism. Th ese allegations came largely from North 
American quarters during the late 1970s and early 1980s and were directed 
at the then newly enacted data privacy legislation of European countries. Th is 
legislation, it was alleged, was grounded in a desire to protect the nascent, 
European ICT industries from foreign (US) competition.   30    Such allegations 
refl ected unease, especially on the part of US trade representatives, that the 
legislation had been introduced too quickly, without adequate discussion of its 
economic consequences, and would hinder the international growth of the ICT 
industry, which was—and remains—dominated by American fi rms.   31    Criticism 
focused not just upon the European laws’ restrictions on TBDF but also on the 

Directive will . . . help to ensure the free fl ow of Information Society services in the Single Market by 
fostering consumer confi dence’).  

   30    See eg, KR Pinegar, ‘Privacy Protection Acts: Privacy Protectionism or Economic Protectionism?’ 
(1984) 12 Intl Business Lawyer 183; Offi  ce of the US Special Trade Representative, ‘Trade Barriers 
to Telecommunications, Data and Information Services’ (1981) 4 Transnational Data Report, no. 5, 
53; GS Grossman, ‘Transborder Data Flow:  Separating the Privacy Interests of Individuals and 
Corporations’ (1982) 4 Northwestern J of Intl Law and Business 1; RP McGuire, ‘Th e Information 
Age: An Introduction to Transborder Data Flow’ (1979–80) 20 Jurimetrics J 1.  

   31    See generally DP Farnsworth, ‘Data Privacy: An American’s View of European Legislation’ 
(1983) 6 Transnational Data Report, no. 5, 285.  
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124 Aims and Scope of Data Privacy Law

fact that some of them protect(ed) data on legal persons in addition to data on 
individuals.   32    It was claimed that, because of this fact, these laws could not have 
been passed simply in order to protect the right of privacy; they must also have 
been passed for the purpose of economic protectionism.   33    

 Th e latter claim rests upon two assumptions: (i) that the purpose of ‘pure’ 
data privacy laws is only to safeguard privacy; and (ii) that privacy as a concept 
and legal right can only embrace natural/physical persons. Both assumptions 
are highly questionable.   34    Th ere is also little if any solid evidence to suggest 
that economic protectionism motivated the protection of legal person data.   35    

 Th e same can be said for evidence in support of the allegation that TBDF 
restrictions have been grounded in economic protectionism. Th e preparatory 
works for the Norwegian Personal Data Registers Act, for instance, make no 
mention of the need to protect Norwegian industry from foreign competi-
tion,   36    and empirical studies have failed to fi nd evidence of the Act’s regula-
tion of TBDF being practised in a protectionist manner. Th e same applies 
with respect to TBDF regulation pursuant to the fi rst data privacy laws of 
Germany, Austria, Sweden, France, and the UK.   37    A recent study cites evi-
dence documenting that in the 1970s, protection of ‘informational sover-
eignty’ was at least discussed as a concern in Sweden and put into practice 
by Brazil when the latter was ruled by a military government.   38    However, 
Brazil’s regulation of TBDF was not carried out pursuant to data privacy 

   32    Further on the protection of legal person data, see section C(3).  
   33    Pinegar (n 30) 188; Grossman (n 30) 12, 20; McGuire (n 30) 4.  
   34    See generally Bygrave (n 14) chs 12, 16.        35    Bygrave (n 14) ch 9.  
   36    See the discussion on regulating transborder data fl ows in Odelstingsproposisjon (Government 

Bill) 2 (1977–78) 9–10, 96. See also H Seip, ‘Unfair Competition in Computer Services?’ (1981) 4 
Transnational Data Report, no. 8, 33.  

   37    See R Ellger,  Der Datenschutz im grenzüberschreitende Datenverkehr: eine rechtsvergleichende und 
kollisionsrechtliche Untersuchung  (Nomos 1990) 428–30 (concluding on the basis of an in-depth 
examination of the data privacy regimes of Austria, Sweden, Denmark, Norway, France, the Federal 
Republic of Germany, and the UK that, at least up until 1990, no solid evidence exists that rules 
for restricting TBDF under these regimes operated as ‘non-tariff  trade barriers’). Ellger points out 
also (pp. 429 and 270) that only an extremely small percentage of cross-border transfers of personal 
data were stopped. Th e fi ndings of an earlier, albeit narrower, study by Bing are in line with Ellger’s 
fi ndings:  see J Bing,  Data Protection in Practice—International Service Bureaux and Transnational 
Data Flows , CompLex 1/85 (Universitetsforlaget 1985). However, the rules in Denmark’s Private 
Registers Act on TBDF were not concerned solely with protection of individual persons; they were 
also grounded upon a desire to build up a national computer industry, such that public or private 
enterprise in Denmark could continue to operate independently of events in other countries: see 
P Blume,  Personregistrering  (3rd edn, Akademisk 1996) 129 and references cited therein. Nevertheless, 
the latter concern apparently did not refl ect a desire for economic protectionism as such but a desire 
to ensure that enterprises in the country could continue functioning in the event of a foreign crisis.  

   38    C Kuner,  Transborder Data Flows and Data Privacy Law  (OUP 2013) 28–30.  
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law. It is also diffi  cult to link the Swedish discussion on this point with the 
provision for TBDF restrictions under Sweden’s Data Act. And the concern 
to safeguard ‘informational sovereignty’ appears not have been fully commen-
surate with economic protectionism but to have embraced general vulnerabil-
ity issues arising as a result of a country becoming overly reliant on foreign 
data-processing services. 

 While the protectionism theory lacks fi rm credibility in relation to 
national data privacy laws passed in Europe in the 1970s and 1980s, it is 
perhaps less easily refuted with respect to the DPD. As noted in Chapter 2, 
the European Commission, together with the Council of Ministers, fi rst took 
up the issue of data privacy largely out of concern for fostering development 
of the internal market and European IT industry.   39    Traces of such a concern 
appear also in the Commission Communication setting out the fi rst proposal 
for the DPD.   40    Yet to what extent this concern accurately refl ects a desire for 
economic protectionism is unclear. Equally unclear is the extent to which 
fi nal adoption of the Directive took place in order to fulfi l such a desire. 
Nevertheless, implementation of the Directive—particularly Articles 25 and 
26—could have incidental protectionist benefi ts for data controllers estab-
lished within the EU. 

 In the current era of cloud computing in which personal data from one 
country is increasingly stored on servers in another country, concerns about 
‘informational sovereignty’ are likely to rise to the fore. As Kuner states:

  Th e ever-increasing globalisation of data processing may cause a counter-reaction and 
motivate States to assert their sovereignty interests in data processing and transbor-
der data fl ow regulation more aggressively, both because of privacy concerns and for 
economic reasons.   41      

 Th e recent revelations about the US National Security Agency’s large-scale 
tapping of personal data from US-based online services appear to be reinforc-
ing such motivations.   42       

   39    See generally WJ Kirsch, ‘Th e Protection of Privacy and Transborder Flows of Personal Data: 
Th e Work of the Council of Europe, the Organization for Economic Co-operation and Development 
and the European Economic Community’ (1982) Legal Issues of European Integration, no.  2, 
21, 34–7; H Geiger, ‘Europäischer Informationsmarkt und Datenschutz’ (1989) 5 Recht der 
Datenverarbeitung, no. 5/6, 203.  

   40    See COM(90) 314 fi nal 4.        41    Kuner (n 38) 31.  
   42    See eg, ‘Boom Triggered by NSA: German Email Services Report Surge in Demand’,  Der Spiegel , 26 

August 2013; available at: < http://www.spiegel.de/international/germany/growing-demand-for-german- 
email-providers-after-nsa-scandal-a-918651.html >; B Brooks and F Bajak, ‘Brazil Looks to Break 
from US-centric Internet’,  SFGate , 18 September 2013; available at < http://www.sfgate.com/news/
world/article/Brazil-looks-to-break-from-US-centric-Internet-4819946.php >.  
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126 Aims and Scope of Data Privacy Law

   43    See generally FS Collins,  Th e Language of Life: DNA and the Revolution in Personalized Medicine  
(HarperCollins 2010).  

   44    See generally N Liu,  Bio-Privacy: Privacy Regulations and the Challenge of Biometrics  (Routledge 
2011) ch 2.  

   45    Th e issue is explored at length in LA Bygrave, ‘Th e Body as Data? Biobank Regulation via the 
“Back Door” of Data Protection Law’ (2010) 2 Law, Innovation and Technology 1.  

   46    An exception is the legislation of the Australian state of New South Wales which defi nes ‘personal 
information’ as encompassing ‘such things as an individual’s fi ngerprints, retina prints,  body samples  
or genetic characteristics’ (emphasis added): see Privacy and Personal Information Protection Act 
1998 s 4(2), Health Records and Information Privacy Act 2002 s 5(2), and Government Information 
(Open Access) Act 2009 schedule 4 clause 4(2).  

   47    See section C(2).  

     C.    Scope   

     1.    Scope with regard to data   

 Data privacy law applies to certain kinds of data and information which can 
be linked to persons. Exactly what is meant by ‘data’ or ‘information’ has usu-
ally been taken for granted in the regulatory discourse. Most attention has 
been directed instead to the nature of the link between data or information 
and persons—the subject of the next section (C(2)). However, elucidation of 
the meaning of data and information is increasingly necessary. Th is is due to 
technological developments that are challenging the feasibility of maintain-
ing a logical boundary between data/information and the physical material 
that constitutes its medium. Th e challenge is most evident in our increas-
ing capacity to derive myriad types of information from biological material. 
Advances in genetic testing are one example of this capability.   43    Growth in 
deployment of biometrics (that is, systems for determining or verifying the 
identity of persons based on their bodily characteristics)   44    is another. As bio-
logical material is increasingly mined for information, justifying a distinction 
between the former and the latter—that is between the medium and the mes-
sage—becomes more diffi  cult. 

 Not surprisingly, discussion over the meaning of data and information for 
the purposes of data privacy law has arisen precisely in relation to biologi-
cal material. Th e question is whether the terms ‘personal data’ and ‘personal 
information’ in data privacy law may extend to human biological material 
per se (for example, blood cells as opposed to any data or information that 
can otherwise be derived from the cells).   45    Most data privacy legislation fails 
on its face to provide a defi nite answer to the question.   46    It simply defi nes 
‘personal data’ or ‘personal information’ as data or information which can be 
linked, directly or indirectly, to identifi able individual persons.   47    To be sure, 

04_9780199675555_C4.indd   12604_9780199675555_C4.indd   126 12/16/2013   6:58:52 AM12/16/2013   6:58:52 AM

20190602



 Scope 127

the legislators have generally intended to give these terms a broad ambit and 
to draft the legal provisions in a largely technology-neutral way. Th e prepar-
atory works for the DPD are a case in point.   48    Yet they fail to conclusively 
indicate that the term ‘personal data’ in the Directive is intended to embrace 
human biological material as such.   49    Th e same can be said for many other 
data privacy laws and their preparatory works. 

 Scholars, lawmakers, and other policy entrepreneurs diverge considerably 
in their respective stances on the matter.   50    Many of those who take the view 
that biological material does not constitute data or information ground their 
stance in conceptual logic. Th ey claim that data comprise a formalized repre-
sentation of some entity (object, process, etc.) which is intended to commu-
nicate information about that entity, while information comprises a cognitive 
element involving comprehension of the representation. Th is conception of 
data and information is fairly common in the fi eld of informatics.   51    It is also 
embraced by the International Organization for Standardization (ISO).   52    On 
the basis of this conception, biological material as such cannot be treated 
as information and its treatment as data is doubtful.   53    In Norway, this line 
of thinking has led the Data Privacy Tribunal (Personvernnemnda) to reject 
a claim by the DPA (the Data Inspectorate; Datatilsynet) that Norway’s 
Personal Data Act covers blood samples as such.   54    Th e A29WP appears to 
take a similar line.   55    

   48    See eg, Amended proposal for a Council Directive on the protection of individuals with regard to 
the processing of personal data and the free movement of such data (COM(92) 422 fi nal—SYN 287) 9.  

   49    See further Bygrave (n 45) 14–15 and references cited therein.  
   50    See generally D Beyleveld, D Townend, S Rouillé-Mirza, and J Wright (eds),  Implementation 

of the Data Protection Directive in Relation to Medical Research in Europe  (Ashgate 2004); Bygrave 
(n 45) 16–20.  

   51    See eg, L Floridi,  Information:  A  Very Short Introduction  (OUP 2010)  20–21; P Rob and 
C  Coronel,  Database Systems:  Design, Implementation, and Management  (8th edn, Th omson 
2009) 5–6; C Avgerou and T Cornford,  Developing Information Systems: Concepts, Issues and Practice  
(2nd edn, Macmillan 1998) 115.  

   52    See ISO 2382-1,  Information Technology—Vocabulary—Part  1:  Fundamental Terms  (1993) 
(defi ning ‘data’ as ‘a representation of facts, concepts or instructions in a formalized manner suit-
able for communication, interpretation or processing by human beings or by automatic means’; 
and defi ning ‘information’ as ‘the meaning assigned to data by means of conventions applied to that 
data’). See too CoE Convention on Cybercrime 2001 (opened for signature 23 November 2001; in 
force 1 July 2004; ETS 185) Art. 1(b) which builds on the ISO defi nition of ‘data’.  

   53    Bygrave (n 45) 15–17, 19–20.  
   54    See appeal decision in case 8/2002; available at: <http:// www.personvernnemnda.no/vedtak/ 

2002_8.htm >; confi rmed in appeal decision in case 1/2013, < http://www.personvernnemnda.no/
vedtak/2013_01.htm >. Th e Tribunal is a quasi-judicial body charged with deciding appeals against 
decisions of the Data Inspectorate. Its decisions may be appealed to ordinary courts of law but are 
otherwise binding on the Inspectorate.  

   55    A29WP, Opinion 4/2007 on the concept of personal data (20 June 2007; WP 136) 8.  
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128 Aims and Scope of Data Privacy Law

 Th ose pushing the view that biological material may be personal data or 
information tend to pay more regard to pragmatic considerations than con-
ceptual logic. Chief amongst such considerations are the need to fi ll lacunae 
in biobank regulation, the growing ease with which persons can be identifi ed 
from biological material, and the fact that such material is often only stored 
for the purpose of generating information.   56    

 Th e conceptual barriers to treating biological material as data are not 
as profound as they appear. In the fi rst place, if separated from its natural 
environment (more specifi cally, the body of which it is a part) and struc-
tured as a sample or set of samples with the intention of providing informa-
tion, such material can function at the very least analogously to data in the 
above-described sense. Th is will typically be the case with biobanks. 

 We see manifestation of such a view in judicial pronouncements that 
human cellular samples are to be treated, in particular contexts, as personal 
data and subjected to the same legal safeguards as apply to the storage of 
data profi les of human DNA (deoxyribonucleic acid) and fi ngerprints. Th e 
pronouncements have come in litigation dealing with the legality of police 
agencies retaining DNA profi les, fi ngerprints, and cellular samples taken 
from persons who have been suspected but not convicted of legal off ences. In 
the relevant UK litigation, Baroness Hale in the then House of Lords (now 
Supreme Court) stated that ‘the only reason [the samples] . . . are taken or kept 
is for the information which they contain’, that the samples therefore ‘are kept 
as information . . . and nothing else’, and that ‘[t] he same privacy principles 
should apply to’ the samples as to the fi ngerprints and profi les.   57    In subse-
quent litigation of the same case, the ECtHR held that the samples (along 
with the DNA profi les and fi ngerprints) ‘constitute personal data within the 
meaning of the Data Protection Convention [Convention 108] as they relate 
to identifi ed or identifi able individuals’.   58    Independently of these pronounce-
ments, academic commentary on particular national data privacy laws states 
that biological material may become personal data pursuant to the legislation 
concerned, from the time the material is isolated and structured for the pur-
pose of generating information that facilitates identifi cation of individuals.   59    

   56    For examples, see Bygrave (n 45) 16, 19, and references cited therein.  
   57     LS, R (on application of ) v South Yorkshire Police (Consolidated Appeals)  [2004] UKHL 39, 

[2004] 1 WLR 2196 [70].  
   58     S and Marper v UK  (2009) 48 EHHR 50 [68]. Remarkably, the Court gave no further reason 

for its stance. For criticism, see Bygrave (n 45) 8–11.  
   59    Th e case with the German Federal Data Protection Act, according to the most authoritative 

academic commentary on it: see U Dammann, ‘§3 Weitere Begriff sbestimmungen’ in S Simitis (ed), 
 Bundesdatenschutzgesetz  (7th edn, Nomos 2011) 297, 302–3.  
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 Such a stance, however, is far from universally embraced and the status of 
biological material under data privacy law remains unresolved in many juris-
dictions. It is also important to remember that the ECtHR decision in  Marper  
does not create legally binding precedent for interpretation of Convention 
108. Nonetheless, it is a highly persuasive authority and creates pressure 
to apply the Convention to a range of activities that would fall outside the 
Convention’s ambit were samples or other biological material not regarded as 
personal data. It also creates pressure to treat other ‘lower-order’ data privacy 
codes more directly as instruments of biobank regulation (or transform them 
into such) in the interest of maintaining regulatory consistency down the 
normative chain. However, such an extension will not necessarily sit hap-
pily with the respective history, rationale, and customary application of the 
lower-order instruments or enable their sensible application to biobanks.   60     

     2.    Scope with regard to type of data   

 Data privacy law generally applies solely to ‘personal’ data or information. 
Th us, when determining whether data privacy law applies to a given set of 
data, the fi rst question one asks is whether the data is ‘personal’. If the answer 
is negative, one can generally disregard data privacy law. So what exactly 
makes data or information ‘personal’ for the purposes of data privacy law? 

 Article 2(a) of Convention 108 along with paragraph 1(b) of the OECD 
Guidelines defi ne ‘personal data’ as ‘any information relating to an identifi ed 
or identifi able individual’. A more elaborate defi nition is provided by DPD 
Article 2(a) which defi nes ‘personal data’ as

  any information relating to an identifi ed or identifi able natural person (‘data sub-
ject’); an identifi able person is one who can be identifi ed, directly or indirectly, in 
particular by reference to an identifi cation number or to one or more factors specifi c 
to his physical, physiological, mental, economic, cultural or social identity.   61      

 From these defi nitions, we can discern two cumulative conditions for data to 
be ‘personal’: fi rst, the data must relate to or concern a person; secondly, the 
data must enable the identifi cation of such a person. However, there is usually 
no prima facie requirement that the data relate to a particular (for example, 
private, intimate) sphere of a person’s activity.   62    Hence, in most cases, it may 
not be appropriate to talk of two separate (although cumulative) conditions 
for making data ‘personal’; the fi rst condition can be embraced by the second, 

   60    See further Bygrave (n 45) 11–12, 22–4.  
   61    According to Recital 14, the defi nition encompasses sound and image data on natural persons.  
   62    Although see the UK case law referenced in n 86.  
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130 Aims and Scope of Data Privacy Law

in the sense that data will normally relate to, or concern, a person if it enables 
that person’s identifi cation. In other words, the basic criterion appearing in 
these defi nitions is that of identifi ability—that is, the potential of data to 
enable identifi cation of a person. 

 Six further issues are relevant for determining what is ‘personal’ data pursu-
ant to data privacy laws: 

      (1)    What exactly is meant by identifi cation/identifi ability?  
   (2)    How easily or practicably must a person be identifi ed from data in order 

for it to be regarded as ‘personal’?  
   (3)    Who is the legally relevant agent of identifi cation (that is, the person who 

is to carry out identifi cation)?  
   (4)    To what extent must the link between a set of data and a person be 

objectively valid?  
   (5)    To what extent is the use of auxiliary data or information permitted in the 

identifi cation process? Can data be ‘personal’ if it allows a person to be 
identifi ed only in combination with other (auxiliary) data or information?  

   (6)    To what extent must data be linkable to just  one  person in order to be 
‘personal’?     

 Th ese issues tend to be interrelated, the answer to one partly determining the 
answers to the others. 

     (a) Concept of identifi cation/identifi ability    
 Th e ability to identify a person is essentially the ability to distinguish that per-
son from others by linking him or her to pre-collected information of some 
kind. As such, identifi cation does not require knowledge of a person’s name 
but it does require knowledge of some unique characteristics of the person 
relative to a set of other persons.   63     

     (b) Ease of identifi cation    
 Th e Explanatory Report for Convention 108 states that an ‘identifi able per-
son’ pursuant to Article 2(a) of the Convention is one ‘who can be  easily  iden-
tifi ed: it does not cover identifi cation of persons by means of  very sophisticated  
methods’.   64    It is not clear if this statement should be read as introducing 
two separate criteria (ease and sophistication of methods) or just one (that 

   63    See also the following commentary by the European Commission (COM(92) 422 fi nal — SYN 
287) 9:  ‘A person may be identifi ed directly by name or indirectly by a telephone number, a car 
registration number, a social security number, a passport number or by a combination of signifi cant 
criteria which allows him to be recognized by narrowing down the group to which he belongs (age, 
occupation, place of residence, etc)’.  

   64     Explanatory Report on the Convention for the Protection of Individuals with regard to Automatic 
Processing of Personal Data  (CoE 1981) para. 28 (emphasis added).  
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is, the reference to ‘very sophisticated methods’ being simply an elaboration 
of the ease criterion). In any case, the focus on ‘sophistication’ of methods 
is problematic as it rests on a misguided perception that as sophistication 
increases, ease of identifi cation decreases. In reality, enhanced sophistication 
often results in greater ease of identifi cation. Th us, subsequent elaborations 
of the ease criterion in the CoE’s various sectoral recommendations on data 
privacy introduce (more appropriately) the factors of reasonableness, time, 
resources, and, to a decreasing extent, cost.   65    

 Recital 26 of the DPD lays down a relatively broad and fl exible criterion 
for identifi ability:

  to determine whether a person is identifi able, account should be taken of all the 
means likely reasonably to be used either by the controller or by any other person to 
identify the said person.   

 Th e phrase ‘likely reasonably’ could be read as introducing two criteria for identi-
fi ability: the term ‘likely’ pointing to an assessment of  probability  of identifi cation; 
the term ‘reasonably’ pointing to an assessment of the  diffi  culty  (for example, 
in terms of time and resource utilization) of identifi cation. However, the two 
 criteria will tend to be interlinked in practice. Th e French, German, and Swedish 
versions of Recital 26 formulate the criteria for identifi ability in terms of those 
means for identifi cation which are  reasonably capable  (as opposed to likely) of 
being put to use.   66    Nevertheless, these diff erences between the Recital versions 
are probably insignifi cant as a probability criterion can be read into the notion 
of reasonableness. It is also doubtful that the Directive’s criteria for identifi ability 
diff er  substantially from the criteria laid down in the CoE Recommendations. 

 As for the OECD Guidelines, these are relatively non-committal on the 
issue,   67    as are the UN Guidelines.   68    However, both sets of Guidelines most 

   65    See eg, Recommendation R (89) 2 on the protection of peronal data used for employment 
purposes para. 1.3 (‘[a] n individual shall not be regarded as “identifi able” if the identifi cation 
requires an unreasonable amount of time, cost and manpower’). More recent Recommendations have 
dropped the reference to ‘cost’ on account of technological developments: see eg, the Explanatory 
Memorandum to Recommendation R (97) 5, on the protection of medical data, para. 36 (‘in view of 
the developments in computer technology, the aspect of ‘costs’ was no longer a reliable criterion for 
determining whether an individual was identifi able or not’).  

   66    Th e French version refers to ‘l’ensemble des moyens susceptibles d’être raisonnablement mis 
en œuvre’; the German version refers to ‘alle Mittel . . . die vernüftigerweise . . . eingesetzt werden 
könnten’; and the Swedish version to ‘alla hjälpmedel som . . . rimligen kan komma att användas’. Cf 
the Danish version which expresses the relevant criteria in terms of the means that can reasonably be 
 thought  to be used (‘alle de hjælpemidler . . . der med rimelighed kan tænkes bragt i anvendelse’). Th e 
Danish version is probably much the same in eff ect as the other versions.  

   67    See Explanatory Memorandum to the original OECD Guidelines para. 41.  
   68    As noted above, the UN Guidelines fail to provide defi nitions of their key terms, such as ‘per-

sonal data’. It seems safe to assume, though, that these are to be defi ned in basically the same way as 
they are defi ned in the other major international data protection instruments.  
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probably embrace criteria for identifi ability similar to those found in the 
DPD and CoE Recommendations. Some national laws which expressly qual-
ify degree of identifi ability have employed similar criteria as well.   69    

 It bears emphasis that, at least for some laws, such as the DPD, what is of 
legal importance is the  capability  or  potential  of identifi cation rather than the 
actual achievement of identifi cation. Hence, data will not fail to be personal 
merely because the data controller refrains from linking it to a particular 
person.   70     

     (c) Legally relevant agent of identifi cation    
 Closely related to the issue of ease/probability of identifi cation is the issue 
of who is the legally relevant agent of identifi cation. Most data privacy 
codes refrain from broaching the latter issue. A notable exception is DPD 
Recital 26 which indicates that  any  person may be the legally relevant agent 
for  identifi cation—that is, legally decisive is not just the ability of the controller 
to link a person to data but any person’s ability to do so.   71    Th is lowers the 
threshold for determining the circumstances under which data is personal. 

 Nevertheless, the criteria for ease/practicability of identifi cation discussed 
in the preceding paragraphs exclude from consideration any persons who do 
not employ means that are reasonably capable of being used for identifi ca-
tion. Th e notion of reasonableness implies that account ordinarily should 
not be taken of persons who are only able to carry out identifi cation by  ille-
gal  means (for example, computer hacking).   72    Given that reasonableness also 
connotes a probability criterion, account should also not be taken of persons 
who are only able to carry out identifi cation by (objectively)  unexpected  or 

   69    For instance, a criterion of proportionality applies with respect to the identifi cation process 
envisaged by Germany’s Federal Data Protection Act so as to exclude cases where identifi cation is 
only possible through a data controller making an eff ort that is ‘disproportionate’ in relation to his/
her/its ‘normal’ means and activities. Th is proportionality criterion is derived from s 3(6) of the 
Act which defi nes anonymized data in terms of information which ‘can no longer or only with a 
disproportionately great expenditure of time, money and labour be attributed to an identifi ed or 
identifi able natural person’.  

   70    Cf the case law referenced in nn 90 and 92.  
   71    Cf s 1(3) of the UK Data Protection Act which defi nes ‘personal data’ as ‘data which relate to a 

living individual who can be identifi ed (a) from those data, or (b) from those data and other informa-
tion which is in the possession of, or is likely to come into the possession of, the data controller’. Th e 
equivalent defi nition in s 1(1) of the Irish Data Protection Act is similar. Both defi nitions indicate 
that account is only to be taken of the controller’s ability to carry out identifi cation. See further case 
law on point at n 92.  

   72    Cf Austria’s Data Protection Act 2000 ( Datenschutzgesetz 2000  (DSG 2000), BGBl I Nr 165/1999) 
which operates with a sub-category of personal data termed ‘only indirectly person-related’ (‘nur indi-
rekt personenbezogen’). Th is sub-category is defi ned as data that the controller or processor cannot 
link (on his/her/its own) to a specifi c person using ‘ legally permitted  means’ (‘rechtlich zulässigen 
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 unusual  means. In most cases, illegal means will be unexpected or unusual 
means, but not always. Th us, a situation of confl icting standards might arise. 
It goes without saying that neither the Directive nor its preparatory works 
provide guidance on how to resolve this potential confl ict. In light of the 
intention behind the Directive to encourage a fl exible approach to the issue 
of identifi cation and thereby a broad basis for data privacy, the probability 
 criterion should be given priority over the legality criterion in the event of 
confl ict—that is, account should be allowed of persons who are able to carry 
out identifi cation by illegal yet probable means. In practice, assessment of 
probability here will involve analysing security measures for the data con-
cerned in light of the history of attempts at gaining unauthorized access to 
this data. At the same time, the criterion of probability might need to be 
construed more stringently if the means are illegal. 

 It is also noteworthy that the Safe Harbor agreement between the European 
Commission and US Department of Commerce states that an organization 
in the USA which receives, from Europe, pseudonymized medical research 
data—that is data to which a unique code is given such that the identity of 
the data subject is masked—does not need to process the data in conformity 
with the Safe Harbor data privacy principles if the company does not possess 
the ‘key’ that may reveal the data subject’s identity, even though that key is 
possessed by the person or organization that sends the data from Europe.   73    
Th is presupposes, of course, that the US organization is not legally able to 
demand that key. Th e rule is expressed only in relation to pharmaceutical 
and medical research data. Whether the rule applies to other categories of 
data that are transferred from Europe to US organizations is unclear but it is 
logically diffi  cult to see why it ought not to.  

     (d) Accuracy of link between data and individual    
 Th e accuracy of the connection between a set of data and an individual has 
rarely been raised as an issue. Th e matter comes to a head in cases where a 
set of data (for example, about a company) is incorrectly perceived to relate 
to an individual. Does this lack of objective validity mean that the data is 
not properly to be regarded as ‘personal’ pursuant to data privacy legisla-
tion? In support of a negative answer to this question, one could point to the 

Mitteln’; emphasis added) (§ 4(1)). Processing of this category of data is subjected under the Act to 
less stringent controls than the processing of other personal data.  

   73    Decision 2000/520/EC on the adequacy of the protection provided by the Safe Harbor privacy 
principles and related frequently asked questions issued by the US Department of Commerce [2000] 
OJ L215/7 Annex II FAQ 14 para. 7.  
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rules in the legislation dealing with rectifi cation of incorrect or misleading 
data:   74    such rules would seem not to make sense if an affi  rmative answer were 
adopted. However, by and large, these rules seem to operate only once data is 
established as being ‘personal’; that is, they do not relate to the quality (accur-
acy) of the way in which a set of data is initially connected to an individual. 

 It could be argued that the manner of such connection must be objectively 
valid in the sense that data, in order to be ‘personal’, must be capable, in 
truth, of being linked to one person; concomitantly, it is not possible under 
data privacy law for data to become ‘personal’ primarily on the basis of a  mis-
 perception that the data is so capable. Th is argument works best with those 
laws that defi ne ‘personal data’ (or ‘personal information’) as excluding mere 
opinions. However, some laws allow for opinions to qualify as personal data;   75    
some even allow for  false  opinions to qualify as such.   76    It is not entirely clear 
if the defi n ition of ‘personal data’ in DPD Article 2(a) embraces opinions, 
let alone false ones. However, neither the Directive nor its preparatory works 
specifi cally exclude opinions from coverage, and the preparatory works indi-
cate an intention to make the defi nition of ‘personal data’ in the Directive ‘as 
general as possible, so as to include all information concerning an identifi able 
individual’.   77    In light of this intention, together with the Directive’s express 
aim of providing for a high level of data protection (Recitals 9–11), solid 
grounds exist for including opinions—even false ones—within the ambit of 
Article 2(a). Th e risk of regulatory over-reaching that such inclusion brings 
could be mitigated by limiting inclusion to those opinions that are shared 
by many people and harbour likely adverse consequences for the individual 
concerned.  

     (e) Use of auxiliary information    
 Th e issue of auxiliary information is not specifi cally addressed by Convention 
108, the OECD Guidelines, or UN Guidelines. However, the inclusion of 
the term ‘identifi able’ in their defi nitions of ‘personal data’ would seem to 
open up for the use of some such information. Article 2(a) of the Directive is 
more helpful, providing that

  an identifi able person is one who can be identifi ed, directly or indirectly, in particular 
by reference to an identifi cation number or to one or more factors specifi c to his 
physical, physiological, mental, economic, cultural or social identity.   

   74    See further Ch 5 (section F).  
   75    See eg, s 6(1) of Australia’s federal Privacy Act, s 1(3) of the UK Data Protection Act, and s 2(1) 

of Norway’s Personal Data Act.  
   76    Th e case with the Australian Act.        77    COM(92) 422 fi nal — SYN 287, 9.  
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 On the national plane, many data privacy laws open up for the use of certain 
auxiliary information, either by making specifi c mention of such informa-
tion,   78    or by providing that identifi cation may occur ‘indirectly’.   79    Inclusion 
of the adjective ‘identifi able’ in the defi nition of ‘personal data’ has also been 
interpreted as allowing for the use of some auxiliary information in identify-
ing a person.   80     

     (f ) Requirement of individuation    
 Th e sixth and fi nal issue concerns the extent to which data must allow for 
individuation—that is, be capable of being linked to  one  person as opposed 
to an aggregate of persons. Data privacy laws typically require that data must 
allow for individuation in order to qualify as ‘personal’. However, some vari-
ation exists from jurisdiction to jurisdiction as to how stringent the require-
ment of individuation is applied. Finnish law, for example, expressly opens 
up for some relaxation of the requirement by providing that data may be 
‘personal’ even if it can be linked only to a ‘family’ or ‘household’ unit.   81    
Such provision is rare. Nevertheless, relaxation of the individuation require-
ment would seem to be possible under some other national regimes. For the 
purposes of Norwegian law, for instance, it seems that data may be ‘personal’ 
even if it can be linked to a small group of individuals, although this is some-
what dependent on there existing a pronounced threat to data privacy.   82     

     (g) Restricting expansive potential    
 From the analysis above, it is clear that many of the defi nitions of personal 
data are capable in theory of embracing a great deal of data that has prima 
facie little direct relationship to a particular person. At the same time as this 
capability has obvious benefi ts from a data privacy perspective, it threatens 
the semantic viability of the notion of ‘personal data/information’ and incurs 
a risk that data privacy laws will over-reach themselves. Th us, in some juris-
dictions, attempts have been made to delimit this capability. For example, 
under German law, data over material goods is, as a general rule, ‘personal’ 
only insofar as it can be linked to a particular person and its processing can 

   78    See eg, s 1(3) of the UK Data Protection Act.  
   79    See eg, s 2(1) of Iceland’s Act on the Protection of Individuals with regard to Processing of 

Personal Data 2000 ( Lög nr 77 23 mai 2000 um persónvernd og medferd persónuupplýsninga ).  
   80    Th e case eg, in relation to the defi nition of ‘personal data’ in s 3(1) of Germany’s Federal Data 

Protection Act: see Dammann (n 59) 312–14.  
   81    See the defi nitions of ‘personal data’ in s 2(1) of the 1987 Act and s 3(1) of the 1999 Act.  
   82    MW Johansen, K-B Kaspersen, and ÅM Bergseng Skullerud,  Personopplysningsloven. 

Kommentarutgave  (Universitetsforlaget 2001) 69.  
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INTRODUCTION 
 

Dublin’s Silicon Docks is the center of operations for the European 
divisions of Twitter Ireland, Facebook, LinkedIn, and other top-ranked 
information technology companies.2 These subsidiaries of U.S. 
multinational companies must either comply with European Union (EU) 
privacy law or withdraw from the largest economy in the world.3  Michael 
Rustad taught a course titled “Emerging Issues in EU Business Law and 
Policy” analyzing the differences between EU and U.S. data protection 
regimes for the National University of Ireland-Galway’s program in 
conjunction with Suffolk University Law School.  

 
He took his law students to Twitter’s Dublin headquarters, which is 

Twitter’s principal office outside of California. Thomas Koenig, a guest 
speaker in Rustad’s emerging issues class, participated in the meeting with 
Twitter’s Direct Legal Counsel for European Operations. The lessons 

2 Other examples of U.S.-based high technology companies with subsidiaries 
headquartered in Ireland include Google Dublin, Apple Operations Dublin, Cisco Galway, 
Dropbox, and Dell/EMC. 

3 “Although growth is projected to be slow, the EU remains the largest economy in 
the world with a GDP per head of €25 000 for its 500 million consumers. The EU is the 
world's largest trading block. The EU is the world’s largest trader of manufactured goods 
and services. The EU ranks first in both inbound and outbound international investments. 
The EU is the top trading partner for 80 countries. By comparison the US is the top trading 
partner for a little over 20 countries.” European Union, EU Position in World Trade, 
http://ec.europa.eu/trade/policy/eu-position-in-world-trade/. 
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learned from speaking with the head of Twitter’s public policy division and 
other transatlantic privacy experts led us to write this Article discussing 
how U.S. and EU data protection laws are converging into a globalized 
privacy standard.  

 This Article takes issue with the assertion that recent updates to EU 
data protection law will inevitably drive a disruptive wedge between EU 
and U.S. data privacy laws. Instead, we argue that the European General 
Data Protection Regulation’s4 (GDPR) convergences between EU and U.S. 
data protection law far outweigh the divergent elements.  Many industries 
in the U.S. have long followed information privacy practices paralleling the 
GDPR’s newly recognized privacy rights.5 For example, all fifty states 
enacted security breach notification laws decades before the GDPR gave 
Euopean citizens the right to notice of a computer security breach affecting 
their data.6   

The GDPR adopts long established U.S. tort law remedies, including 
deterrence-based fines, bringing EU data protection law closer to American 
practices. Collective redress, wealth-based punishment, and arming data 
subjects with the right to initiate public enforcement are recognized for the 
first time in European legislative history.7 Innovations first instituted in the 
U.S. such as privacy by design, wealth-based punishment, and security 
breach notification obligations are essential to the GDPR. The net effect of 
this European recognition of the benefits of U.S. remedies is a bilateral 
transatlantic privacy convergence, rather than a divide, which is rapidly 
progressing into a global data protection standard.  

Part I of this article compares EU and U.S. data protection regimes, 
focusing on the differences between the EU’s centralized and the U.S.’ 

4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC (GDPR). 

5 Paul M. Schwartz, Privacy and Democracy in Cyberspace, 52 VAND. L. REV. 1607, 
1614 (1999) (describing fair information privacy practices as “centered around four key 
principles: (1) defined obligations that limit the use of personal data; (2) transparent 
processing systems; (3) limited procedural and substantive rights; and (4) external 
oversight.”). 
    6 “All 50 states, the District of Columbia, Guam, Puerto Rico and the Virgin Islands 
have enacted legislation requiring private or governmental entities to notify individuals of 
security breaches of information involving personally identifiable information. National 
Conference of State Legislatures (NCSL), Security Breach Notification Laws (Mar. 29, 
2018),http://www.ncsl.org/research/telecommunications-and-information-
technology/security-breach-notification-laws.aspx. 

7 GDPR, Id. at art. 83(4) (5) (stating that fines are calibrated by two-to-four percent of 
the defendant’s annual turnover depending upon the type of offense and aggravating 
factors). 
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segmented statutory approaches. While the U.S. and the EU share privacy 
norms, they allot enforcement to disparate legal institutions.8 EU privacy 
law is all-inclusive, giving data subjects in the twenty-eight EU countries9 
and the three Member States of the European Free Trade Association 
(EFTA),10 rights such as data breach notification, protections for data 
transferred across national borders, a right to rectify misleading 
information, and a right to be forgotten. In contrast to the EU’s single 
privacy standard applying to all economic sectors, the U.S. traditionally has 
employed sectoral statutes calibrated to known risk factors in specific 
industries.11  

        U.S. multinational entities are frequently depicted as fighting in 
the trenches of a “transatlantic data war,” as they face the thankless task of 
complying with conflicting legal requirements.12 Academic observers 
argue the U.S. has a weak tradition of data privacy13 that is diametrically 
opposed to the EU’s expansive data protection laws.14 A prominent 

8Beneath the surface, the key “privacy principles in Europe and the U.S. are thus quite 
similar, although our precise institutions for addressing privacy are different.” Peter P. 
Swire, EU Regulation and Internet Privacy, (Statement of Peter P. Swire Professor, Moritz 
College of Law of the Ohio State University Center for American Progress, Committee on 
House Energy and Commerce, Subcommittee on Commerce, Manufacturing and Trade 
(Sept. 15, 2011), 2011 WLNR 24784701). 

9 The EU countries are: “Austria, Belgium, Bulgaria, Croatia, Republic of Cyprus, 
Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, 
Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, Romania, 
Slovakia, Slovenia, Spain, Sweden and the United Kingdom.” UK.gov, Countries in the 
EU and EEA, UK.gov, EU and EEA Countries, https://www.gov.uk/eu-eea. 

10 These three EFTA member states are: Iceland, Lichtenstein and Norway. EFTA, 
Incorporation of the GDPR into the EEA Agreement, 
http://www.efta.int/EEA/news/Incorporation-GDPR-EEA-Agreement-508041. “The EEA 
includes EU countries and also Iceland, Liechtenstein and Norway. It allows them to be 
part of the EU’s single market. Switzerland is neither an EU nor EEA member but is part 
of the single market - this means Swiss nationals have the same rights to live and work in 
the UK as other EEA nationals.” Countries in the EU and EEA, https://www.gov.uk/eu-
eea. 

11 DANIEL J. SOLOVE & PAUL M. SCHWARTZ, INFORMATION PRIVACY LAW 1096 (5th ed. 
2015) ("United States and foreign privacy regimes differ in some respects. Consider the 
standard description of privacy legislation in Europe as "omnibus' and privacy law in the 
United States as "sectoral.'"). 

12 Henry Farrell and Abraham Newman, The Transatlantic Data War: Europe Fights 
Back Against the NSA, FOREIGN AFFAIRS (Jan./Feb. 2016), 
https://www.foreignaffairs.com/articles/united-states/2015-12-14/transatlantic-data-war. 

13 Michael Frocking, The Death of Privacy? 52 STAN. L. REV. 1461, 1462 (2000) 
(quoting Scott McNealy, CEO of Sun Microsystems: “You have zero privacy. Get over 
it.”). 

14 See e.g., Paul M. Schwartz, The EU-U.S. Privacy Collision: A Turn to Institutions and 
Procedures, 126 HARD. L. REV. 1966 (2013).  
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commentator asserts, “It is common knowledge that privacy in the market 
and the media is protected less in the United States than in Europe.”15  
However, in practice, U.S. data subjects already have functionally 
equivalent rights to the GDPR in required notification or registration before 
their data is processed.16 

 
Part II demonstrates that the GDPR reflects a Brussels Effect on U.S. 

data privacy law, which is “the unprecedented and deeply underestimated 
global power that the European Union is exercising through its legal 
institutions and standards, and how it successfully exports that influence to 
the rest of the world.”17 The Brussels Effect projects a “race to the top” as 
multi-national entities find it easier to apply the strongest data protection 
standards worldwide, rather than satisfying divergent data privacy rules. 
Conforming to the GDPR may be easier than it first appears for American 
corporations because the U.S. shares core privacy norms with the EU and 
much of its data privacy policy preceded the GDPR’s expansion of 
European data subjects’ rights.   

 
Part III contends that the Brussels Effect is just one side of a bilateral 

transatlantic exchange of privacy innovations. The most significant 
elements of the GDPR are commonalties long found in both U.S. and the 
EU law. The European Commission’s adaption of U.S.-style remedies, 
including a victim’s right to compensation from law-breaking data 
processors18 and wealth-calibrated corporate fines, demonstrate a 
significant “D.C. Effect” on EU data privacy law.  Examples of this D.C. 

15 Francesca Bignami, European Versus American Liberty: A Comparative Privacy 
Analysis Antiterrorism Data Mining, 48 B.C.L. REV. 609, 609 (2007). 
    16 “The FTC's Behavioural Advertising Principles suggest that website operators 
disclose their data collection practices tied to online behavioural advertising and disclose 
that consumers can opt out of these practices, providing an opt-out mechanism. The GLB 
Act requires a financial institution to provide notice of its privacy practices, but does not 
have the same government regulator notification or registration requirements under 
Directive 95/46/EC on data protection (Data Protection Directive).The HIPAA requires a 
covered entity to provide notice to data subjects of its privacy practices and of data subjects' 
rights under HIPAA, but does not have the same government regulator notification or 
registration requirements as under the Data Protection Directive.’ Leuan Jolly, Data 
Protection in the United States: Overview (July 1, 2017), 
https://1.next.westlaw.com/Document/I02064fbd1cb611e38578f7ccc38dcbee/View/Full
Text.html?contextData=(sc.Default)&transitionType=Default&isplcus=true&firstPage=tr
ue.  

17 Anu Bradford, The Brussels Effect, 107 NW. U. L. REV. 1, 1 (2012). 
18 “Any person who has suffered material or non-material damage as a result of an 

infringement of this Regulation shall have the right to receive compensation from the 
controller or processor for the damage suffered.” GDPR, Id. at art. 82(1). 
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Effect include privacy by design, breach notification rules, deterrence-
based fines, data subject damages suits, and the equivalent of class actions.  

 
Part IV concludes that the GDPR’s core principles are rapidly evolving 

into a de facto globalized data protection standard. Through the adoption of 
a single GDPR compliant standard, companies can save the costs of 
pursuing multiple privacy policies. Microsoft, for example, is extending 
GDPR protection to all data subjects globally.19 Our empirical study 
demonstrates that nations around the world are updating their data privacy 
laws in order to become harmonized with the EU’s comprehensive data 
protection regime. The U.S. is a possible holdout because of the Trump 
Administration’s recent attempt to blunt the impact of this increasingly 
adopted EU privacy law.20 However, powerful forces are working toward 
producing an armistice in the transatlantic data privacy wars.  For example, 
the state of California enacted a data privacy law that parallels the GDPR 
in July 2018.21and Senator Mark Warner (D. Va.) is proposing a related 
federal statute.22. 
 

I.  EU AND US DATA PROTECTION COMPARED 
 

 A.  The Fundamentals of EU Privacy Law 
 

1. EU Privacy is a Fundamental Right 
Europeans have long valued “data protection--specifically, protection 

of the citizen against abuse of his or her data —and protection of privacy.”23 

19 Liam Tung, Microsoft: We're Giving You all Euro-Style GDPR Rights Over How We 
Use Your Data, ZDNET.COM (May 24, 2018), https://www.zdnet.com/article/microsoft-
were-giving-you-all-euro-style-gdpr-rights-over-how-we-use-your-data/ 
    20 “Sweeping statements made in an Executive Order issued five days into the Trump 
administration have cast doubt on the legal status of the EU-US Privacy Shield and have 
caused at least one highly-placed EU politician to challenge its continued legal viability.” 
Belton Zeigler, Esq., Womble Carlyle Sandridge & Rice; Andrew Kimble and Malcolm 
Dowden, Bond Dickinson LLP., Data Protection Law – A Broken Shield,   
34 No. 20 WESTLAW JOURNAL COMPUTER AND INTERNET 2 (Mar. 10, 2017). 
   21 Kristen J. Matthews & Courtney M. Bowman, The California Consumer Privacy Act 
of 2018, Proskauer Law Blog (July 13, 2018), 
https://privacylaw.proskauer.com/2018/07/articles/data-privacy-laws/the-california-
consumer-privacy-act-of-2018/.  

22 Warner White Paper Floats Far-Ranging Privacy Proposals, JDSupra (September 
7, 2018). https://www.jdsupra.com/legalnews/warner-white-paper-floats-far-ranging-
39615 

23 See generally, ALVAR FREUDE AND TRIXY FREUDE, BERTLESMANN FOUNDATION, 
ECHOES OF HISTORY: UNDERSTANDING GERMAN DATA PROTECTION (Oct. 1, 2016), 
http://www.bfna.org/research/echos-of-history-understanding-german-data-protection/. 
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Data protection and privacy law in the European Union is a reaction in large 
part to Adolph Hitler’s Nazi Party’s creation of a total surveillance state 
from 1933-1945. During World War II, Nazi officials seized “the central 
registry of France’s Sûreté nationale (National Security), which 
concentrated approximately 650,000 individual records and 2 million 
nominative files.”24 Such databases permitted unprecedented oppression in 
Nazi dominated countries and in large parts of Eastern Europe during the 
post-War period. “Europe’s experience from World War II has led to laws 
banning Holocaust denial and hate speech. More recent experiences with 
East Germany’s police state have turned privacy into a fundamental right 
that can at times trump free expression.”25  

Many European governments continued intercepting data during the 
Cold War.26 For example, shortly after the end of World War II, the East 
German government established the Stasi, a brutal secret police force,27 
which built a network of an astounding “174,000 informants for a 
population of barely sixteen million in 1989.”28 East Germany’s Stasi 
disbanded in 1989, when the Berlin Wall fell, but concerns about threats to 
personal freedoms remain widespread.29  

 
2. Charter of Fundamental Rights of the EU 

24 Dossier: Inventing, Reinventing, Questioning Democracy: The Origins of Mass 
Surveillance Interview with Sophie Cœuré, Interviewed by Ivan Jablonka (Mar. 17, 2016), 
http://www.booksandideas.net/The-Origins-of-Mass-Surveillance.html. 

25 Nick Kostov and Sam Schechner, EU Court to Rule on ‘Right to Be Forgotten’ Outside 
Europe 
Case Could Determine Whether France Can Force Google to Apply the Right to be 

Forgotten Across the Globe, Wall St. J. 1 (July 19, 2017), 
https://www.wsj.com/articles/eu-court-to-rule-on-right-to-be-forgotten-outside-europe-
1500470225. 

26 European Parliament, Directorate-General for Internal Policies, Policy Department 
Citizen’s Rights and Constitutional Affairs, A Comparison Between U.S. and EU Data 
Protection and Law Enforcement, Study for the LIBE Committee (2015), Executive 
Summary, 2.1 at 1. 

27 Gary Bruce, The Prelude to Nationwide Surveillance in East Germany: Stasi 
Operations and Threat Perceptions, 1945-1953, 5 JOURNAL OF COLD WAR STUDIES 3, 3 
(2003) https://sites.fas.harvard.edu/~hpcws/bruce.htm. 

28 JOHN CHRISTIAN SCHMIEDE, STASI SHIELD AND SWORD OF THE PARTY (London, 
England: Routledge, 2007) at 26. 

29 CNN.com, CIA Files Stir Up Specter of East German Secret Police (Nov. 7, 1999), 
(“Yet intimidation was the Stasi's main weapon. Tens of thousands of agents closely 
monitored people with television and hidden movie cameras, listening devices and reports 
from hundreds of thousands of informants.”), 
http://www.cnn.com/WORLD/europe/9911/07/berlin.wall.stasi/. 
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Both privacy and data protection are enshrined in The Charter of 
Fundamental Rights of the European Union because the sanctity of these 
rights is essential to Europeans.30 Article 7 of the Charter recognizes 
general privacy protection for the individual through the granting of all EU 
persons “the right to respect for his or her private and family life, home and 
communications.”31 Article 8 expressly recognizes the right to protection 
of personal data, stating, “Data must be processed fairly for specified 
purposes and on the basis of the consent of the person concerned or some 
other legitimate basis laid down by law.”32 Europeans possess 
comprehensive privacy rights across all sectors.    

3. Data Protection Directive of 1995 
From 1995 to May 25, 2018, the Data Protection Directive was in effect 

in Europe.33 Directive 95/46/EC3, adopted in 1995, had two objectives: (1) 
to protect the fundamental right to data protection; and (2) to guarantee the 
free flow of personal data between Member States. 34 With the European 
Commission’s approval of the Data Protection Directive, the European 
Community achieved greater harmonization of data protection. The Data 
Protection Directive requires each of the twenty-eight Member States to 
enact national legislation that protects “the fundamental rights and 
freedoms of natural persons, and in particular their right to privacy with 
respect to the processing of personal data.”35 

 The Data Protection Directive requires that all companies’ personal 
information be protected by adequate security. Data subjects have the right 
to obtain copies of information collected as well as the right to correct or 
delete personal data. Software makers need to be mindful that consent be 
obtained from the data subject prior to entering in to the license agreement 

30 Charter of Fundamental Rights of the European Union, 2010 O.J. (C 83) 389, 
available at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2010:083:
0389:0403:en:PDF. 

31  Id. at art. 7. 
32  Id. at art. 8. 

   33 The protection of individuals with regard to the processing of personal data is solely 
governed by Directive 95/46/EC of the European Parliament and of the Council of 24 
October 1995 on the protection of individuals with regard to the processing of personal 
data and on the free movement of such data; See also, Directive 97/66/EC of the European 
Parliament and of the Council of 15 December 1997 concerning the processing of personal 
data and the protection of privacy in the telecommunications sector. 
     34 Council Directive 95/46/EC of the European Parliament and of the Council of 24 
October 1995 on the protection of individuals with regard to the processing of personal 
data and on the free movement of such data. 
    35  Id. 
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or other contract.36 Article 23 creates liability for companies that misuse or 
unlawfully process of personal data.37 A company may not transfer data to 
other countries without an “adequate level of protection.”38  

Companies targeting EU consumers must comply with EU privacy law. 
Google, for example, negotiated an agreement with the European 
Commission in 2008, agreeing to reduce the period in which it retains 
personally identifiable data to eighteen months.39  Under the EU Data 
Protection Directive, a company is required to get explicit consent from data 
subjects as to the collection of data on race, ethnicity, political opinions, 
union membership, physical health, mental health, sexual preferences, and 
criminal records. Further, the company must implement adequate security to 
protect personal information.40 

A “cultural lag,” occurs “where one element has not yet accommodated 
to developments in another.”41 Similar to a cultural lag, a “legal lag” occurs 
when laws fall behind disruptive societal developments such as rapid 
technological advances.42 Recent technological advances in cyberspace 
have created a legal lag in EU data privacy protections.43 The European 

     36 Id. at art. 7. 
     37 Member States shall provide that any person who has suffered damage as a result of 
an unlawful processing operation or of any act incompatible with the national provisions 
adopted pursuant to this Directive is entitled to receive compensation from the controller 
for the damage suffered. Id. at art. 23. 
     38 Id. at art. 25. 
     39 Drake Bennett, Does Google Know Too Much? BOSTON GLOBE (June 30, 2008). 

40 Directive 95/46/EC of the European Parliament and of the Council of 24 October 
1995 on the Protection of Individuals With Regard to the Processing of Personal Data and 
on the Free Movement of such Data, OJ L 281, 23.11.1995. 

41 William Ogburn argues, “The various parts of modern culture are not changing at the 
same rate, some parts are changing much more rapidly than others; and that since there is 
a correlation and interdependence of parts, a rapid change in one part of our culture requires 
readjustments through other changes in the various correlated parts of culture.” SOCIAL 
SCIENCE QUOTATIONS: WHO SAID WHAT, WHEN & WHERE 175 (David L. Sills & Robert 
K. Merton eds., 2000) [hereinafter Social Science Quotations] (reporting survey of 
American life commissioned by President Herbert Hoover and published during Franklin 
Roosevelt’s presidency). 

42 Michael L. Rustad & Thomas H. Koenig, Legal Lag: An Empirical Analysis, 13 S. 
CAL. INTERDISC. L.J. 77 (2003-2004)..  

43 “New technologies and new paradigms of commerce often outrun the law in the short 
term, but the law catches up. Catching up involves a common law reconsideration of classic 
legal constructs and legislative adjustments. The net result is a new branch of law with a 
more or less settled framework allowing for further growth of the new technology and new 
commercial paradigm. In retrospect, it appears that development of the new framework 
was inevitable. Often the sense of inevitability can be reinforced by studying precursors of 
current conflicts. Three diverse books reviewed here, taken together, show these trends for 
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data protection statutes are designed to keep up “with the fast pace at which 
IT-based services are developing and evolving.”44 The European 
Commission drafted the Data Protection Directive of 1995 when the World 
Wide Web was in its infancy. Social networks, such as Facebook and 
Instagram, had not yet been invented.   

 
4. The General Data Protection Regulation (GDPR) 

 
When scholars write the history of globalized data protection, they will 

commemorate May 25, 2018, the day the General Data Protection 
Regulation (GDPR) went into effect.45 This legislation is the latest stage in 
a fifty-year EU effort to protect the personal data of EU consumers. The 
GDPR is a complex document, consisting of eleven chapters, ninety-nine 
articles and 173 recitals.46 “This Regulation is described as ‘the most 
contested law in the E.U.’s history, the product of years of intense 
negotiation and thousands of proposed amendments.’”47 The GDPR defines 
personal data to mean: 

 
 any information relating to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location data, an 

Internet-related businesses and social institutions.” Jerry Cohen, Book Review of 
MICHAEL L. RUSTAD & CYRUS DAFTARY, E-BUSINESS LEGAL HANDBOOK 2003 EDITION 
(New York: Aspen Publishers), 87 Mass. L. Rev. 138 (2003). 

44 European Commission, Proposal for an ePrivacy Regulation, 
https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation. 
    45 A European regulation is a legal instrument binding in all of its part and, more 
important it is self-executing, which means that it is immediately enforceable as law in all 
Member States. By contrast an European directive is not self-executing and it is binding 
on the Member States as to the result to be achieved but leaves to individual countries the 
choice of the form and method they adopt to realize the Community objectives within the 
framework of their internal legal order.  

46 The eleven chapters of the GDPR are (1) General Provisions, (2) Principles, (3) Rights 
of the Data Subject, (4) Controller and Processor, (5) Transfer of Personal Data to Third 
Countries or International Organizations, (6) Independent Supervisory Authorities, (7) 
Cooperation and Consistency, (8) Remedies, Liability and Penalties, (9) Provisions 
Relating to Specific Processing Situations, (10) Delegated Acts and Implementing Acts, 
and (11) Final Provisions. EUDPR.org, Summary of Articles Contained in the GDPR, 
https://www.eugdpr.org/article-summaries.html. 

47 Julia Powle, The G.D.P.R., Europe’s New Privacy Law, and the Future of the Global 
Data Economy, NEW YORKER (May 25, 2018), 
https://www.newyorker.com/tech/elements/the-gdpr-europes-new-privacy-law-and-the-
future-of-the-global-data-economy. 
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online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of 
that natural person.48 

 
The GDPR recognizes all “natural persons” have a “fundamental right” 

to “the protection of personal data.”49 The key provisions of the GDPR are: 
(1) an expanded jurisdictional reach applied to non-European companies 
processing the data of European consumers; (2) the duty to notify 
consumers of a data breach within seventy-two hours; (3) a requirement that 
companies obtain “specific, informed and explicit” consent before 
collecting personal data (opt-in provision); and (4) a company’s duty to 
erase personal data upon demand (right to be forgotten).50 The principal 
differences between the GDPR and its predecessor, the EU’s Data 
Protection Directive of 1995, are: 

 
The definitions of personal data are much broader. 
 
The scope of affected companies and organizations is also very 
broad and introduces the principle of extraterritoriality beyond the 
borders of the EU. 
 
The GDPR expands and builds the individual rights. One of them is 
the right to be forgotten which came into effect a few years ago. 
Now individuals have several more rights like this one. Here they 
are: 
 
Right to be forgotten – individuals can request to any company to 
delete all data it has for that individual 
 
Right to object – individuals can prohibit certain uses of their data 
 
Right to rectification – individuals can request incomplete data sets 
or incorrect data sets to be completed or corrected 
 
Right of portability – individuals can request their personal data 

   48 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC (General Data 
Protection Regulation) (Text with EEA relevance) at Art. 4(1).  

49 GDPR, Id. art. 1(2). 
50 Jeffrey M. Goetz, A New World of EU Data Protection, MARTINDALE.COM (Feb. 2, 

2012). 
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which has been stored by one company to be transferred to another 
 
Right of access – individuals have the right to know what data is 
collected, how it’s processed and how. 
 
Right to be notified – If a data beach occurs and it affects an 
individual’s personal data in anyway, this individual has a right to 
be informed within 72 hours of the organization first becoming 
aware from the breach. Authorities also have to be notified within 
that same time period.51 
 

The GDPR applies to all U.S. and other foreign business entities that 
either: (1) offer any goods or services in any of the thirty-one EEA 
nations52; or (2) monitor the activities of data subjects within the EU.53 
Stringent new measures to protect European privacy on a global basis are 
justified on the grounds that technological advances have “resulted in the 
processing of EU residents’ personal data outside the EU on a scale never 
seen before.”54  

 
The GDPR’s aggressive extraterritorial scope contrasts with the EU’s 

Data Protection Directive of 1995, which asserts jurisdiction over non-EU 
entities only if these entities had an enterprise in Europe. Viviane Reding, 
The EU’s Vice President and Justice Commissioner, maintained: 

 
that it made no sense for the EU to assert fundamental rights for 

51 The Quick and Easy Guide for GDPR – Part 3 – GDPR in a Nutshell, coursedot (May 
25, 2018), https://blog.coursedot.com/index.php/2018/03/19/the-quick-and-easy-guide-
for-gdpr-part-3-gdpr-in-a-nutshell/. 

52 “Switzerland is neither an EU nor EEA member but is part of the single market - this 
means Swiss nationals have the same rights to live and work in the UK as other EEA 
nationals.” Counties in the EU and EEA, https://www.gov.uk/eu-eea. 

53 U.S. companies or any organization not established in Europe is subject to the GDPR 
“if it processes personal data of data subjects who are in the Union where the processing 
activities are related "to the offering of goods or services" (Article 3(2)(a)) (no payment is 
required) to such data subjects in the EU or "the monitoring of their behaviour" (Article 
3(2)(b)) as far as their behaviour takes place within the EU GDPR.” Sabine Fehringer, 
Austria Data Protection Law in DLA Piper, DLA Piper, Data Protections of the World at 
41 https://www.dlapiperdataprotection.com/index.html?c=GH&c2=AR&t=law. 

54 Paul de Hert & Michal Czerniawski, Expanding the European Data Protection Scope 
Beyond Territory: Article 3 of the General Data Protection Regulation In Its Wider 
Context 6 INT’L DATA PRIVACY L. 230, 230 (2016) (citing Lokke Moerel, The Long Arm 
of EU Data Protection Law: Does the Data Protection Directive Apply to Processing of 
Personal Data of EU Citizens by Websites Worldwide?, 1 INT’L DATA PRIVACY L. 28 
(2011).) 
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EU nationals, or a particular geographic region, but not for anyone 
else. Given the open nature of the Internet, there had to be one data 
protection act to rule them all. It was a warning to US companies 
that they would not evade the reach of European law simply by 
being located in the U.S.55 

 
Section 1 of Chapter 4 of the GDPR establishes specific guidelines for 

data controllers and processors.56 Section 2 imposes extensive rules for the 
security of personal data,57 while Section 3 sets rules for data protection 
impact assessment and prior consultation.58 Section 4 of the GDPR requires 
controllers and processors fulfilling certain requirements to designate data 
protection officers.59 Tasks of the data protection officers, who are charged 
with regular and systematic monitoring of personally identifiable data, are 
specified in Article 39.60 Section 5 regulates codes of conduct and 
certification. Certification mechanisms as well as data protection marks and 
seals to assist the consumer in assessing the level of a website’s security are 
covered in Article 42.61  

 

55 Trevor Butterworth, Europe’s Tough New Digital Privacy Law Should Be a Model for 
U.S. Policymakers, VOX, May 23, 2016) quoting EU vice president and justice 
commissioner Viviane Reding),https://www.vox.com/the-big-
idea/2018/3/26/17164022/gdpr-europe-privacy-rules-facebook-data-protection-eu-
cambridge.  

56 Section 1 (Articles 24-28) spells out the duties of controllers. See Article 24 
(Responsibility of the controller); Article 25 (Data protection by design and by default); 
Article 26 (Joint controllers); Article 27 (Representatives of controllers or processors not 
established in the Union); Article 28 (Processor); Article 29 (Processing under the 
authority of the controller or processor); Article 30 (Records of processing activities) and 
Article 31 (Cooperation with the supervisory authority). 

57 See Article 32 (Security of processing); Article 33 (Notification of a personal data 
breach to the supervisory authority); and Article 34 (Communication of a personal data 
breach to the data subject). 

58 Section 3 of Chapter 4 of the GDPR titled, “Data protection impact assessment and 
prior consultation” consists of Article 35 (Data Protection Impact Assessment) and Article 
36 (Prior Consultation). 

59 See Article 37 (Designation of the Data Protection Officer) (“The controller and the 
processor shall designate a data protection officer in any case where: (a) the processing is 
carried out by a public authority or body, except for courts acting in their judicial capacity; 
(b) the core activities of the controller or the processor consist of processing operations 
which, by virtue of their nature, their scope and/or their purposes, require regular and 
systematic monitoring of data subjects on a large scale; or (c) the core activities of the 
controller or the processor consist of processing on a large scale of special categories of 
data pursuant to Article 9 and personal data relating to criminal convictions and offences 
referred to in Article 10.”). 

60 GDPR Id. at art. 39. 
61 GDPR, Id. at art. 42. 
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All Member States must appoint independent public authorities to 
ensure compliance with the GDPR.62 Article 56(1) of the GDPR provides 
that where a personal data controller or processor is established in more 
than one member state, "the supervisory authority of the main establishment 
or of the single establishment of the controller or processor shall be 
competent to act as lead supervisory authority for the cross-border 
processing carried out by that controller or processor in accordance with the 
procedure provided in Article 60."63 Thus, all U.S. companies processing 
EU consumer data must identify their lead supervisory authority in order to 
comply with the GDPR.64 

 
The GDPR provides for greater centralization of data protection 

enforcement and a "consistency mechanism," involving a new legal 
institution, the European Data Protection Board, which will closely study 
enforcement in Member States, to ensure the rules are uniform across the 
EEA countries.65 “Article 13(2)(f), 14(2)(g) and 15(1)(h) of the GDPR 
require data controllers to provide data subjects with information about the 
existence of automated decision-making, including profiling.”66 
Commentators read a right to explanation for automated processing into 
these provisions.67 Doubts have been raised about the “legal existence and 
the feasibility” of a right to explanation of automated decision-making in 
the GDPR.68  

62 See Article 51(1) (“to be responsible for monitoring the application of this Regulation, 
in order to protect the fundamental rights and freedoms of natural persons in relation to 
processing and to facilitate the free flow of personal data within the Union (‘supervisory 
authority’).” 

63 GDPR, Id. at art. 56(1). 
    64 See KENNETH A. BAMBERGER & DEIRDRE K. MULLIGAN, PRIVACY ON THE GROUND: 
DRIVING CORPORATE BEHAVIOR IN THE UNITED STATES AND EUROPE 173-74 (2015)  
(concluding that U.S. companies have enacted stronger privacy protections in some 
respects than European companies). 

65Proposal for a Regulation of the European Parliament and the Council 
concerning the respect for private life and the protection of personal data in electronic 
communications and repealing Directive 2002/58/EC (Regulation on Privacy and 
Electronic Communications)file:///C:/Users/mrustad/Downloads/1-
ProposalforaRegulationoftheEuropeanParliamentandoftheCouncil.pdfePrivacy 
Regulation, Id. at art. 19. 

66 Andrew D. Selbst & Julia Powles, Meaningful Information and the Right to 
Explanation, 7 INT’L DATA PRIVACY L. 233, 233 (2017) (interpreting Articles 13-15 only 
mandates limited information about automatic processing not an explanation of its logic or 
mechanics). 

67 Id. at 235. 
68 Sandra W. Wachter, Brent Mittelstadt, and Luciano Floridi, Why a Right to 

Explanation of Automated Decision-Making Does Not Exist in the General Data 
Protection Regulation, 7 INT’L DATA PRIVACY L. 76, 76 (2017). 
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On May 25, 2018, several U.S. media outlets69 and other websites70 
went dark in Europe because these companies were not yet compliant with 
the GDPR data protection rules. When we attempted to access the Chicago 
Tribune from Europe on May 25, 2018, the following notice appeared: 

Unfortunately, our website is currently unavailable in most 
European countries. We are engaged on the issue and committed to 
looking at options that support our full range of digital offerings to 
the EU market. We continue to identify technical compliance 
solutions that will provide all readers with our award-winning 
journalism.71  
 
B. An Overview of U.S. Privacy Law 
 

1. Sector Specific Statutes 
 
Data protection laws in the United States target only selected 

industries,72 leaving Americans with significant gaps in data protection 
coverage. Examples of specific economic sectors in which federal laws 

69 “Folks trying to read the NY Daily News, say, or the Chicago Tribune – the third-
biggest US daily newspaper – online from a location within the EU have been blocked 
from visiting the websites due to new data protection laws. Visitors in the bloc trying to 
load articles from the Tribune, or stablemates the Los Angeles Times – the fifth-biggest 
daily – and the Orlando Sentinel are shown the same error message from publisher Tronc.” 
U.S. Websites Block Netizens in Europe: Why Are They Ghosting EU? It's Not You, It's 
GDPR, THE REGISTER (May 
25,2018),https://www.theregister.co.uk/2018/05/25/tronc_chicago_tribune_la_times_gdp
r_lock_out_eu_users/. 

70 “Blanket blocking EU internet connections - which will include any U.S. citizens 
visiting Europe - isn't limited to newspapers. Popular read-it-later service Instapaper says 
on its website that it's "temporarily unavailable for residents in Europe as we continue to 
make changes in light of the General Data Protection Regulation." A&E Television 
Networks has narrowed its EU blockade to limit the damage to its audience. Websites for 
its History and Lifetime channels greet the European visitors with a message that its 
"content is not available in your area." Tom Maguire, U.S. Companies Block 500 Million 
Europeans Rather Than Deal with GDPR, BUSINESS WORLD (June 1, 
2018),https://www.independent.ie/business/world/us-companies-block-500-million-
europeans-rather-than-deal-with-gdpr-36950038.html. 

71 Chicago Tribune, http://www.tronc.com/gdpr/chicagotribune.com/ (accessed on June 
1, 2018). 

72 Many U.S. statutes target specific sectors. American Law Institute, Principles of the 
Law: Data Privacy, Preliminary Draft No. 2, §7 Use Restrictions, Reporter Note, #2 
(March 8, 2018) (citing Fair Credit Reporting Act, 15 U.S.C. §1681b, Driver’s Privacy 
Protection Act, 18 U.S.C. §2722(a), Cable Communications Policy Act, 47 U.S.C. §551(e), 
Gramm-Leach-Bliley Act, 15 U.S.C. §6802(c), and the Video Privacy Protection Act, 18 
U.S.C. §2710(e)). 
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address data privacy include the securities industry (FINRA), health care 
(HIPAA), consumer financial services (GLBA), and children’s online 
privacy protection (COPPA).    One of the advantages of the U.S. approach 
is that its statutes are more granular and focused to the radius of the risk in 
a specific sector as opposed to Europe’s one-size fits all approach to data 
privacy.73 Data privacy and security must be tailored to the unique risks in 
an industry.74 

 
2. FTC’s Role as Nationwide Privacy Constable 
 
The FTC is the chief enforcer of federal privacy statutes, including the 

COPPA and the Controlling the Assault of Non-Solicited Pornography and 
Marketing Act of 2003 (CAN-SPAM). “In the United States legal landscape, 
sensitive information is accorded special recognition through a series of key 
privacy statutes.”75 The Federal Trade Commission Act (FTCA) prohibits 
unfair or deceptive practices and has been applied to both offline and online 
privacy and data security policies.76 Health and Human Services’ (HHS) 
Office of Civil Rights (OCR) is responsible for enforcing HIPAA’s Privacy 
Rule and the Security Rule.77 Enforcement and rulemaking responsibility 

73 Lothar Determann, Social Media Privacy: A Dozen Myths and Facts, STAN. TECH. L. 
REV. ¶ 9 (2012). 
    74 “Governance of data privacy and security cannot be one-size-fits-all.  A major 
financial institution will require different privacy processes than an accountant with a solo 
practice.  Small entities with personal data associated with high risk of harm need to take 
more measures than entities with personal data that poses a lesser risk of harm.” American 
Law Institute, Principles of the Law: Data Privacy, Preliminary Draft No. 2 (Mar. 8, 2018) 
at §13 at 30, cmt. b.  

75 Helen Nissenbaum, Privacy as Contextual Integrity, 79 WASH. L. REV. 119, 129 
(2004). 

76 “The Federal Trade Commission (FTC or Commission) is an independent U.S. law 
enforcement agency charged with protecting consumers and enhancing competition across 
broad sectors of the economy. The FTC’s primary legal authority comes from Section 5 of 
the Federal Trade Commission Act, which prohibits unfair or deceptive practices in the 
marketplace. The FTC also has authority to enforce a variety of sector specific laws, 
including the Truth in Lending Act, the CAN-SPAM Act, the Children’s Online Privacy 
Protection Act, the Equal Credit Opportunity Act, the Fair Credit Reporting Act, the Fair 
Debt Collection Practices Act, and the Telemarketing and Consumer Fraud and Abuse 
Prevention Act.” Federal Trade Commission, Privacy & Data Security Update (2016), 
https://www.ftc.gov/reports/privacy-data-security-update-2016. 

        77 “HHS’ Office for Civil Rights is responsible for enforcing the Privacy and Security 
Rules. Enforcement of the Privacy Rule began April 14, 2003 for most HIPAA covered 
entities. Since 2003, OCR's enforcement activities have significantly improved the privacy 
practices of covered entities.  The corrective actions obtained by OCR from covered 
entities have resulted in systemic change that has improved the privacy protection of health 
information for all individuals they serve.  HIPAA covered entities were required to 
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for the Gramm-Leach-Bliley Act (GLBA) privacy provisions was 
previously shared by eight federal agencies: FDIC, FRB, FTC, NCUA, 
OCC, OTS, SEC, and CFTC, however, at present, enforcement is delegated 
to the Consumer Financial Protection Agency.78  

 
3. FTC Enforcement Actions 

 
The Federal Trade Commission enforces privacy laws using its Section 

5 of the FTC Act powers to punish unfair and deceptive trade practices.79  
“The FTC has stated that it is a violation of the FTC Act for a company to 
retroactively change its privacy policy without providing data subjects an 
opportunity to opt out of the new privacy practices.80  The FTC’s principal 
enforcement philosophy has been to sanction companies that break 
promises they made in their privacy notices.81  

 
For example, the FTC filed a lawsuit against Wyndham Hotels “to 

provide reasonable and appropriate security for the personal information 
collected and maintained” exposing “consumers’ personal data to 
unauthorized access and theft.”82 The FTC charged the hotel giant with 
failing to secure personally identifiable information of its customers.83 The 

comply with the Security Rule beginning on April 20, 2005. OCR became responsible for 
enforcing the Security Rule on July 27, 2009. As a law enforcement agency, OCR does not 
generally release information to the public on current or potential investigations.”  Health 
& Human Services, HHS.gov, HIPAA Enforcement, https://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/index.html. Heather Zachary, Partner & Nicole 
Ewart, Senior Associate, Wilmer Hale (Mar. 23, 2017), 
https://www.wilmerhale.com/uploadedFiles/Shared_Content/Events/Documents/2017-
03-23-WilmerHale-webinar-financial-privacy-primer.pdf. 

78 Wilmer Hale LLC, Cybersecurity, Privacy and Communications Webinar: Financial 
Privacy Primer, https://www.wilmerhale.com/wh-events/2017-03-23-wilmerhale-
cybersecurity,-privacy-and-communications-webinar--financial-privacy-primer/. 
   79 Section 5(a) of the Federal Trade Commission Act (FTC Act) (15 U.S.C. §45) prohibits 
“unfair or deceptive acts or practices in or affecting commerce.” 
   80 Leuan Jolly, Data Protection in the United States: Overview (July 1, 2017), 
https://1.next.westlaw.com/Document/I02064fbd1cb611e38578f7ccc38dcbee/View/Full
Text.html?contextData=(sc.Default)&transitionType=Default&isplcus=true&firstPage=tr
ue. 

81 Federal Trade Commission, Enforcing Privacy Promises, https://www.ftc.gov/news-
events/media-resources/protecting-consumer-privacy/enforcing-privacy-promises. 

82 Amended Complaint, FTC v. Wyndham Worldwide Corp,. No. CV 12–1365–
PHXPGR (D. Ariz. Aug. 9, 2012). 

83 The FTC contended in its complaint against Wyndham: “Since at least 2008, 
Defendants have disseminated, or caused to be disseminated, privacy policies or statements 
on their website to their customers and potential customers. These policies or statements 
include, but are not limited to, the following statement regarding the privacy and 
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FTC has entered into many additional settlements requiring U.S. companies 
to change their practices.84 “On June 13, 2014, for example, Sony settled 
for US$15 million a class action suit over a massive data breach for 
PlayStation users.85 During the period 2015-2017, the FTC employed its 
Section 5 powers in a large number of actions including a $100 million 
penalty against LifeLock, after the Identity Protection Company violated a 
2010 order and failed to secure customer’s personal data.86 Aggrieved data 
subjects act as private attorneys general by filing tort lawsuits to supplement 
the enforcement of these statutes.87  

 
      4. Privacy-Based Torts & Private Enforcement 
 

confidentiality of personal information, disseminated on the Hotels and Resorts’ website. 
The hotel website stated: “Currently, our Websites utilize a variety of different security 
measures designed to protect personally identifiable information from unauthorized access 
by users both inside and outside of our company, including the use of 128-bit encryption 
based on a Class 3 Digital Certificate issued by VeriSign Inc. This allows for utilization of 
Secure Sockets Layer, which is a method for encrypting data. This protects confidential 
information—such as credit card numbers, online forms, and financial data—from loss, 
misuse, interception and hacking. We take commercially reasonable efforts to create and 
maintain “fire walls” and other appropriate safeguards to ensure that to the extent we 
control the Information, the Information is used only as authorized by us and consistent 
with this Policy, and that the Information is not improperly altered or destroyed.” Id. at 9–
10. In reality, the Wyndham security was inadequate because it was improperly configured 
and implemented.” Amended Complaint, FTC v. Wyndham Worldwide Corp., No. CV 12–
1365–PHXPGR (D. Ariz. Aug. 9, 2012) at 10. 

84 See e.g., Electronic Toy Maker VTech Settles FTC Allegations That it Violated 
Children’s Privacy Law and the FTC Act (January 8, 2018); Lenovo Settles FTC Charges 
it Harmed Consumers With Preinstalled Software on its Laptops that Compromised Online 
Security (September 5, 2017); Operator of Online Tax Preparation Service Agrees to Settle 
FTC Charges That it Violated Financial Privacy and Security Rules (August 29, 2017); 
Federal Trade Commission, Enforcing Privacy Promises, https://www.ftc.gov/news-
events/media-resources/protecting-consumer-privacy/enforcing-privacy-promises. 
    85 Paul M. Schwartz, Privacy and Security Law:  What Korean Companies Need to 
Know,http://www.paulhastings.com/area/privacy-and-cybersecurity/privacy-and-
security-law-what-korean-companies-need-to-know. 
    86 Id. 

87 Congress has recognized private causes of action to supplement public recourse in 
many federal statutes “as illustrated by civil and criminal RICO, the federal securities laws, 
the antitrust law, and much of environmental law. This theme of private litigants 
uncovering misconduct involving and benefiting the larger society is also found in civil 
forfeiture litigation, civil rights case, and whistleblower actions.” Michael L. Rustad, Does 
the World Still Need United States Tort Law? Or Did It Ever?: Torts as Public Wrongs, 
38 PEPP. L. REV. 433, 447 (2011). 
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Louis Brandeis and his law partner, Samuel Warren, first proposed a 
new tort action for the invasion of privacy in a law review article in 1890.88 
The U.S. Supreme Court drew upon Warren and Brandeis in articulating 
the right to privacy as “the right to be let alone.”89 Courts and state 
legislatures began to recognize the right of privacy shortly after this 
publication.90 “It has been said that a ‘right of privacy’ has been recognized 
at common law in thirty states plus the District of Columbia and by statute 
in four States.”91 

Causes of action for invasion of privacy are comprised of four 
analytically distinct torts: (1) intrusion upon seclusion, (2) appropriation of 
name or likeness, (3) publicity given to private life, and (4) publicity placing 
person in false light.92 Not all jurisdictions recognize all four forms of this 
privacy-based tort.93 Some U.S. jurisdictions have enacted privacy statutes 
recognizing the common law torts. Courts have been unwilling to find the 
publishing of disciplinary action on a website to be an invasion of privacy 
where the information is part of a public record. Selling, transferring, 
transmitting, and manipulating personal data is the life-blood of e-
commerce and such activities are mostly beyond the reach of tort actions. 
Courts have largely been disinclined to stretch the tort of privacy to online 
surveillance and other Internet-related intrusions. 

 

88 Samuel Warren & Louis Brandeis, The Right to Privacy, 4 HARV. L. REV. 193 
(1890). 

89 Katz v. United States, 389 U.S. 347, 511 n.6 (1967). 
90 The U.S. Supreme Court in Time Inc. v. Hill, 385 U.S. 74 (1967) noted how New 

York’s statute was enacted a year after Roberson v. Rochester Folding Box Co., 171 N.Y. 
538, 64 N.E. 442 (1902). The New York Court of Appeals traced the development of the 
right to privacy to a “celebrated article of Warren and Brandeis, entitled The Right to 
Privacy . . . The Court of Appeals, however, denied the existence of such a right at common 
law but observed that ‘the legislative body could very well interfere and arbitrarily provide 
that no one should be permitted for his own selfish purpose to use the picture or the name 
of another for advertising purposes without his consent” . . . Id. at 380–81. The court 
observed that New York’s privacy statute was a direct response to Warren and Brandeis’ 
law review article. 

91 Time Inc. v. Hill, 385 U.S. 374, 384 (1967) (citing Prosser). 
92 Many states recognize four types of interests protected by a person’s right to 

privacy: (1) unreasonable intrusions upon the seclusion of another, (2) appropriation of the 
other’s name or likeness, (3) unreasonable publicity given to the other’s private life, and 
(4) publicity that unreasonably places the other in a false light before the public. 
RESTATEMENT (SECOND) OF TORTS § 652(B) (1977). See also, See also, RESTATEMENT 
(SECOND) OF TORTS, § 652A (1965). 

93 Colorado, for example, does not recognize false light privacy. Shrader v. Beann, 
2012 U.S. App. LEXIS 24587 (10th Cir., Nov. 29, 2012) (applying Colorado law). 
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5. The ALI’s Data Privacy Principles Embody EU Privacy Norms  
 
The American Law Institute (ALI) is a private organization of leading 

law professors and practitioners that proposes law reforms for legislative 
enactment.94 The ALI’s project on the Principles of the Law: Data Privacy 
seeks “to provide a framework for regulating data privacy and for duties 
and responsibilities – best practices – for entities that process personal 
data.”95 The ALI’s data privacy principles are aligned with the GDPR in its 
individual notice, consents, confidentiality, use limitation, access and 
correction rights, data retention and disposal duties, data portability, data 
security, and onward transfer rules.96 

 
The ALI’s Data Privacy Project is neither a statute nor a restatement, 

rather it is a law reform project composed of policy recommendations 
addressed to “legislatures, administrative agencies, or private actors … 
where an area is so new that there is little established law.”97 The ALI Data 
Privacy Principles proposal “is expected to include three Chapters: Purpose, 
Scope, and Definitions; Data Privacy Principles; and Accountability and 
Redress.”98 The ALI’s Council has approved Sections of Chapters 1 and 2, 
including “Purpose and Scope of the Data Privacy Principles; Definitions; 
Transparency Statement; and Individual Notice.”99  
 

The ALI Reporters assembled many sectoral statutes restricting 
“secondary use of data,” which closely parallel the GDPR’s data 
minimization principle.100 The ALI proposes data privacy principles, such 

94 “The American Law Institute is the leading independent organization in the United 
States producing scholarly work to clarify, modernize, and otherwise improve the law.” 
Home page, American Law Institute https://www.ali.org/.  

95 American Law Institute, Principles of the Law: Data Privacy, Preliminary Draft No 2 
(Mar. 8, 2018). 

96 American Law Institute, Principles of the Law: Data Privacy, Preliminary Draft 
(Mar. 8, 2018) at Chapter 2. 

97 Id. at xi (Principles are primarily addressed to legislatures, administrative agencies, or 
private actors. They can, however, be addressed to courts when an area is so new that there 
is little established law. Principles may suggest best practices for these institutions, Id. at 
xi.). 

98 American Law Institute. Principles of the Law: Data Privacy, available at 
https://www.ali.org/projects/show/data-privacy/. 

99 American Law Institute, Principles of the Law: Data Privacy 
https://www.ali.org/projects/show/data-privacy/. 

100 “Among the key provisions are: Privacy Act, 5 U.S.C. §552(a)(e)(3)(B); Fair Credit 
Reporting Act, 15 U.S.C. §1681b; Driver’s Privacy Protection Act, 18 U.S.C.§2722(a); 
Cable Communications Policy Act, 47 US.C. § 551(e); Gramm-Leach-Bliley Act, 15 
U.S.C. §6802(c); and the Video Privacy Protection Act, 18 U.S.C. §2710(e). 
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as individual notice, consent, confidentiality, data minimization, access and 
rectification, data retention and disposal, data portability and data security 
rights be recognized, thereby aligning much of U.S. privacy law with the 
European Union.101 The ALI’s concept of “accountability” in U.S. 
information privacy law was imported from the OECD,102 reflecting the 
growing affinities between U.S. and EU privacy law. This common origin 
of U.S. and privacy law is evidence for our thesis that –EU and US law are 
not so different after all.  

 
II. EVIDENCE OF A BRUSSELS EFFECT ON U.S. DATA PRIVACY LAW 

 
For decades, U.S. industry advocates have argued the GDPR is pushing 

the U.S. and Europe apart by impermissibly placing the Europeans in the 
data protection driver’s seat.103 American conservative public policy think 
tanks contend that the GDPR intensifies the transatlantic conflict in data 
protection standards. For example, a Heritage Foundation senior research 
fellow views the GDPR as a form of EU “imperialism” that is hostile to 
U.S. free market principles: 

 
Together with an EU directive governing the processing of personal 
information by government authorities, the GDPR will mark the 
beginning of another phase in a long-running struggle between the 
U.S. and the EU over the handling of individual data by U.S. 
corporations and the U.S. government. The EU has persistently and 
hypocritically raised the bar in its demands on the U.S.—and only 
on the U.S. The EU sees no problem when European data is 
transferred to China or Russia. The U.S. has approached the EU as 
a friend, but it has been treated worse than China. It is therefore time 
for the U.S. to stop being played for a fool, to recognize the EU’s 
hostility, and—before the GDPR takes effect—to take measures that 
will force the EU to recognize that the U.S. will not stand by as the 
EU aggressively asserts jurisdiction over U.S. companies.104  

101 American Law Institute, Principles of the Law: Data Privacy at Chapter 2 Data 
Privacy Principles, §§4-11; https://www.ali.org/projects/show/data-privacy/. 

102 Id. at xv. 
103 “For now, GDPR, which replaces previous EU mandates on data collection and use, 

differs significantly from U.S. law, pushing the two regions further apart in their 
approaches to regulating the digital economy.” Larry Downes, GDPR and the End of the 
Internet’s Grand Bargain, HARV. BUS REV. (Apr. 9, 2018), https://hbr.org/2018/04/gdpr-
and-the-end-of-the-internets-grand-bargain 

104 Theodore Bromund, The U.S. Must Draw a Line on the EU’s Data-Protection 
Imperialism, HERITAGE.ORG (Jan. 9, 2018), https://www.heritage.org/government-
regulation/report/the-us-must-draw-line-the-eus-data-protection-imperialism (“The EU 
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Critics charge the GDPR “creates serious, unclear legal obligations for 

both private and public sector entities, including the US government. We 
do not have a clear understanding of what is required to comply. That could 
disrupt transatlantic co-operation on financial regulation, medical research, 
emergency management co-ordination, and important commerce.”105 
Another commentator notes that the “United States and the European Union 
not only have different notions of what personal data includes, but also 
operate under two very different definitions of privacy more generally.”106 

 
U.S. privacy law imposes “fewer restrictions on how much personal 

data may be collected, how such data may be used, and how long that data 
may be kept.”107 European data protection108 is criticized for driving up the 
price tag of goods and services through unwarranted regulations.109 Critics 

sees no problem when European data is transferred to China or Russia. The U.S. has 
approached the EU as a friend, but it has been treated worse than China. It is therefore time 
for the U.S. to stop being played for a fool, to recognize the EU’s hostility, and—before 
the GDRP takes effect—to take measures that will force the EU to recognize that the U.S. 
will not stand by as the EU exerts legal authority over U.S. firms.”). 

105 Scott Bicheno, GDPR Seems to Benefit Silicon Valley But Harm U.S. Relations, 
telecoms.com (May 31, 2018), http://telecoms.com/490036/gdpr-seems-to-benefit-silicon-
valley-but-harm-us-relations/ 

106 Emily Linn, Look Into the Data Privacy Crystal Ball: A Survey of Possible 
Outcomes for the EU-U.S. Privacy Shield Agreement, 50 VAND. J. TRANSNAT'L L. 1311, 
1315 (2017). 

107 Francesca Bignami & Giorgio Resta, Transatlantic Privacy Regulation: Conflict and 
Cooperation, 78 L. & CONTEMP. PROBS. 231, 236-38 (2015); See also, Paul Schwartz, The 
EU-U.S. Privacy Collision: A Turn to Institutions and Procedures, 126 HARV. L REV. 1966 
(2013) (As an initial matter, the EU is skeptical regarding the level of protection that U.S. 
law actually provides. Moreover, despite the important role of the United States in early 
global information privacy debates, the rest of the world has followed the EU model and 
enacted EU-style “data protection” laws.”). 

108 Europeans use the term protection as opposed to the U.S. where it is the right to 
privacy. Data Protection "reflects the modern concept of privacy protection that emerged 
in the 1970s as computer systems were increasingly used to process information on 
citizens." However, "a concept of "privacy,' sometimes referred to as that of private life or 
the private domain, continues to play an important role in the European conception of 
information privacy." See DANIEL J. SOLOVE & PAUL M. SCHWARTZ, INFORMATION 
PRIVACY LAW 1097-98 (5th ed. 2015) 

109 It is a long-standing stereotype that the EU Commission has created unnecessary and 
costly privacy regulations. Ministers to Scythe Down Forest of Outdated Laws, EVENING 
STANDARD (LONDON) (Nov. 18, 1994) (“Unnecessary regulations push up industry's 
costs," concluded Forsyth (UK Home Minister…Forsyth attacked the growth of 
regulations being issued by the European Union and said the proposed Data Protection 
Directive would cost business an estimated £2.4 billion to implement.”); See also, Death 
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dismiss the GDPR as another example of “more protectionism from the EU, 
which has challenged American tech platforms on antitrust and privacy 
grounds with expensive consequences.”110 The GDPR is said to create 
fundamentally clashing data protection rules, potentially fragmenting the 
globalized Internet into a “splinternet.”111 

 
In Anu Bradford’s article, “The Brussels Effect,” she argues, “rules and 

regulations originating from Brussels have penetrated many aspects of 
economic life within and outside of Europe through the process of 
‘unilateral regulatory globalization.’”112 According to Bradford, 
“Unilateral regulatory globalization is a development where a law of one 
jurisdiction migrates into another in the absence of the former actively 
imposing it or the latter willingly adopting it.”113  

 
Bradford notes the EU Commission externalizes its privacy norms 

“outside its borders through market mechanisms.”114 Jurisdictions around 
the globe are in the process of enacting new legislation conforming to the 
EU’s new privacy laws. California’s Consumer Rights Privacy Act of 2018 
provides the latest example of the Brussels Effect. U.S. multi-nationals find 
it easier to apply the strongest data protection standards worldwide, rather 
than to have multiple rules for protecting privacy. Conforming to the GDPR 
may be easier than it first appears because U.S. data privacy policy has 
strongly influenced the EU’s new data protection laws. 
 

A. U.S. Companies Are Complying with the GDPR 
 

U.S. online companies need to align their data protection policies with 
the requirements of the GDPR under the threat of being assessed 
catastrophic fines or cease offering sales or services to EU consumers. “For 
U.S. organizations with business operations in Europe, the European Union 
(EU) approach to regulation of data privacy or ‘data protection’ can seem 

by Footnote for Privacy Law, THE INDEPENDENT (LONDON) (June 23, 1995) (expressing 
opposition to data retention rules of the Data Protection Directive of 1995). 

110 Nitasha Tiku, Europe’s New Privacy Law Will Change the Web and More, WIRED 
(March 19, 2018), https://www.wired.com/story/europes-new-privacy-law-will-change-
the-web-and-more/. 

111 The Economist Explains, What is the Splinternet? The Internet is at Risk of Breaking 
up into National and Regional Networks, The Economist (Nov. 22, 2016), 
https://www.economist.com/the-economist-explains/2016/11/22/what-is-the-splinternet. 

112 Anu Bradford, The Brussels Effect, 107 NW U. L. REV. 1, 3 (2012). 
113 Id. 
114 Id. 
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like a logistical quagmire.”115 Some question whether the panic over the 
GDPR, similar to Y2K, is “all hype, no consequence.”116 However, shortly 
after the effective date, internet users received complicated pop-ups 
“because the GDPR wants specific consent for specific purposes, not 
blanket acceptances. OneTrust's consent utility, for example, has sections 
for strictly necessary cookies (needed for the site to work), performance and 
analytics cookies, functional cookies (for extra services, such as live chat), 
and targeting/marketing cookies.”117 

 
The GDPR has led to "‘three levels of denial’ from companies, 

including avoiding compliance, rebranding policies or playing the ‘wait and 
see’ game.”118 In the immediate aftermath of the GDPR's effective date, 
“users around the globe found their inboxes flooded with privacy policy 
updates.”119 An empirical study of leading information technology 
companies demonstrated the length and reading level needed to understand 
privacy policies increased: 

 
Surprisingly, given that GDPR aimed to increase transparency 
around privacy policies, many reading levels increased — the 
average change in reading level was up almost 4 percent. EBay 
clocked in with the highest reading level, at 20. Lowest reading level 
(before GDPR): Facebook; 11 Lowest reading levels (after GDPR): 
Reddit; 12 Highest reading level (before GDPR): eBay; 18 Highest 
reading level (after GDOR): eBay; 20. Overall, Wikipedia clocked 
in with the largest update (word count increase) and eBay came in 
with the highest reading level (20).120  

 

115 “There will be one GDPR although the regime of different national data supervisory 
authorities to enforce the regulation will remain in place. At the same time US data 
controller organizations with multiple business establishments Europe will have a 'lead' 
regulatory authority in the EU state where their main operations takes place to supervise 
their data processing activities.” Kenneth Mullen & Ida Palombella, EU Data Protection 
Reform: What Does it Mean for US Organizations? INSIDE COUNSEL (Oct. 2015). 

116 Trevor Butterworth, Europe’s Tough New Digital Privacy Law, VOX (May 23, 2018), 
https://www.vox.com/the-big-idea/2018/3/26/17164022/gdpr-europe-privacy-rules-
facebook-data-protection-eu-cambridge. 

117 What Should I Do About All the GDPR Pop-ups on Websites?; THE 
GUARDIAN(LONDON) (July 5, 2018). 

118 Samantha Ann Schwartz, No Company Wants to Become the 'Guinea Pig' of GDPR, 
CIO (June 6, 2018). 

119 How GDPR Has Changed Privacy Policies At Google, Facebook, Reddit, Amazon, 
Wikipedia, Yahoo, Twitter, eBay, Instagram Netflix, VALUEWALK (July 18, 2018). 

120 Id. 

20190602



As the GDPR applies to all businesses, irrespective of location, who 
offer goods or services in the EU, or which monitor the activities of EU 
citizens, the GDPR, in effect, creates a statutorily protected consumer 
privacy bill of rights throughout the Eurozone. All U.S. companies face a 
could either comply with the GDPR or to cease offering sales and services 
to EU consumers. 121 While this may be a formally a free choice there is no 
real alternative for most major U.S. companies.  

Chart One reveals that U.S. information industry titans are pledging to 
change their companies’ operations to achieve GDPR data privacy 
compliance. As predicted by the Brussels Effect, it is more cost-effective 
for a multi-national entity to satisfy a single legal standard rather than 
multiple divergent standards that sometimes conflict.122 Some smaller U.S. 
companies perceive the Brussels Effect as so onerous, they are blocking 
European users in order to avoid the costs and burden of complying with 
the GDPR.123  

 
 Chart One: Technology-Leading Companies Agree to Implement 

GDPR 
 

U.S. Company Company Position on 
Compliance with the 
GDPR 

What Company Is Doing 
to Comply with the 
GDPR 

Amazon Web 
Services 

“AWS is committed to 
offering services and 
resources to our 
customers to help them 
comply with GDPR 
requirements that may 
apply to their 
activities.”124  

“This announcement 
confirms we have 
completed the entirety of 
our GDPR service 
readiness audit, 
validating that all 
generally available 
services and features 

    121 The definition of a Hobson’s choice is free choice when there is no real alternative.  
Merriam Webster Dictionary, Hobson’s Choice, https://www.merriam-
webster.com/dictionary/Hobson's%20choice 
   122 “As of May 2018, with the entry into application of the General Data Protection 
Regulation, there is one set of data protection rules for all companies operating in the EU, 
wherever they are based.” European Commission, 2018 Reform of EU Data Protection 
Rules, https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-
protection/2018-reform-eu-data-protection-rules_en. 

123 Brent Ozar, Unroll.me, SMNC, Ranarok Online, reported in TECHDIRT (May 9, 
2018), (stating that Tunngle, Drawbridge and Steel Root have blocked EU access to avoid 
compliance with the General Data Protection Regulation (GDPR)), 
techdirt.com/articles/20090506. 

124 Amazon Web Services, General Data Protection Regulation (GDPR) Center, at 1; 
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adhere to the high 
privacy bar and data 
protection standards 
required of data 
processors by the GDPR. 
We completed this work 
two months ahead of the 
May 25, 2018 
enforcement deadline in 
order to give customers 
and APN partners an 
environment in which 
they can confidently 
build their own GDPR-
compliant products, 
services, and 
solutions.”125  

eBay “We embrace the 
GDPR as an 
opportunity to 
demonstrate and 
deepen our 
commitment to 
protecting your 
data.”126 

“EBay is making 
enhancements to its 
processes, products, 
contracts, and 
documentation to help 
support the company’s, 
and our partner’s, 
compliance with the 
GDPR.”127 

Google Cloud “You can count on the 
fact that Google is 
committed to GDPR 
compliance across 
Google Cloud services. 
We are also committed 
to helping our 
customers with their 
GDPR compliance 
journey by providing 

“G Suite and Google 
Cloud Platform 
customers will typically 
act as the data controller 
for any personal data 
they provide to Google in 
connection with their use 
of Google’s services. An 
adequate level of 
protection can be 

https://aws.amazon.com/compliance/gdpr-center/. 
125 Chad Woolf, All AWS Services GDPR Ready (March 26, 2018), 

https://aws.amazon.com/blogs/security/all-aws-services-gdpr-ready/. 
126 eBay, eBay’s Commitment to GDPR, https://www.ebayinc.com/our-

company/privacy-center/gdpr/. 
127 Id. 
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robust privacy and 
security protections 
built into our services 
and contracts over the 
years.”128 

confirmed by adequacy 
decisions such as the 
ones that support the EU-
U.S. Privacy Shields.”129 
 

Facebook Mark Zuckerberg 
“stated in his 
Congressional 
Testimony and in 
subsequent statements 
that Facebook would 
voluntarily extend 
GDPR-like protections 
such as informed 
consent to users 
worldwide — not only 
to those in the EU.”130 

“At Facebook, 
preparations are well 
underway to ensure that 
our products and services 
comply with the GDPR. 
Facebook and its 
affiliates, including 
Instagram, Oculus and 
WhatsApp, will all 
comply with the GDPR. 
We are also meeting with 
regulators, legislators, 
experts and academics 
from around the world to 
seek feedback.”131 

Twitter “Twitter has users and 
advertisers that span 
the globe, so we are 
working to ensure that 
our services comply 
with GDPR, and that 
advertisers around the 
world can continue to 
use our advertising 
products and services 
after GDPR takes effect 
on 25 May 2018.”132 
“Additionally, Twitter 

“Twitter’s controller and 
processor activities are 
determined by the terms 
governing your use of 
our advertising services 
and our Privacy Policy, 
both of which will be 
updated accordingly 
before 25 May 2018, and 
will be made available 
for your review prior to 
that date.”134 “Twitter is 
the controller of data it 

128 Google, GOOGLE CLOUD & THE GENERAL DATA PROTECTION REGULATION (GDPR), 
Introduction: General Data Protection Regulation (GDPR) (2018) at 1. 

129 Id. at 8. 
130 Joseph Moreno and Keith Gerver, Will Facebook Firestorm Yield Tougher U.S. Data 

Privacy Standards? BLOOMBERG BNA: PRIVACY LAW WATCH (Apr. 23, 2018). 
131 Id. 
132 Twitter, Twitter for Business FAQ, What is Twitter’s Approach to the GDPR?, 

https://gdpr.twitter.com/en/faq.html. 
134 Id. 
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International Company 
has Data Transfer and 
Processing Agreements 
with Twitter, Inc., in 
the U.S., and its 
affiliates, which allow 
Twitter, Inc., to process 
personal data. Twitter 
Inc. is also certified 
under the Privacy 
Shield framework.”133  

receives through the 
Twitter pixel and 
through mobile app 
conversion tracking 
partners. Twitter requires 
advertisers to have notice 
and consent mechanisms 
in place in connection 
with their use of this 
program, as described in 
our Conversion Tracking 
Program T&Cs.”135 
 
 

Microsoft “The GDPR represents 
one of the most 
complex compliance-
focused engineering 
efforts ever undertaken 
at Microsoft. 
Regulatory, 
compliance, legal, HR, 
operations, business, 
and engineering teams 
have to work together 
to orchestrate cross-
company activities.”136  

“To ensure we are 
compliant by May 25, 
2018, we needed to 
verify our compliance 
during the 
implementation phase 
and establish 
mechanisms for ongoing 
verification of 
compliance.”137  
 

 
In April of 2018, Facebook’s CEO, Mark Zuckerberg, testified before 

the Senate Judiciary Committee and the Senate Commerce, Science and 
Transportation Committee, responding to questions about Facebook’s data 
privacy practices in the aftermath of the company’s Cambridge Analytica 
scandal.138 In his prepared testimony, Zuckerberg took personal 
responsibility for not sufficiently overseeing Facebook’s privacy practices. 

133 Id. 
135 Id. 
136 Microsoft Corp., Microsoft Journey to GDPR Compliance, Id. at 14. 
137 Id. at 11. 

      138 Zuckerberg acknowledged that Cambridge Analytica used personal data from 87 
million Facebook users to influence the U.S. Presidential Election and other elections 
around the world. Mark Zuckerberg Testimony to House Commerce Committee -- As It 
Happened, CBS NEWS (Apr. 11, 2018), https://www.nbcnews.com/tech/tech-news/how-
watch-mark-zuckerberg-testify-congress-n863921. 
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Zuckerberg acknowledged lax supervision led to the widespread misuse of 
the personally identifiable information of millions of Facebook users: 

 
But it’s clear now that we didn’t do enough to prevent these tools 
from being used for harm as well. That goes for fake news, foreign 
interference in elections, and hate speech, as well as developers and 
data privacy. We didn’t take a broad enough view of our 
responsibility, and that was a big mistake.139  
 

Shortly before his Congressional testimony, Zuckerberg promised to 
extend GDPR privacy protections to Facebook users “in spirit.”140 A U.S. 
Senator asked Zuckerberg “whether he believed the GDPR should be 
applied here in the U.S.?”141 In explaining how Facebook would comply 
with the GDPR worldwide, Zuckerberg stated, “So I think it's certainly 
worth discussing whether we should have something similar in the U.S. But 
what I would like to say today is that we're going to go forward and 
implement that, regardless of what the regulatory outcome is.”142 In the 
House Commerce Committee Hearing, Zuckerberg stated Facebook is 
compliant with most GDPR requirements: “The GDPR requires a few more 
things, and we’ll make that available around the world,” he promised.143  

 
Similarly, Microsoft and Google both agreed to become GDPR 

compliant. Microsoft took out a full-page advertisement in the New York 
Times, contending the GDPR was going to give them a competitive 
advantage in engendering consumer trust: 

 
It may seem to some that the European Union reforms — and other 
data privacy protections popping up worldwide — are yet another 
regulatory burden for which companies must absorb the cost. But 

139 Testimony of Mark Zuckerberg Chairman and Chief Executive Officer, Facebook, 
HEARING BEFORE THE UNITED STATES HOUSE OF REPRESENTATIVES 
COMMITTEE ON ENERGY AND COMMERCE (April 11, 2018), 
https://docs.house.gov/meetings/IF/IF00/20180411/108090/HHRG-115-IF00-Wstate-
ZuckerbergM-20180411.pdf. 

140 David Ingram & Joseph Menn, Exclusive: Facebook CEO Stops Short of Extending 
European Privacy Globally, REUTERS TECHNOLOGY NEWS (Apr. 3, 2018), 
https://www.reuters.com/article/us-facebook-ceo-privacy-exclusive/exclusive-facebook-
ceo-stops-short-of-extending-european-privacy-globally-idUSKCN1HA2M1. 

141 Wayne Rash, Social Media Data Regulation Appears Likely After Zuckerberg 
Testimony, EWEEK (April 11, 2018), http://www.eweek.com/security/social-media-data-
regulation-appears-likely-after-zuckerberg-testimony. 

142 Id. (responding to question asked by Senator Maria Cantwell (D. Wash.)). 
143 Id. (responding to question asked by Rep. Al Green (R-TX).) 
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that doesn’t have to be the case. Data privacy compliance can 
provide a distinct competitive advantage and business opportunity. 
. . [b]y choosing the right tools to protect customer privacy, 
companies can reshape their data practices in ways that reap 
cascading benefits. Compliance provides a way to win customer 
trust, and tackling inventory and discovery in a strategic manner can 
improve firms’ agility and efficiency.144 
 

In May of 2018, Microsoft announced it was going to “extend the rights 
that are at the heart of GDPR to all of our consumer customers 
worldwide.”145 Microsoft declared, “We are committed to GDPR 
compliance across our cloud services when enforcement begins May 25, 
2018, and provide GDPR related assurances in our contractual 
commitment.”146 Microsoft’s Data Subject Rights “includes the right to 
know what data we collect about you, to correct that data, to delete it and 
even to take it somewhere else.”147 Similarly, Google committed to 
compliance with the GDPR specifically in its cloud computing activities.148 
U.S. companies are also acceding to the GDPR rules for transferring 
personally identifiable data of EU citizens to third countries. These are clear 
examples of the power of the Brussels Effect in shaping company privacy 
practices. 

 
B. U.S. Compliance with EU Data Transfer Rules 
 

The GDPR makes it clear that complying with the data processing 
obligations “are mandatory for any transfers of personal data to third 
countries or international organizations, including onward transfers.”149 

144 Microsoft Advertisement, There’s a Data Crackdown Coming: Why It is Good for 
Business., The New York Times, https://paidpost.nytimes.com/microsoft/theres-a-data-
crackdown-coming.html?tbs_nyt=2018--nytnative_hpmod&cpv_dsm_id=20174233.  

145 Wayne Rash, How Enterprises Can Make GDPR a Global Data Privacy Standard, 
EWEEK (May 29, 2018), http://www.eweek.com/security/how-enterprises-can-make-gdpr-
a-global-data-privacy-standard.  

146 “We believe that the GDPR is an important step forward for clarifying and enabling 
individual privacy rights. We want to help you focus on your core business while 
efficiently preparing for the GDPR.” Microsoft, GDPR- Impact & Getting Compliant, 
https://info.microsoft.com/WE-GDPR-WBNR-FY18-11Nov-11-
GDPRimpactandgettingcompliant-MCW0002601_02OnDemandRegistration-
ForminBody.html?wt.mc_id=AID652299_QSG_SCL_230915. 

147 Id. 
148 “Google is committed to complying with the EU General Data Protection Regulation 

(GDPR) for G Suite and Google Cloud Platform Services. Google, Standards, Regulations 
& Certifications, https://cloud.google.com/security/compliance/gdpr/. 

149 GDPR, Id. at art. 44. 
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Article 44 of the GDPR sets forth the general standard for data transfers to 
third countries: 

 
Any transfer of personal data which are undergoing processing or are 
intended for processing after transfer to a third country or to an 
international organisation shall take place only if, subject to the other 
provisions of this Regulation, the conditions laid down in this Chapter 
are complied with by the controller and processor, including for onward 
transfers of personal data from the third country or an international 
organisation to another third country or to another international 
organisation. All provisions in this Chapter shall be applied in order to 
ensure that the level of protection of natural persons guaranteed by this 
Regulation is not undermined.150 
 
As with the Data Protection Directive, onward transfers of EU personal 

data cannot be completed without a finding that the recipient country has 
adequate data protection: 

 
1. transfer of personal data to a third country or an international 
organisation may take place where the Commission has decided that the 
third country, a territory or one or more specified sectors within that 
third country, or the international organisation in question ensures an 
adequate level of protection. Such a transfer shall not require any 
specific authorisation. 
 
2. When assessing the adequacy of the level of protection, the   

Commission shall, in particular, take account of the following 
elements: 

 
(a) the rule of law, respect for human rights and fundamental freedoms, 

relevant legislation, both general and sectoral, including 
concerning public security, defence, national security and criminal 
law and the access of public authorities to personal data, as well as 
the implementation of such legislation, data protection rules, 
professional rules and security measures, including rules for the 
onward transfer of personal data to another third country or 
international organisation which are complied with in that country 
or international organisation, case-law, as well as effective and 
enforceable data subject rights and effective administrative and 

    150 GDPR, Id. 
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judicial redress for the data subjects whose personal data are being 
transferred; 

 
(b) the existence and effective functioning of one or more independent 

supervisory authorities in the third country or to which an 
international organisation is subject, with responsibility for 
ensuring and enforcing compliance with the data protection rules, 
including adequate enforcement powers, for assisting and advising 
the data subjects in exercising their rights and for cooperation with 
the supervisory authorities of the Member States; and 

 
(c) the international commitments the third country or international 

organisation concerned has entered into, or other obligations 
arising from legally binding conventions or instruments as well as 
from its participation in multilateral or regional systems, in 
particular in relation to the protection of personal data.151 

 
The GDPR adopts more specific rules for data transfers to third 

countries152 strengthening the provisions pioneered by Article 25 of the 
Data Protection Directive of 1995. Transfers of personal data are subject to 
appropriate safeguards.153 Article 25 of the former Directive only required 
data controllers to assess whether a receiving state has implemented an 
“adequate level of protection of data.”154 The GDPR relies in large part 
upon binding corporate rules approved by supervisory authorities to ensure 
safeguards in place before EU personal data transfers are permitted.155 
Together Articles 44-50 of the GDPR constitute a comprehensive 
framework to govern EU personal data transfers to third countries or 
international organizations.156  

,,,,151 Id. at art. 45. 
    152 Chapter V of the General Data Protection Regulation is titled “Transfers of personal 
data to third countries or international organisations.”  General Data Protection Regulation 
Articles 44 to 50 provide the ground rules for the onward transfer of personal data. General 
Data Protection Regulation, https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN, Id. at arts. 44 to 50. 

153 Id. at art. 46. 
154 Data Protection Directive, Id. at art. 25. 
155 General Data Protection Regulation, Id. at art. 47 
156 Chapter 5 Transfers of personal data to third countries or international organizations 

are governed by GDPR Articles 44 to 50: Article 44 (General principle for transfers); 
Article 45 (Transfers on the basis of an adequacy decision); Article 46 (Transfers subject 
to appropriate safeguards); Article 47 (Binding corporate rules); Article 48 (Transfers or 
disclosures not authorized by Union law); Article 49 (Derogations for specific situations) 
and Article 50 (International cooperation for the protection of personal data). 
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1. Safe Harbor 1.0  
 

Under the Data Protection Directive of 1995, the European 
Commission concluded European personal data could not be transferred to 
America because the United States lacked sufficient privacy standards 
outside of a few industries. To avert this potential financial disaster, in 
2000, the United States Commerce Department and the European 
Commission agreed to Safe Harbor 1.0. Under Safe Harbor 1.0, U.S. 
companies receiving consumer data from Europe needed to self-certify they 
complied with the principles of the Data Protection Directive of 1995. 
Companies could join a self-regulatory privacy program by pledging to 
conform to EU privacy policies.  

“To participate, a company must self-certify annually to the 
Department of Commerce that it complies with the seven privacy principles 
required to meet the EU’s adequacy standard: notice, choice, onward 
transfer, security, data integrity, access, and enforcement.”157 U.S. 
companies that received consumer data from Europe had to certify that they 
complied with Data Protection Directive principles.158 “The U.S.-EU Safe 

157 Federal Trade Commission, FTC Settles with Two Companies Falsely Claiming to 
Comply with International Safe Harbor Privacy Framework (April 7, 2015). 

158 The Safe Harbor Principles are: 
(1) An organization must provide notice to data subjects about the purposes for 
their information’s collection and use, contact information for any inquiries or 
complaints, types of third parties to which the organization discloses the data, 
and the choices and means the organization offers for limiting use and 
disclosure. 
(2) The organization must offer a choice to opt out from a disclosure of personal 
data to a third party or use of such data for a purpose incompatible with the 
purpose for which it was originally collected or subsequently authorized. (Opt-
in requirements may apply to certain information deemed especially sensitive). 
(3) Subject to (1) and (2), while transferring personal data to a third-party agent, 
an organization must ensure such agent subscribes to the Safe Harbor principles 
or is subject to the E.U. Directive or another adequacy finding. Alternatively, 
the organization may enter into a written agreement with such agent requiring 
the agent to provide at least the same level of privacy protection required by the 
relevant principles. 
(4) Data subjects must have access to their personal information and be able to 
correct, amend, or delete that information where it is inaccurate (though certain 
exceptions may apply). 
(5) Organizations must take “reasonable precautions” to protect personal 
information from loss, misuse, and unauthorized access, disclosure, alteration, 
and destruction. 
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Harbor Framework provides a safe harbor for U.S. companies to transfer 
personal data outside of Europe that is consistent with the requirements of 
the European Union Directive on Data Protection.”159 Safe Harbor 1.0 
relied almost completely on self-policing and no empirical demonstrated 
that U.S. companies actually complied with the Safe Harbor 1.0 
principles.160 In 2013, Google was the target of an investigation by the UK’s 
Information Commissioner’s Office (ICO) and five other data protection 
authorities (DPAs) because of changes to its privacy policy that did not 
conform to EU and domestic regulations.161 

2. The ECJ’s Reversal of Safe Harbor 1.0 
 

Europe previously expressed more concern with “the state of data 
privacy and regulation than their American counterparts for quite some 
time, but the immediate origins of the new data protection law can be traced 
to the fury over the extent of US surveillance in the years after 9/11.”162 
During the George W. Bush Presidency, the U.S. government secretly 
engaged in national security-related surveillance activities in violation of 

(6) In accordance with item (1), organizations must use the personal information 
only for the intended purposes and “should take reasonable steps” to ensure that 
data are reliable for the intended use, accurate, complete, and current. 
(7) Finally, organizations’ policies must include: (i) readily available and 
affordable independent recourse mechanisms to investigate complaints by data 
subjects, resolve disputes, and award damages, where applicable; (ii) 
procedures for verifying that the Safe Harbor principles have been implemented 
at the organization; and (iii) obligations to remedy problems arising out of a 
failure to comply with the principles. 

Vadim Schick, Data Privacy Concerns for U.S. Healthcare Enterprises’ Overseas 
Ventures, 4 J. HEALTH & LIFE SCI. L. 173 (2011) (presenting safe harbor principles). 

159 Catherine Schmierer, Better Late Than Never: How the Online Advertising 
Industry’s Response to Proposed Privacy Legislation Eliminates the Need for Regulation, 
17 RICH. J.L. & TECH. 13 (2011). 

160 “This program relies heavily on the self-policing practices of participating entities 
and has a limited deterrent effect because the Federal Trade Commission (FTC), charged 
with Safe Harbor enforcement, has limited jurisdictional reach. The basic punishment for 
violating the Safe Harbor principles is being de-listed from the Safe Harbor program’s 
participant list. However, the FTC still may bring a claim against a violator of the Safe 
Harbor provisions under the FTC Act. Furthermore, failure of a repeated violator to notify 
the Department of Commerce of such violations is actionable under the False Statements 
Act.” Id.  

161 Outlaw.com, Google Facing Regulatory Action in Six EU Countries (Apr. 3, 2013). 
162 Trevor Butterworth, Europe is Doing Way More than the U.S. to Protect Online 

Privacy as the U.S. Frets Over Facebook and Cambridge Analytica, the EU Sets Tough 
New Rules, VOX (Mar. 26, 2018), https://www.vox.com/the-big-
idea/2018/3/26/17164022/gdpr-europe-privacy-rules-facebook-data-protection-eu-
cambridge. 
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Safe Harbor 1.0. The National Security Agency (NSA),163 relying upon the 
U.S. Patriot Act, routinely collected the records of millions of cell phone 
users without the knowledge and the consent of the data subjects.164  

 
Google, Facebook Apple, and other Internet moguls were cooperative 

in NSA’s secretive PRISM program that monitored cyberspace. The NSA 
invested billions of dollars to fund projects, such as supercomputers, used 
to crack encryption and digital scrambling in its classified program, called 
Bullrun.165 Prism, the National Security Agency’s program was “an Internet 
surveillance program collects data from online providers including e-mail, 
chat services, videos, photos, stored data, file transfers, video conferencing 
and log-in. The National Security Agency (NSA),166 relying upon the U.S. 
Patriot Act routinely collected phone records of millions of cell phone 
users.”167 
 

The Court of Justice of the European Union (CJEU) held that the U.S. 
did not offer an adequate level or protection.168 This CJEU action prompted 

163 The National Security Agency (NSA) formed in 1952 as a separately organized 
agency within the Department of Defense.” The NSA has two identified missions: (1) the 
Signals Intelligence (SIGINT) mission, to “collect, process, analyze, and disseminate 
SIGINT information for national foreign intelligence and counterintelligence purposes and 
to support military operations” and (2) the Information Assurance mission, to “confront 
the formidable challenge of preventing foreign adversaries from gaining access to sensitive 
or classified national security information.” National Security Agency, The NSA/CSS 
Mission, NSA/CSS, http://www.nsa.gov/about/mission/index.shtml (June 13, 2013). 

164 Charlie Savage Edward Watt & Peter Baker, U.S. Confirms That It Gathers Online 
Data Overseas, N.Y. TIMES (June 6, 2013). 

165 Nicole Perlroth, Jeff Larson, and Scott Shane, N.S.A. Able to Foil Basic Safeguard of 
Privacy on Web, N.Y. TIMES (Sept. 5, 2013) (citing N.S.A. memorandum confirming that 
the agency spent billions to “break widely used Internet technologies”). 
    166 The National Security Agency (NSA) formed in 1952 as a separately organized 
agency within the Department of Defense.” The NSA has two identified missions: (1) the 
Signals Intelligence (SIGINT) mission, to “collect, process, analyze, and disseminate 
SIGINT information for national foreign intelligence and counterintelligence purposes and 
to support military operations” and (2) the Information Assurance mission, to “confront 
the formidable challenge of preventing foreign adversaries from gaining access to sensitive 
or classified national security information.” National Security Agency, The NSA/CSS 
Mission, NSA/CSS, http://www.nsa.gov/about/mission/index.shtml (June 13, 2013). 

167 Charlie Savage Edward Watt & Peter Baker, U.S. Confirms That It Gathers 
Online Data Overseas, N.Y. TIMES (June 6, 2013). 
  168 Judgment of the Court (Grand Chamber) of 6 October 2015. Maximillian Schrems v 
Data Protection Commissioner.Request for a preliminary ruling from the High Court 
(Ireland). Reference for a preliminary ruling — Personal data — Protection of individuals 
with regard to the processing of such data — Charter of Fundamental Rights of the 
European Union — Articles 7, 8 and 47 — Directive 95/46/EC — Articles 25 and 28 — 
Transfer of personal data to third countries — Decision 2000/520/EC — Transfer of 
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the cross-border data transfer Safe Harbor to be renegotiated. In October 
2016, CJEU invalidated the Safe Harbor agreement between U.S. 
Commerce Department and the European Commission in Schrems v. Data 
Protection Commissioner (Case C–362/14).169 The CJEU concluded U.S. 
data privacy “provisions were not stringent enough to adequately protect 
the privacy of EU citizens in line with EU privacy standards.”170  

 
3. Privacy Shield  

 
On February 29, 2016, the European Commission published the EU-

U.S. Privacy Shield (Privacy Shield), an amended framework to enable 
cross-data flows. By late 2017, “more than 2,400 U.S. companies, including 
Microsoft and Google, have signed up to this data-sharing agreement — by 
which they agree to adhere to EU data protection standards.”171 The U.S. 
Department of Commerce monitors companies publishing their 
commitments by making these privacy promises enforceable by the U.S. 
Federal Trade Commission.  

 
Under Safe Harbor 2.0, U.S. companies handling Europeans’ personal 

data must commit to strong rules on how personal data is processed while 
ensuring individual rights are guaranteed. Many privacy advocates 
expressed dissatisfaction with this pragmatic agreement. Viviane Reding, 
Vice-President of the European Commission and EU Justice 
Commissioner, contended the agreement might not actually be safe at all 
because U.S. privacy standards continue to be inadequate: “[W]e kicked the 
tyres and saw that repairs are needed. For the Safe Harbour to be fully 
roadworthy, the U.S. will have to service it . . . . [The] Safe Harbour has to 
be strengthened or it will be suspended.”172 
 

Safe Harbor 2.0 grants European citizens protection with redress 
possibilities because “any company handling human resources data from 

personal data to the United States — Inadequate level of protection — Validity — 
Complaint by an individual whose data has been transferred from the European Union to 
the United States — Powers of the national supervisory authorities, https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62014CJ0362. Case C-362/14. 

169 Electronic Privacy Information Center (EPIC), Max Schrems v. Irish Data Protection 
Commissioner (Safe Harbor) (2015). 

170 Id. 
171 Barney Thompson, GDPR: Crackdowns and Conflict on Personal Privacy, 

FINANCIAL TIMES (Nov. 15, 2017), https://www.ft.com/content/8e502b6e-794d-11e7-
a3e8-60495fe6ca71. 

172  VIVIANE REDING, VICE PRESIDENT OF THE EUROPEAN COMMISSION, EU JUSTICE 
COMMISSIONER, A DATA PROTECTION COMPACT FOR EUROPE (Jan. 28, 2014). 
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Europe has to commit to comply with decisions by European DPAs.”173 This 
Safe Harbor agreement is in danger of collapse because of European 
dissatisfaction with U.S. privacy policy.  European privacy advocates call 
for the elimination of Safe Harbor 2.0, enabling transatlantic data transfers, 
because of U.S. spying on electronic communications.174 “On July 5, 2018, 
the European Parliament passed a non-binding resolution, requesting the 
European Commission” to suspend the EU-U.S. Privacy Shield 
framework.175 

 
4. Brussels Effect in the U.S. States 
 

On June 28, 2018, Governor Jerry Brown signed The California 
Consumer Privacy Act of 2018 (CCPA) into law.176 “The CCPA consists 
of three major components: It gives consumers the right to ask companies 
to disclose what data they have collected on them; the right to demand that 
they not sell the data or share with third parties for business purposes; and 
the right to sue or fine companies that violate the law.”177 The legislation, 

     173 Id. 
174 For example, Max Schrems, the Austrian law student who filed an action before the 

European Court of Justice (ECJ) invalidating Safe Harbor 1.0, argues that the U.S./EU 
agreement (Safe Harbor 2.0) should also be invalidated by the ECJ.   “Schrems is adamant 
that those lobbying in favour of so-called Safe Harbour 2.0 are trying to blur the lines “by 
saying we have this little change here, this little change there. But none of these are 
substantial changes of surveillance techniques that the US has. They have not even changed 
their own national system to a level that would be compliant with European law.” Jennifer 
Baker, Why Safe Harbor 2.0 Will Fail Again, ARS TECHNICA (Feb. 2, 2016), 
https://arstechnica.com/tech-policy/2016/02/interview-safe-harbour-2-0-will-lose-again-
argues-max-schrems/. 

175 “The Parliament’s Resolution cites a number of reasons for asking the Commission 
to suspend the Privacy Shield pending U.S. compliance, including the recent 
reauthorization and amendment of Section 702 of the Foreign Intelligence Surveillance 
Act (“FISA”) which allows US intelligence agencies to collection information on non-US 
persons located outside of the US and the March 2018 Clarifying Overseas Use of Data 
(“Cloud”) Act, which allows US law enforcement agencies to access personal data stored 
abroad. The resolution also cites the improper use of 2.7 million EU citizens Facebook 
data by Cambridge Analytica, and the failure of the US to appoint a sufficiently 
independent ombudsperson as required by the Privacy Shield Specification…).” Chris 
Cwalina, Jeewon, Kim, Serrato, Susan Ross & Tristan Coughline, The European 
Parliament Asks for the Suspension of the Privacy Shield, Data Protection Report (July 17, 
2018),https://www.dataprotectionreport.com/2018/07/european-parliament-asks-for-
suspension-privacy-shield/.   

176 Assembly Bill No. 375, CHAPTER 55: An act to add Title 1.81.5 (commencing with 
Section 1798.100) to Part 4 of Division 3 of the Civil Code, relating to privacy. Approved 
by Governor June 28, 2018. Filed with Secretary of State June 28, 2018, 
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375 

177 Daisuke Wakabayashi, Silicon Valley Faces Regulatory Fight on its Home Turf, N.Y. 
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which will go into effect in January 2020, like the EU GDPR (General Data 
Protection Regulation) gives individuals more control over their personal 
data, restrict what organizations can do with data, and give regulators the 
power to fine non-compliant organizations.178 
 

The CCPA requires businesses179 “to post a ‘clear and conspicuous link’ 
on their website's homepage titled "Do Not Sell My Personal Information." 
The link would take users to a page where they can opt out of having their 
data sold or shared.”180 The CCPA adopts a principle of data minimization, 
closely resembling the European approach.181 The CCPA contains both 
disclosure and data subject access rules similar to the GDPR; however, the 
California statute does not include many other GDPR rules.182 For example, 

Times (May 13, 2018). 
  178 Luke Irwin, California’s ‘GDPR-like’ Privacy Law Passes: What You Need to Know, 
IT GOVERNANCE (July 16, 2018), https://www.itgovernanceusa.com/blog/californias-gdpr-
like-privacy-law-passes-what-you-need-to-know/. 

179 A business is 1798.106 (b): a sole-proprietorship, partnership, limited-liability 
company, corporation, association, or other legal entity that is organized or operated for 
the profit or financial benefit of its shareholders or other owners, that collects consumers’ 
personal information, that does business in the State of California, and that satisfies one or 
more of the following thresholds: 

(A) has annual gross revenues in excess of $50,000,000, as adjusted pursuant to 
paragraph (5) of subdivision (a) of section 1798.115; or 

(B) annually sells, alone or in combination, the personal information of 100,000 or more 
consumers or devices; or 

(C) derives 50 percent or more of its annual revenues from selling consumers’ personal 
information. See Consumer Rights Privacy Act, https://www.caprivacy.org/facts/hold-big-
corporations-accountable. 

180 Laura Sidell, Do Not Sell My Personal Information: California Eyes Data Privacy 
Measure, ALLTECH CONSIDERED (May 28, 2018), 
https://www.npr.org/sections/alltechconsidered/2018/05/28/614419275/do-not-sell-my-
personal-information-california-eyes-data-privacy-measure. 

181 1798.101. Right to Know Whether Personal Information is Sold or Disclosed and to 
Whom. 1798.101. (a) A consumer shall have the right to request that a business that sells 
the consumer's personal information, or that discloses it for a business purpose, disclose to 
that consumer: (1) the categories of personal information that the business sold about the 
consumer and the identity of the third parties to whom such personal information was sold, 
by category or categories of personal information for each third party to whom such 
personal information was sold; and (2) the categories of personal information that the 
business disclosed about the consumer for a business purpose and the identity of the 
persons to whom such personal information was disclosed for a business purpose, by 
category or categories of personal information for each person to whom such personal 
information was disclosed for a business purpose.” 
https://www.caprivacy.org/facts/information-ownership. 

182 “Substantively the GDPR contains many provisions that are absent from the CCPA, 
including: requirements for lawful processing; data and storage limitations; provisions for 
the appointment of data protection officers, local representatives, and performing a data 
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like the GDPR, the CCPA enacts remedies such as presumed statutory 
damages for security breaches,183 but California has not adopted the 
GDPR’s wealth-based fines.   

 
The enactment of the CCPA is likely to create a “California Effect,” a 

term used in political science to refer to the tendency of the other states to 
follow California’s lead in areas such as consumer rights and environmental 
standards.184 The state’s enormous size and robust economy gives 
California significant advantage in encouraging large companies to adopt 
its regulations nationwide.185  U.S. companies are likely to revise their 
privacy policies for all states to avoid have one standard for California that 
conflicts with privacy policies in other states.  

 
 C. Against the Brussels Effect: Areas of Divergence 

 
1. The Right to Be Forgotten & U.S. Privacy Law 
 

Article 17 of the GDPR gives data subjects in the twenty-eight countries 
of the European Union a statutory “right to be forgotten” (RTFB).  
Commentators often point to the RTFB as the most significant difference 
between U.S. and EU data protection law. The European Union’s RTBF 
takes three forms: (1) the right to have information deleted after a preset 
period; (2) the right to have a clean slate; and (3) the right to be connected 
to current information and delinked from outdated information.186 Article 
17 of the GDPR further specifies the right of erasure provided for in Article 
12(b) of the Data Protection Directive of 1995.187 It provides the conditions 

protection impact analysis; specific requirements for data processors (service providers 
under the CCPA), business process mapping and documentation generally, and a draconian 
civil penalty structure. That being said, there is some overlap between the two privacy 
laws, particularly regarding disclosure requirements and subject access rights.” Ballard 
Spahr LLP, Using the GDPR to Comply with the California Consumer Privacy Act (July 
20, 2018). 

183 David Caplan, Momentum Building for California’s Consumer Right to Privacy Act 
Ballot Initiative, Alston & Bird, Privacy & Security Blog (June 4, 2018), 
https://www.alstonprivacy.com/momentum-building-for-californias-consumer-right-to-
privacy-act-ballot-initiative/. 

184 See, Vogel, David, TRADING UP: CONSUMER AND ENVIRONMENTAL REGULATION IN A 
GLOBAL ECONOMY. (1995). 

185 See David Vogel & Robert A. Kagan, INTRODUCTION TO DYNAMICS OF REGULATORY 
CHANGE: HOW GLOBALIZATION AFFECTS NATIONAL REGULATORY POLICIES (David Vogel 
& Robert A. Kagan eds., 2004) at 4-5. 

186 See Bert-Jaap Koops, Forgetting Footprints, Shunning Shadows. A Critical Analysis 
of the “Right to Be Forgotten” in Big Data Practice, 8 SCRIPTED 229, 236 (2011). 

187 GDPR, Id. at art. 17. 
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of the right to be forgotten, including the obligation of the controller that 
made the personal data public to inform third parties on the data subject’s 
request to erase any links to, or copy or replication of that personal data.  

 
In 2014, the CJEU ruled Google was a data processor subject to EU’s 

Data Protection Directive of 1995 in Google Spain SL, Google Inc. v. 
Agencia Española de Protección de Datos (Google Spain v. AEPD) (Case 
C-131/12).188 The CJEU ruling required Google and other search engines 
to delink information at the data subject’s request if the search results 
“appear to be inadequate, irrelevant or no longer relevant, or excessive in 
the light of the time that had elapsed.”189 The court rejected Google’s 
argument that removal requests were the province of the website publisher, 
not the search engine.  

 
Europe’s highest court concluded Google, as the preeminent search 

engine, was far more likely to interfere with a consumer’s right to privacy 
than the original publisher was. Requiring Google and other search engines 
to implement the RTBF is not about deleting or forgetting content, rather it 
is instead about making it more difficult to find personal information. Links 
that Google removes from EU search results will remain in searches made 
from non-EU domains, although the Europeans are now attempting to 
pressure other countries to comply with delinking requests as well.190 Early 
takedown requests include "a British politician who's trying to make a 
comeback, someone convicted of possessing child abuse images and a 
doctor who doesn't want negative reviews from patients to be searchable"191 

 
Article 17 establishes a methodology for determining when a data 

subject can exercise the right of erasure, data controllers' obligation to erase 
links to third-party websites, and how to exercise that right. A data subject 

188 Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos (Google 
Spain v. AEPD) (Case C-131/12), May 13, 2014. 

189 Id. at ¶ 93. 
     190 The GDPR will have the right to expunge or erase personal data that is subject to the 
right of expression: “The proposed provisions on the "right to be forgotten" are very clear: 
freedom of expression, as well as historical and scientific research are safeguarded. For 
example, no politician will be able to have their earlier remarks deleted from the web. This 
will thus allow, inter alia, news websites to continue operating on the basis of the same 
principles.” European Commission, Questions and Answers – General Data Protection 
Regulation (Jan. 24, 2018), http://europa.eu/rapid/press-release_MEMO-18-387_en.htm. 

191 See David Mitchell, The Right To Be Forgotten Will Turn the Internet into a Work of 
Fiction, OBSERVER (July 5, 2014), 
http://www.theguardian.com/commentisfree/2014/jul/06/right-to-be-forgotten-internet-
work-of-fiction-david-mitchell-eu-google. 
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has the right to erase links to data relating to him or her if the information 
is: 

 
 no longer necessary in relation to the purposes for which [it was] 
collected or otherwise processed, where data subjects have 
withdrawn their consent for processing or where they object to the 
processing of personal data concerning them or where the 
processing of their personal data otherwise does not comply with 
this Regulation.192 
 

The strongest case for a right of erasure applies to (1) personal data 
collected while a data subject was a child and (2) to information considered 
is no longer relevant. Here, the child is not likely to be cognizant "of the 
risks involved by the processing, and later wants to remove such personal 
data especially on the Internet."193 Article 17(3) makes it clear the RTBF is 
not an absolute right because the following exceptions apply: 

 
(a) for exercising the right of freedom of expression and 
information; 
(b) for compliance with a legal obligation which requires processing 
by Union or Member State law to which the controller is subject or 
for the performance of a task carried out in the public interest or in 
the exercise of official authority vested in the controller; 
(c) for reasons of public interest in the area of public health in 
accordance with points (h) and (i) of Article 9(2) as well as Article 
9(3); 
(d) for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes in accordance 
with Article 89(1) in so far as the right referred to in paragraph 1 is 
likely to render impossible or seriously impair the achievement of 
the objectives of that processing; or 
(e) for the establishment, exercise or defence of legal claims.194 
 

Commentators contend the RTBF has never been explicitly recognized 
in the United States because the RTBF conflicts with the First 

192 Proposal for a Regulation of the European Parliament and of the Council on the 
Protection of Individuals with Regard to the Processing of Personal Data and on the Free 
Movement of Such Data (General Data Protection Regulation), COM (2012) 11 final (Jan. 
25, 2012) at Preamble P 53, at 25. 

193 GDPR, Id. at Recital 65. 
194 Id. at art. 17(3), 
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Amendment’s right of expression.195 However, there is a clear parallel 
between the RTBF and the U.S. tort action for "public disclosure of private 
facts."196 The Restatement (Second) of Torts recognized this tort, which has 
a clear parallel to the RTBF.197  

 
Section 230 of the Communication Decency Act (CDA Section 230) 

states that “[n]o provider or user of an interactive computer service shall be 
treated as the publisher or speaker of any information provided by another 
information content provider.”198 CDA Section 230 has given rise to 
commercial websites, such as the mugshot and revenge pornography 
industries that hide behind the First Amendment.199  

 
CDA Section 230 shields websites from responding to takedown 

requests to erase, delink or correct third party content about data subjects. 
This federal statute shields websites for all third party content even if the 
content constitutes defamation, an ongoing tort, or even a crime.200  For 
example, CDA Section 230 protects websites that publish mugshots or 
revenge pornography from lawsuits by their victims. The business model of 
these quasi-journalistic merchants of misery invade the privacy and dignity 
of individuals for profit, charging large sums to take down humiliating 
images.201  In one of the first U.S. right to be forgotten cases, the plaintiff 

195 See e.g., Jeffrey Rosen, The Right to Be Forgotten, 64 STAN. L. REV. ONLINE 88, 88 
(Feb. 13, 2012) (describing the right to be forgotten “as the biggest threat to the First 
Amendment”); Robert G. Larson III, Forgetting the First Amendment: How Obscurity-
Based Privacy and a Right to Be Forgotten Are Incompatible With Free Speech, 18 COMM. 
L. & POL'Y 91, 93 (2013) (arguing that “the European Union's proposed right to be 
forgotten -- and the obscurity model, generally -- is impermissibly antithetical to the 
American right of free speech and established First Amendment theories”). 

196 W. Gregory Voss and Celine Castets-Renard, International and Comparative 
Technology Law: Proposal for an International Taxonomy on the Various Forms of the 
‘Right to Forgotten’: A Study on the Convergence of Norms, 14 COLO. TECH. L.J. 281, 285 
(citing Franz Werro, The Right to Inform v. the Right to be Forgotten: A Transatlantic 
Clash, in Haftungsrecht im dritten Millennium [Liability in the Third Millennium] (Aurelia 
Colombi Ciacchi et al. eds., 2009) 285, 292 (Ger.)). 

197 Id. 
198 17 U.S.C. §230(c)(1). 
199 AMY GAJDA, THE FIRST AMENDMENT BUBBLE: HOW PRIVACY AND PAPARAZZI 

THREATEN A FREE PRESS 128-32, 206-21 (2015). 
200 Michael L. Rustad & Sanna Kulveska, Reconceptualizing the Right to Be Forgotten 

to Enable Transatlantic Data Flow, 28 HARV. J. L. & TECH 349, 397 (2015). 
201 Misery Merchants: How Should Online Publication of Explicit Images Without Their 

Subjects' Consent Be Punished?, THE ECONOMISt (July 5, 2014), 
http://www.economist.com/news/international/21606307-how-should-online-
publicationexplicit-images-without-their-subjects-consent-be; Sanna Kulevska, Who 
Owns the Right to Your Face? Websites Cash in on Internet Mugshots, CHILLING EFFECTS 
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contended that Google, Yahoo!, Bing and other defendants operating 
internet search engines “harmed his reputation by indexing websites that 
describe him in negative terms, and profited from the indexing.202 The court 
granted the search engine companies’ motion to dismiss on CDA Section 
230 grounds.203   

 
The EU’s right of erasure, in sharp contrast, applies to “every photo, 

status update, and tweet,”204 a policy which “could precipitate a dramatic 
clash between European and American conception of the proper balance 
between privacy and free speech.”205 The proper line between protecting 
individual privacy and the public’s right to know is extremely difficult to 
draw. An overly broad right to be forgotten may lead to censorship of the 
Internet or the improper suppression of historical truths.206 

 
2. The Right of Rectification  
 

Article 15 of the GDPR gives all data subjects a right of access to their 
personal data.207 Controllers must give subjects information about the 
length of the storage period; inform the data subjects of the length of the 
storage period, of their rights to rectification to erasure, and to lodge a 
complaint.208 Rectification is a data subject’s right to correct inaccurate 
information.209 In the U.S. sectorial statutes often give data subjects the 
right to correct information in their records.210  

(July 8, 2013), http://www.chillingeffects.org/weather.cgi?WeatherID=814 ("[E]ven if the 
mugshot sites are within their First Amendment right as a redistribution of public records, 
this general rule can be nullified by the fact that they are requiring money to have it taken 
down: 'Anybody who wants to exploit your image for commercial gain has to pay you, just 
like you're licensing copyright.'"). 

202 Manchanda v. Google et. al, 2016 WL 6806250 at *1 (S.D. N.Y. Nov. 16, 2016). 
203 Id. at *3 (reasoning that the CDA gives the search engines broad immunity from the 

these claims and that service providers are not liable for third party postings;  “This 
immunity attaches regardless of the specific claim asserted against the search engine, so 
long as the claim arises from the publication or distribution of content produced by a third 
party and the alleged injury involves damage to a plaintiff's reputation based on that 
content.”).  

204 Jeffrey Rosen, Right to Be Forgotten, 64 STAN. L. REV. ONLINE 88 (2012). 
205 Id. 
206 Rustad & Kulveska, Reconceptualizing the Right to Be Forgotten, Id. at 373. 
207 GDPR, Id. at art. 15. 
208 Id. at art. 16. 
209 The data subject’s right to rectification under the GDPR is imported from Article 

12(b) of the EU’s Data Protection Directive of 1995. Article 16 states: “The data subject 
shall have the right to obtain from the controller the rectification of personal data relating 
to them which are inaccurate.” Id. at art. 16. 

210 “Parents or eligible students have the right to inspect and review the student's 
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3. EU Consumers Have Rights Just Beginning to Evolve in the U.S. 

 
The GDPR introduces the data subject’s right to data portability, the 

right to transfer information from one electronic processing system to and 
into another, despite any opposition by the controller.211 A few U.S. federal 
statutes recognize the right of data portability.212 The GDPR provides the 
right to obtain one’s data in a commonly used electronic format from the 
controller on request. EU data subjects have a right to object to the use of 
their data for direct marketing.213 

 
EU data subjects have a specific right to be informed, free of charge, 

before their personal data are first disclosed to third parties or before they 
are used for direct marketing, and to object to such use.214 Article 21(1) 
gives data subjects a right to object unless the “controller demonstrates 

education records maintained by the school. …Parents or eligible students have the right 
to request that a school correct records which they believe to be inaccurate or misleading. 
If the school decides not to amend the record, the parent or eligible student then has the 
right to a formal hearing. After the hearing, if the school still decides not to amend the 
record, the parent or eligible student has the right to place a statement with the record 
setting forth his or her view about the contested information. U.S. Department of 
Education,  The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 
34 CFR Part 99,  https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html; See also, 
HHS.gov, Health Information Privacy, https://www.hhs.gov/hipaa/for-
individuals/medical-records/index.html (“If you think the information in your medical or 
billing record is incorrect, you can request a change, or amendment, to your record. The 
health care provider or health plan must respond to your request. If it created the 
information, it must amend inaccurate or incomplete information. If the provider or plan 
does not agree to your request, you have the right to submit a statement of disagreement 
that the provider or plan must add to your record.”). 
    211 “The data subject shall have the right to receive the personal data concerning him or 
her, which he or she has provided to a controller, in a structured, commonly used and 
machine-readable format and have the right to transmit those data to another controller 
without hindrance from the controller to which the personal data have been provided, 
where:  the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) 
of Article 9(2) or on a contract pursuant to point (b) of Article 6(1); and the processing is 
carried out by automated means”). GDPR, Id at art. 20(1). 
A few U.S. federal statutes recognize the right of data portability. See e.g.., The 
Communications Act of 1934, 47 U.S.C. § 251(b) (2) (Number portability) (“The duty to 
provide, to the extent technically feasible, number portability in accordance with 
requirements prescribed by the Commission”). 
   212 See e.g., The Communications Act of 1934, 47 U.S.C. § 251(b)(2) (Number 
portability) (“The duty to provide, to the extent technically feasible, number portability in 
accordance with requirements prescribed by the Commission”). 

213 GDPR, Id. at art. 21(2). 
214 Id. 
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compelling legitimate grounds for the processing which override the 
interests or fundamental rights and freedom of the data subject.”215  

 
Unlike Americans, EU citizens, have a right to object to profiling,216 

defined as: “any form of automated processing of personal data consisting 
of the use of personal data to evaluate certain personal aspects relating to a 
natural person, in particular to analyse or predict aspects concerning that 
natural person's work performance, economic situation, location, health, 
personal preferences, reliability, or behavior.”217  

 
The GDPR posits exceptions in certain cases such as contract 

performance, express authorization by EU or Member State law, or with a 
data subject’s consent.218 In contrast, the U.S. has not yet adopted a 
comprehensive data privacy rule addressing portability or profiling. 
However, some states have adopted limited rights such as California’s 
“eraser button” law allowing juveniles to delete their regretted postings.219  

 
The GDPR adopts the “principle of accountability” and describes in 

detail the obligation of the controller to demonstrate compliance by 
adoption of internal policies and mechanisms for ensuring such 
compliance.220 The United States has yet to enact a comprehensive statute 
governing data transfer, portability, or profiling. 

 
III. THE ‘D.C. EFFECT’ ON EUROPEAN DATA PROTECTION 

  
 A. How the U.S. Shapes EU Data Privacy Law  

  
The industry view that the GDPR is unilaterally driving U.S. privacy 

law is an overly deterministic interpretation of the Brussels Effect.  U.S. 
privacy law already aligns well with GDPR privacy doctrines. Key 
principles found in the EU’s omnibus privacy law were present in U.S. 
privacy law decades prior to the GDPR’s effective date.  It is more accurate 
to say the U.S. and EU share fundamental principles while allocating 
enforcement to different legal institutions. Under U.S. sectoral statutes, the 

215 Id.  
    216 Id. at art. 21.  

217 Id. at art. 4(4). 
218 Id. at art. 6. 
219 Senate Bill No. 568, Chapter 336, An act to add Chapter 22.1 (commencing with 

Section 22580) to Division 8 of the Business and Professions Code, relating to the Internet 
(Sept. 23, 2013).  

220 GDPR, Id. at Recital 78. 

20190602



rights afforded to data subjects parallel the rights afforded to data subjects 
under the GDPR.  

 
This part of the article provides evidence of a “D.C. Effect” on the 

GDPR as illustrated by the EU Commission’s extensive borrowing of 
concepts from U.S. law. The evolving global standard is actually a hybrid, 
combining some of the most effective enforcement features of U.S. tort law 
(D.C. Effect) with the more stringent privacy principles of EU law (Brussels 
Effect). The Trump Administration is developing its own “consumer data 
privacy policies, and the Commerce Department is meeting with big 
companies like Facebook, Comcast and Alphabet as it looks to eventually 
seeing the policies enshrined in legislation.”221  

 
        1. Consent as a Common Cornerstone 

 
     The GDPR requires data controllers to document verifiable 

consent.222  A written request for consent “must be presented in a manner 
clearly distinguishable from the other matters.”223 Article 7 of the GDPR 
requires data subject consent prior to the processing of personal data.224 
Article 7(3) allows data subjects to withdraw consent at any time.225 The 
Data Protection Directive, too, permitted the processing of personal data 
only when “the data subject has unambiguously given his consent.”226 
Similarly, the ePrivacy Regulation incorporates the GDPR principles of 
consent while including privacy by design requirements for facilitating 
consent: 

 
(1) The definition of and conditions for consent provided for under 
Articles 4(11) and 7 of Regulation (EU) 2016/679/EU shall apply.  
(2) Without prejudice to paragraph 1, where technically possible 
and feasible, for the purposes of point (b) of Article 8(1), consent 
may be expressed by using the appropriate technical settings of a 
software application enabling access to the internet. 
(3) End-users who have consented to the processing of electronic 
communications data as set out in point (c) of Article 6(2) and points 

221 Trump Administration Working on Consumer Data Privacy Policy, Reuters (July 27, 
2018), https://www.reuters.com/article/us-usa-internet-privacy/trump-administration-
working-on-consumer-data-privacy-policy-idUSKBN1KH2MK. 

222  GDPR, Id. at art. 7(a)(1). 
223 Id. at art. 7(2). 
224 Id at art. 7(1). 
225 Id. at art. 7(3). 

    226 Data Protection Directive, §7(a). 
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(a) and (b) of Article 6(3) shall be given the possibility to withdraw 
their consent at any time as set forth under Article 7(3) of Regulation 
(EU) 2016/679 and be reminded of this possibility at periodic 
intervals of 6 months, as long as the processing continues.227 
 

The principle of consent is also cornerstone of U.S privacy law.228 For 
example, the Fair Credit Reporting Act (FCRA) is a federal statute 
compelling credit-reporting agencies to ensure the information they gather 
and distribute is a fair and accurate summary of a consumer's credit 
history.229 The FCRA arms consumers with strong consent provisions if 
credit reports are used for employment purposes.230 A credit-reporting 
company may share credit reports when it has “reason to believe” that there 
is “a legitimate business need for the information.”231 

 
Similarly, HIPAA’s Privacy Rule, also referred to as Standards for 

Privacy of Individually Identifiable Health Information, and established 
national standards for the protection of certain health information.232 
HIPAA’s Privacy Rule requires a covered entity to obtain patient consent 
for uses and disclosures of protected health information for treatment, 
payment, and health care operations.233 HIPPA states that protected patient 
data cannot be disclosed without “authorization.”234 

 
2. Data Minimization 
 
The GDPR restricts personal data processing to data “collected for 

specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes.”235 Article 6 of the GDPR 
requires that personal data “be collected for specified, explicit and 
legitimate purposes and not further processed in a way incompatible with 

227 ePrivacy Regulation, Id. at art. 9. 
    228 See generally, Paul M. Schwartz & Karl-Nicolaus Peifer, Transatlantic Data Privacy 
Law, 106 GEO. L. J. 115, 152-155 (2017). 

229 15 U.S.C. § 1681.  
230 15 U.S.C. §1681(b)(B). 

231 15 U.S.C. §1681b (a)(F). 
232 “The HIPAA Privacy Rule establishes national standards to protect individuals’ 

medical records and other personal health information and applies to health plans, health 
care clearinghouses, and those health care providers that conduct certain health care 
transactions electronically.” Health & Human Services, HHS.gov, The HIPAA Privacy 
Rule, https://www.hhs.gov/hipaa/for-professionals/privacy/index.html. 

233 The HHS’s HIPAA Privacy Rule is found at 45 CFR Part 160 and Subparts A and E 
of Part 164. 
    234 45 C.F.R. § 164.508(a) (1). 

235 GDPR, Id. at art. 5(1) (b). 
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those purposes.”236 Under the GDPR, “businesses will be able to collect and 
process data only for a well-defined purpose. They will have to inform the 
user about new purposes for processing.237  

 
The U.S. recognized use limitations on personal data more than four 

decades ago in 1973 when the U.S. Department of Health, Education and 
Welfare released its Report calling for safeguards against data being 
collected and processed for one purpose and “used or made available for 
other purposes.”238  The HEW Report proposed the following safeguards to 
protect consumer privacy more than four decades before the GDPR was 
proposed: 
 
     There must be no personal-data record-keeping systems whose  
     very existence is secret.  
     There must be a way for an individual to find out what information  
      about him is in a record and how it is used.  
     There must be a way for an individual to prevent information  
      about him obtained for one purpose from being used or made  
     available for other purposes without his consent.239  
 
     The American Law Institute’s proposed Principles of the Law of Data 
Privacy propose a “use limitation” that provides: 
 
      (1). Personal data shall not be used in data activities unrelated to 
      those stated in the notice to individuals pursuant to the Notice    

236 Processing shall be lawful only if and to the extent that at least one of the following 
applies: the data subject has given consent to the processing of his or her personal data for 
one or more specific purposes; processing is necessary for the performance of a contract 
to which the data subject is party or in order to take steps at the request of the data subject 
prior to entering into a contract; processing is necessary for compliance with a legal 
obligation to which the controller is subject; processing is necessary in order to protect the 
vital interests of the data subject or of another natural person; processing is necessary for 
the performance of a task carried out in the public interest or in the exercise of official 
authority vested in the controller; processing is necessary for the purposes of the legitimate 
interests pursued by the controller or by a third party, except where such interests are 
overridden by the interests or fundamental rights and freedoms of the data subject which 
require protection of personal data, in particular where the data subject is a child. GDPR, 
Id. at art. 6, available at https://gdpr-info.eu/art-6-gdpr/. 
  237 European Commission, A New Era for Data Protection in the EU 
 What Changes After May 2018,  https://ec.europa.eu/commission/sites/beta-
political/files/data-protection-factsheet-changes_en.pdf/ 
  238 UNITED STATES DEPARTMENT OF HEALTH, EDUCATION AND WELFARE, RECORDS, 
COMPUTERS, AND THE RIGHTS OF CITIZENS (July 1973). 
  239 Id. at 41. 
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      Principle or otherwise disclosed to individuals. 
       
      (2). Personal data shall not be subject to an unrelated secondary 

use to which the individual has not consented unless there is a    
compelling reason to do so as specifically authorized or required by 
law.240 
 

The ALI Reporters cite numerous f U.S. statutes reflecting the GDPR 
norm of data minimization, including the federal Privacy Act, Fair Credit 
Reporting Act, Driver’s Privacy Protection Act, Cable Communications 
Policy Act, Gramm-Leach-Bliley Act and the Video Privacy Protection 
Act.241 The FTC’s Report on privacy issues in the Internet of Things 
adopts data minimization as a salient principle: 
 
The Commission staff also recommend that companies consider data 
minimization – that is, limiting the collection of consumer data, and 
retaining that information only for a set period of time, and not 
indefinitely. The report notes that data minimization addresses two key 
privacy risks: first, the risk that a company with a large store of consumer 
data will become a more enticing target for data thieves or hackers, and 
second, that consumer data will be used in ways contrary to consumers’ 
expectations.242 

 
The Gramm-Leach-Bliley Act (GLBA) already incorporated a data 

minimization principle restricting information from being used for other 
purposes.243 The Health Insurance Portability and Accountability Act 

240 American Law Institute, Principles of the Law: Data Privacy, Preliminary Draft 
No. 2 (March 8, 2018) at §7 at 17. 

241 Reporter’s Note to §7 at 17-18. 
  242 “The report takes a flexible approach to data minimization.  Under the 
recommendations, companies can choose to collect no data, data limited to the 
categories required to provide the service offered by the device, less sensitive data; 
or choose to de-identify the data collected.” Federal Trade Commission, Press 
Release, FTC Report on Internet of Things Urges Companies to Adopt Best 
Practices to Address Consumer Privacy and Security Risks: 

Report Recognizes Rapid Growth of Connected Devices Offers Societal Benefits, But Also 
Risks That Could Undermine Consumer Confidence (Jan. 27, 2015), 
https://www.ftc.gov/news-events/press-releases/2015/01/ftc-report-internet-things-urges-
companies-adopt-best-practices. 

243 The GLBA §6802(c) is titled: “Limits on reuse of information.” This section places 
limitations on whether financial information may be transferred to third parties: “Except 
as otherwise provided in this subchapter, a nonaffiliated third party that receives from a 
financial institution nonpublic personal information under this section shall not, directly or 
through an affiliate of such receiving third party, disclose such information to any other 
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(HIPAA) applies to health care providers and medical information. The 
Standards for Privacy of Individually Identifiable Health Information 
(HIPAA Privacy Rule) (45 C.F.R. Parts 160 and 164) have adopted data 
minimization principles.244 

 
The OECD’s Collection Limitation and Use Limitation Principles first 

recognized data minimization as a basic right: 
 
The collection of personal data and any such data should be obtained 
by lawful and fair means and, where appropriate, with the 
knowledge or consent of the data subject.245  

 
The OECD’s Use Limitation Principle requires the processor to disclose 
what personal data is gathered and to make it available to the data subject.246 
The OECD’s Purpose Specification Principle states that: 

 
The purposes for which personal data are collected should be 
specified not later than at the time of data collection and the 
subsequent use limited to the fulfilment of those purposes or such 
others as are not incompatible with those purposes and as are 
specified on each occasion of change of purpose.247 

 
Data minimization “is actually in stark contrast with things data-driven 

CEOs like Jeff Bezos at Amazon believed when he said ‘We never throw 
away data’”248 Observers deride the U.S.’ expansive approach to 

person that is a nonaffiliated third party of both the financial institution and such receiving 
third party, unless such disclosure would be lawful if made directly to such other person 
by the financial institution. 15 U.S.C. §6802 (c)). 

244 “HIPAA’s Privacy Rule requires covered entities to take reasonable steps to limit 
uses, disclosures, or requests (if the request is to another covered entity) of protected health 
information (PHI) to the minimum necessary to accomplish the intended purpose.” Health 
and Human Services, HHS.gov, How may the HIPAA Privacy Rule’s minimum necessary 
standard apply to electronic health information exchange through a networked 
environment? https://www.hhs.gov/hipaa/for-professionals/faq/545/how-may-hipaas-
minimum-necessary-standard-apply-to-electronic-information/index.html. 

245 OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal 
Data (2013) at Part 2, 7, 9, and 10 of the data processing principles, 
http://www.oecd.org/sti/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborde
rflowsofpersonaldata.htm. 

246 OECD Principles, Id. at Part 2(9). 
247 OECD Principles, Id. at Part 2(7). 

    248 Bernard Marr, Why Data Minimization Is An Important Concept In The Age of Big 
Data, FORBES (Mar. 16, 2016),  
https://www.forbes.com/sites/bernardmarr/2016/03/16/why-data-minimization-is-an-
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information privacy as “data maximization” versus Europe’s strict data 
minimization policy. The widespread sharing of personal information with 
third parties, without the knowledge of the data subjects, has led to calls for 
better control of personally identifiable data in the U.S.249 Nevertheless, 
data minimization originated in U.S. law decades before it was recognized 
in Europe.  The U.S. may have pioneered the concept of data minimization; 
however, this is an area of severe under enforcement.  

 
Seven out of ten smart phone applications share personally identifiable 

data with “third-party tracking companies like Google Analytics, the 
Facebook Graph API or Crashlytics such as advertisers.”250 Data 
minimization will grow in importance as “organizations are faced with 
more and more ways to collect more and more kinds of data, including and 
especially private, personally identifiable data.”251 The American Law 
Institute’s Proposed Principles of the Law of Data Privacy adopt a “use 
limitation” provision like the GDPR’s Article 6. Section 7. “Use 
Limitation” provides: 

 
Personal data shall not be used in data activities unrelated to those 
stated in the notice to individuals pursuant to the Notice Principle 
(Principle 4) or otherwise disclosed to individuals, Personal data 
shall not be subject to an unrelated secondary use to which the 
individual has not consented unless there is a compelling reason to 
do so specifically authorized or required by law.252 

important-concept-in-the-age-of-big-data/#55ee7fd71da4. 
249 “But the important step to remember is to stop and really read through what you’re 

agreeing to—even if sometimes it’s contained in a lengthy legalese agreement—before 
casually hitting the “continue” to log in using Facebook button. Typically, these apps want 
access to names, genders, and locations. But many apps dig deeper into personal 
preferences and friend networks. From here, all it takes is for the third-party app to sell the 
data to someone else, like behavior research firm Strategic Communication Laboratories, 
which is affiliated with Cambridge Analytica, the data firm that worked for Trump’s 
campaign. Facebook has cut down on the information it shares with third party apps. 
However, it has not been eliminated altogether.” This Is the Personal Data that Facebook 
Collects—And Sometimes Sells, FORTUNE, http://fortune.com/2018/03/21/facebook-
personal-data-cambridge-analytica/. 

250 Narseo Vallina-Rodriquez & Srikanth Sundaresan, Internet Privacy: 7 out of 10 
Smartphone Apps Are Sharing Your Data, New Study Reveals, NEWSWEEK (June 1, 2017), 
http://www.newsweek.com/online-privacy-data-driven-companies-facebook-and-google-
have-access-7-out-10-618782. 

251 Bernard Marr, Why Data Minimization Is an Important Concept in the Age of Big 
Data, FORBES (March 16, 2016), 
https://www.forbes.com/sites/bernardmarr/2016/03/16/why-data-minimization-is-an-
important-concept-in-the-age-of-big-data/#4b6bab7e1da4. 

252 Id. at §7, Use Restrictions. 

20190602



 
3. Privacy by Design 

 
The EU Data Protection Supervisor states that “data protection by 

design aims to build data protection and privacy into the design of 
processing operations and information systems, in order to comply with 
data protection principles.”253 The GDPR requires companies “to take into 
account the protection of the rights of individuals, both before and during 
their processing activities, by implementing the appropriate technical and 
organisation measures to ensure that they fulfil their data protection 
obligations.”254 In 2010, eight years before the GDPR adopted this 
preventive data protection strategy, the Federal Trade Commission rolled 
out its “privacy by design” rules. "Privacy by Design" was first advanced 
by the Information & Privacy Commissioner of Ontario, Canada.  

 
The Federal Trade Commission contends that privacy by design is 

critical to U.S. data protection and consumer privacy comparable to the 
EU’s GDPR.255 The “FTC has adopted that concept in the context of 
enforcement, as has the European Commission.”256 The FTC’s privacy by 
design strategy paved the way for the adoption of numerous GDPR 
principles, including consent, data minimization, reasonable security, and 
substantive privacy.257  

 
The FTC’s underlying jurisprudence is to encourage an entity’s 

software engineers and website designers to implement privacy by design 
rather than to place this responsibility in the hands of a data protection 
officer.258 For example, “Apple’s Safari browser blocks third-party tracking 
cookies by default. This feature is automatically turned on, making it easier 

253 European Data Protection Supervisor, Privacy by Design, 
https://edps.europa.eu/data-protection/our-work/subjects/privacy-design_en/. 
    254 Id. 
    255 Ira S. Rubinsteind & Nathaniel Good, Privacy by Design: A Counterfactual Analysis 
of Google and Facebook Privacy Incidents, 28 BERKELEY TECH. L.J. 1333, 1333 (2013). 

256 Jeff Scarpitti, Privacy by Design, INSIDE COUNSEL (June 2015) at 1 (available on 
Lexis/Nexis’ Legal News File). 

257 Remarks of Commissioner Edith Ramirez, Privacy by Design Conference: Privacy 
by Design and the New Privacy Framework of the U.S. Federal Trade Commission (Hong 
Kong June 13, 2012) at 2, 
https://www.ftc.gov/sites/default/files/documents/public_statements/privacy-design-and-
new-privacy-framework-u.s.federal-trade-commission/120613privacydesign.pdf. 

258 Id. at 2 (“But privacy by design cannot be reduced to hiring a chief privacy officer, 
mandating employees to watch a privacy training video or fill out a checklist, or inserting 
a privacy policy into an app…It must be something that an engineer or website developer 
instinctively thinks about when writing code or developing a new product”). 
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for consumers to prevent unwanted tracking of their activity across 
websites.”259 “Google, Twitter, and Mozilla, now offer SSL encryption by 
default in some of their online products and services.”260  

 
GDPR’s Article 25 imports the data protection principle of privacy by 

design from the U.S.261 Under the GDPR, data controllers “shall implement 
appropriate technical and organizational measures for ensuring that, by 
default, only personal data which are necessary for each specific purpose of 
the processing are processed.”262  

 
4. EU Privacy Principles Prefigured in U.S. Law 
 

Many of the core principles of the EU’s GDPR originated in U.S. law. 
“In 1973, the U.S. Department of Health, Education, and Welfare laid out 
five principles for data protection, known as the ‘Fair Information Practices 
(FIPs).'”263 These principles prefigured EU data protection law and are 
emblematic of the way data protection law are congruent: 

 
There must be no personal data record-keeping systems whose very 
existence is secret. 
There must be a way for a person to find out what information about 
the person is in a record and how it is used. 
There must be a way for a person to prevent information about the 
person that was obtained for one purpose from being used or made 
available for other purposes without the person's consent. 
There must be a way for a person to correct or amend a record of 
identifiable information about the person. 
Any organization creating, maintaining, using, or disseminating 
records of identifiable personal data must assure the reliability of 

259 Id. at 3. 
260 Id. 
261 GDPR, Id. at art. 25(1) (“taking into account the state of the art, the cost of 

implementation and the nature, scope, context and purposes of processing as well as the 
risks of varying likelihood and severity for rights and freedoms of natural persons posed 
by the processing, the controller shall, both at the time of the determination of the means 
for processing and at the time of the processing itself, implement appropriate technical and 
organizational measures, such as pseudonymisation , which are designed to implement 
data-protection principles, such as data minimization, in an effective manner and to 
integrate the necessary safeguards into the processing in order to meet the requirements of 
this Regulation and protect the rights of data subjects.”). 
 262 Id. at art. 25(2). 
 263 Griffin Drake, Navigating the Atlantic: Understanding EU Data Privacy Compliance 
Amidst a Sea of Uncertainty, 91 S. CAL. L. REV. 163, 167 (2017). 
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the data for their intended use and must take precautions to prevent 
misuses of the data.264 
 

The U.S. Department of Health Education and Welfare’s FIPs were later 
incorporated into the Organization for Economic Cooperation and 
Development (OECD) Principles that Europe relied upon in developing its 
data protection law:265  

 
The EU legal framework for data protection developed based on the 
Council of Europe’s Convention 108 that was elaborated in parallel 
with the OECD Guidelines. The Convention is a benchmark for 41 
states in Europe and offers protection to nearly 800 million people. 
The OECD Guidelines are mostly relevant as a global framework 
for interactions with partners around the world.266 
 
5. The GDPR Imports U.S. Style Enforcement 
 

In the EU, privacy by design is proactive but has rarely been 
incorporated into compliance actions.267 The GDPR’s strengthened 
enforcement mechanisms further align U.S. and EU privacy by design law. 
EU privacy reform empowers data subjects to file private lawsuits seeking 
damages against controllers and processors in violation of their privacy 
rights.268 Prior to the GDPR, the European Union has no equivalent to the 

264 EPIC.org, The Code of Fair Information Practices, 
https://www.epic.org/privacy/consumer/code_fair_info.html. 

265 “In 1980, the Organization for Economic Cooperation and Development (OECD) 
used these core HEW fair information principles and built upon them to create a set of 
eight Fair Information Practices codified in the OECD Guidelines on the Protection of 
Privacy and Transborder Flows of Personal Data. The OECD has historically created 
internationally-agreed upon codes, practices, decisions, recommendations, and policy 
instruments.  

These OECD guidelines form the basis of many modern international privacy 
agreements and national laws, and these eight principles from 1980 are referred to by the 
U.S. Government Accountability Office as key principles for privacy protection.” Pam 
Dixon, A Brief Introduction to Fair Information Practices, WORLD PRIVACY FORUM 
(2008), https://www.worldprivacyforum.org/2008/01/report-a-brief-introduction-to-fair-
information-practices/ 

266 Peter Hustinix, European Data Protection Supervisor (EDPS), 30 years after: the 
impact of the OECD Privacy Guidelines Joint ICCP-WPISP Roundtable (Mar. 10, 2010). 

 267 A 2011 FTC settlement with Google over its deceptive privacy policies also 
incorporated privacy by design with similar fines as in the Facebook Settlement. Remarks 
of Commissioner Edith Ramirez, Privacy by Design Id. at 8 (discussing See Google, Inc., 
FTC Docket No. C-4336 (Oct. 13, 2011) (complaint and consent order), available at 
http://www.ftc.gov/os/caselist/1023136/111024googlebuzzdo.pdf. 

268 GDPR, Id. at art. 82. 
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FTC’s hybrid public/private enforcement efforts. The GDPR strengthens 
enforcement by importing U.S. tort law concepts, including the right to 
pursue individual damages lawsuits, class actions, and wealth-based fines 
modeled on U.S. punitive damages law.   

 
Private enforcement of privacy laws was a concept that originated in the 

U.S.  The principal difference between the U.S. and EU concepts of privacy 
by design is the FTC’s role in enforcement as seen in a 2011 action against 
Rite Aid, a company with 4,900 retail pharmacy stores in the U.S,269 From 
late 2006 through 2008, Rite Aid “discarded materials containing personal 
information in clear readable text (such as pharmacy labels and employment 
applications) in unsecured, publicly-accessible trash dumpsters used by 
Rite Aid pharmacies on numerous occasions.”270  

 
Under the GDPR, European data subjects have, for the first time, gained 

the right to make complaints and seek the equivalent of punitive 
damages.271  For more than two hundred years, the wealth of the defendant 
has been considered a relevant basis for setting the amount of punitive 
damages in the U.S.  Wealth-sensitive fines can teach even multi-billion 
dollar information-age companies, like Facebook, Instagram, or Google, 
that violating EU data protection law does not pay.272 

 
Article 78 of the GDPR recognizes the right of data subjects to pursue 

a judicial remedy against a supervisory authority,273 while Article 79 of the 
GDPR concerns the right to a judicial remedy against a controller or 
processor.274 The benefit of U.S. privacy law lies in its robust record of 
enforcement, whereas, prior to the GDPR, Europe had strict data privacy 
rules with almost no enforcement of these laws.275  

 
The EU’s Data Protection Directive of 1995276 allowed individual data 

269 In the matter of Rite Aid Corporation, Docket No. 072-
3121,https://www.ftc.gov/sites/default/files/documents/cases/2010/07/100727riteaidcmpt
.pdf. 

270 In the Matter of Rite Aid Corporation, No. C-4308, Complaint at 1, 
https://www.ftc.gov/sites/default/files/documents/cases/2010/11/101122riteaidcmpt.pdf. 

271 Id. 
272 GDPR, Id. at art. 82 (permitting data subjects whose privacy was infringed to file suit 

against data controllers and processors seeking monetary damages). 
273 GDPR, Id. at art. 74. 
274 GDPR, Id. at art. 75. 

    275 Id. (enumerating significant FTC enforcement actions between 2015-2017). 
276 Directive 95/46/EC of the European Parliament and of the Council of 24 October 

1995 on the protection of individuals with regard to the processing of personal data and on 
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subjects to seek monetary damages.277 However, there was no role for data 
controller’s enforcement as is found in the GDPR.278  One of the most 
innovative aspects of GDPR’s emphasis on enforcement is the creation of 
supervisory authorities in each country, which are tasked with investigation 
and enforcement.279 “Each supervisory authority shall contribute to the 
consistent application of this Regulation throughout the Union.”280 The 
FTC’s role as overseeing privacy is the closest analogue to national 
supervisory authorities under U.S. law. 

 
6. Data Security Breach Notification  

 
The GDPR’s data breach notification framework was largely imported 

from the U.S.281 The U.S. recognized this right more than a decade ahead 
of the European Union. “The data-breach notification provisions of the 
GDPR were inspired by federal and state data-breach notification laws.”282 
“All fifty states, the District of Columbia, Guam, Puerto Rico and the Virgin 
Islands have enacted legislation requiring private or governmental entities 
to notify individuals of security breaches of information involving 
personally identifiable information.”283 These data security laws: 

 

the free movement of such data. 
277 Directive 95/46/EC, Id. at art. 23. 
278 “(1) Taking into account the nature, scope, context and purposes of processing as well 

as the risks of varying likelihood and severity for the rights and freedoms of natural 
persons, the controller shall implement appropriate technical and organisational measures 
to ensure and to be able to demonstrate that processing is performed in accordance with 
this Regulation. Those measures shall be reviewed and updated where necessary. 

(2) Where proportionate in relation to processing activities, the measures referred to in 
paragraph 1 shall include the implementation of appropriate data protection policies by the 
controller. 

(3) Adherence to approved codes of conduct as referred to in Article 40 or approved 
certification mechanisms as referred to in Article 42 may be used as an element by which 
to demonstrate compliance with the obligations of the controller. GDPR,” Id. at art. 24. 
   279 “Each Member State shall provide for one or more independent public authorities to 
be responsible for monitoring the application of this Regulation, in order to protect the 
fundamental rights and freedoms of natural persons in relation to processing and to 
facilitate the free flow of personal data within the Union (‘supervisory authority’).” GDPR 
Id. at art. 51(1). 
     280 Id. at art. 51(2). 

281 GDPR at arts 31, 32. 
282 Danielle Citrone, The Privacy Policymaking of State Attorneys General, 92 NOTRE 

DAME L. REV. 747, n. 327 (2016). 
283 National Conference of State Legislators, Security Breach Notification Laws, 

http://www.ncsl.org/research/telecommunications-and-information-technology/security-
breach-notification-laws.aspx. 
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typically have provisions regarding who must comply with the law 
(e.g., businesses, data/information brokers, government entities, 
etc.); definitions of “personal information” (e.g., name combined 
with SSN, driver’s license or state ID, account numbers, etc.); what 
constitutes a breach (e.g., unauthorized acquisition of data); 
requirements for notice (e.g., timing or method of notice, who must 
be notified); and exemptions (e.g., for encrypted information).284  

 
Twelve U.S. states have “introduced and passed legislation to expand data 
breach notification rules and to mirror some of the protections provided by 
Europe’s newly enacted General Data Protection Regulation.”285  

 
The GDPR obliges the controller and the processor to implement 

appropriate measures for the security of processing in ways that may be at 
variance with U.S. law.286 For example, under EU law, controllers have the 
duty to notify the supervisory authority within seventy-two hours of a 
security breach.287 The U.S. data breach notification laws, in contrast, 
generally employ the standard of reasonableness rather than a specific time-
period. A rigid rule may be inappropriate because it does not allow the law 
to accommodate to technological developments that may impact an entity’s 
ability to recognize that the data breach has occurred.   

 
The U.S. data breach notification statute governing customer’s financial 

information provides more comprehensive protection than the GDPR’s 
provisions.  Under the Gramm-Leach-Bliley Act (GLBA), financial 
institutions must conduct an audit and identify foreseeable risks to the 

284 Id. 
285 Jeewon Kim Serrato (US), Chris Cwalina (US), Anna Rudawski (US), Tristan 

Coughlin (US) and Katey Fardelmann, U.S. States Pass Data Protection Laws on the Heels 
of the GDPR, U.S. DATA PROTECTION REPORT (July 9, 2018). 
https://www.dataprotectionreport.com/2018/07/u-s-states-pass-data-protection-laws-on-
the-heels-of-the-gdpr/ (listing measures enacted in eleven states in addition to California’s 
state privacy statute enacted principally in mid-2018). 
https://www.dataprotectionreport.com/2018/07/u-s-states-pass-data-protection-laws-on-
the-heels-of-the-gdpr/. 

286  GDPR, Id. at art. 30. 
287 (1) In the case of a personal data breach, the controller shall without undue delay and, 

where feasible, not later than 72 hours after having become aware of it, notify the personal 
data breach to the supervisory authority competent in accordance with Article 55, unless 
the personal data breach is unlikely to result in a risk to the rights and freedoms of natural 
persons. (2) Where the notification to the supervisory authority is not made within 72 
hours, it shall be accompanied by reasons for the delay. The processor shall notify the 
controller without undue delay after becoming aware of a personal data breach.” GDPR, 
Id. at art. 33(1) (2). 
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security of customer data.288 HIPPA’s Security Rule requires physical 
safeguards for facility access controls, facility security plans, and other 
safeguards for workstations and record-keeping.289 

 
7. The U.S. Pioneered Laws Protecting Children’s Privacy 

 
The GDPR promulgates specialized rules for the lawfulness of the 

processing of personal data of children relating to information society 
services offered directly to them.290The Clinton Administration first 
expressed “concern about the use of information gathered from children, 
who may lack the cognitive ability to recognize and appreciate privacy 
concerns.”291 In 1998, Congress enacted The Children’s Online Privacy 
Protection Act (COPPA),292 making it illegal for companies to harvest 
personally identifiable information from children without consent of a 
parent.  

 
The COPPA Rule “applies to operators of commercial Web sites and 

online services (including mobile apps) directed to children under 13 that 
collect, use, or disclose personal information from children, and operators 
of general audience Web sites or online services with actual knowledge that 
they are collecting, using, or disclosing personal information from children 
under 13.”293 The amended COPPA Rule, which took effect on July 1, 
2013, also protects the privacy of children by making it illegal for companies 
to harvest personally identifiable information without their parents’ 
consent.294 COPPA’s sphere of application applies only to websites or online 
services that target children 13 or younger.295 

    288 16 C.F.R. §314.4(b)(2) (“Identify reasonably foreseeable internal and external risks 
to the security, confidentiality, and integrity of customer information that could result in 
the unauthorized disclosure, misuse, alteration, destruction or other compromise of such 
information, and assess the sufficiency of any safeguards in place to control these risks. At 
a minimum, such a risk assessment should include consideration of risks in each relevant 
area of your operations”…) 
     289 45 CFR 164.310 (Physical safeguards). 

290 GDPR at art. 8. 
 291 White House Release on Global Information Infrastructure (Doc 97-19408), 

reported in WORLDWIDE TAX DAILY (July 3, 1997). 
292 15 U.S.C.§1605. 

    293  FTC, Complying with COPPA (Apr. 13, 2013). 
    294  15 U.S.C. §§ 6501 et seq. 
    295 The Children’s Online Privacy Protection Act of 1998 (15 U.S.C. 6501, et seq.,) 
which prohibits unfair or deceptive acts or practices in connection with the collection, use, 
and/or disclosure of personal information from and about children on the Internet.” 16 
C.F.R. § 312(1)(2). 

20190602

http://www.westlaw.com/find/default.wl?ft=L&docname=15USCAS6501&rs=ap2.0&rp=%2ffind%2fdefault.wl&fn=_top&findtype=L&vr=2.0&db=1000546&wbtoolsId=15USCAS6501&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=L&docname=15USCAS6501&rs=ap2.0&rp=%2ffind%2fdefault.wl&fn=_top&findtype=L&vr=2.0&db=1000546&wbtoolsId=15USCAS6501&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=L&docname=16CFRS312&rs=ap2.0&rp=%2ffind%2fdefault.wl&fn=_top&findtype=L&vr=2.0&db=1000547&wbtoolsId=16CFRS312&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=L&docname=16CFRS312&rs=ap2.0&rp=%2ffind%2fdefault.wl&fn=_top&findtype=L&vr=2.0&db=1000547&wbtoolsId=16CFRS312&HistoryType=F


 
8. Collective Redress Under the GDPR 
 

The Achilles heel of pre-GDPR EU privacy law was that the EU 
Commission’s detailed rules lacked an effective enforcement mechanism. 
An academic critic states European data protection law traditionally has 
been overly broad, outdated, and under-enforced: 

 
Take data security breaches, for example: the broad, omnibus 
information requirements under existing European data 
protection laws have arguably always required companies to 
inform data subjects of security breaches, however, in practice 
European companies have rarely disclosed breaches. … In 
general, the European Union considers its own privacy law 
regime so deficient and outdated that it has recently proposed a 
complete overhaul, specifically referencing a need to update the 
rules on personal data in social media. Thus, it seems a myth 
that the European Union is somehow ahead of the U.S. in terms 
of social media privacy protections.296  
 

For the first time, EU data subjects are now armed with the ability to 
seek collective redress and to initiate investigations of data processors’ 
privacy practices.297 The preamble to the GDPR states a subsidiary purpose 
is to strengthen the rights and remedies of data subjects: 

 
Effective protection of personal data throughout the Union 
requires the strengthening and setting out in detail of the rights 
of data subjects and the obligations of those who process and 
determine the processing of personal data, as well as equivalent 
powers for monitoring and ensuring compliance with the rules 
for the protection of personal data and equivalent sanctions for 
infringements in the Member States.298 
 

The GDPR will bring European enforcement practices closer to the 
more vigorous mechanisms of the U.S. U.S. private attorneys general use 

296 Lothar Determann, Social Media Privacy: A Dozen Myths and Facts, STAN. TECH. L. 
REV. ¶ 9 (2012). 

297 GDPR, Id. at art. 77 (setting forth right to lodge complaints with supervisory 
authorities for infringement of the data subject’s rights); See also, GDPR, Id. at art. 79 
(right to effective judicial remedy).  

298 GDPR, at ¶11 of Prefatory Clauses. 
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class actions to advance the public interest in an efficient manner.299 Class 
actions permit data subjects with functionally equivalent complaints against 
a company to join in either a class suit or representative action where a 
federal court consolidates the complaints into a single proceeding. The 
European Data Protection Supervisor had recommended that class actions 
be adopted as a way of strengthening enforcement in 2010 but no action 
was taken at the time: 

 
Empowerment of data subjects requires, among others, the 
improvement of redress mechanisms: more options for the data subject 
to execute and enforce his rights, including the introduction of class 
action procedures, more easily accessible, and more effective and 
affordable complaints procedures and alternative dispute resolutions.300 
 
Article 80 of the GDPR provides for representation through lawsuits 

filed by not-for-profit associations to protect data subjects’ privacy 
rights.301 The GDPR gives European data subjects the right to lodge a 
complaint with a supervisory authority for misuses of their data. Article 77 
indicates that data subjects can apply personally, in addition to their right 
to be represented by non-profit organizations under Article 80. The GDPR, 
by permitting private lawsuits, may fill the EU’s large enforcement gap.302  

 

299 “The key institution is the plaintiff in the role of private attorney general who seeks 
civil recourse but also fulfills a broader purpose of identifying and punishing reckless 
corporate defendants who had previously evaded the attention of the public authorities.” 
Michael L. Rustad, Does the World Still Need United States Tort Law? Or Did It Ever?: 
Torts as Public Wrongs, 38 PEPP. L. REV. 433, 440 (2011); See also, THOMAS H. KOENIG 
& MICHAEL L. RUSTAD, IN DEFENSE OF TORT LAW (New York, New York: New York 
University Press, 2001). 

300 Peter Hustinix, European Data Protection Supervisor (EDPS), 30 years after: the 
impact of the OECD Privacy Guidelines, JOINT ICCP-WPISP ROUNDTABLE (Mar. 10, 
2010). 

301 GDPR, Id. at art. 80. 
     302 Article 82 of the General Data Protection Regulations gives data subjects to right to 
sue for monetary damages against controllers or processors: “(1) Any person who has 
suffered material or non-material damage as a result of an infringement of this Regulation 
shall have the right to receive compensation from the controller or processor for the 
damage suffered. (2) Any controller involved in processing shall be liable for the damage 
caused by processing which infringes this Regulation. 2A processor shall be liable for the 
damage caused by processing only where it has not complied with obligations of this 
Regulation specifically directed to processors or where it has acted outside or contrary to 
lawful instructions of the controller.” Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation) at art. 82. 
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Prior to the GDPR, the EU had not recognized class actions or other 
collective redress remedies of any kind. For example, in 2018, the European 
Court of Justice (ECJ) ruled an Austrian law student could not initiate a 
class action lawsuit against Facebook on behalf of other data subjects.303 
The ePrivacy Regulation does not explicitly recognize a mechanism for 
collective redress, but the Regulation incorporates through reference all 
rights and remedies granted under the GDPR.304  

 
The Explanatory Memorandum for the proposed GDPR stated that only 

“bodies, organizations or associations may lodge a complaint on behalf of 
the data subject or, in case of a personal data breach, independently of a 
data subject’s complaint.” However, this language is not found in the 
adopted GDPR, meaning that EU data subjects now have private and public 
enforcement mechanisms in the form of the ability to file; (1) individual 
complaints; and (2) complaints through data protection authorities. 
Commentators have generally overlooked the EU’s recognition of the data 
subject’s right to seek monetary damages against controllers and 
processors305 through proceedings closely paralleling U.S. class actions.  

 
Within hours of the enactment of the GDPR, a European data protection 

advocacy group, led by privacy activist Max Schrems, filed functionally 
equivalent data protection lawsuits against Facebook,306 Google,307 

303 “On January 25, 2018, the Court of Justice of the European Union (CJEU) ruled that 
Maximilian Schrems could not lead a collective-action lawsuit in his home country of 
Austria against Facebook.3 Schrems’ suit claims that Facebook committed numerous 
violations of applicable data protection provisions. The CJEU ruled that in a collective 
action, the plaintiff assigned the claims cannot benefit from the EU consumer forum rule, 
which would have allowed Schrems to bring the case in his home country, when the other 
members of the class are not themselves a party to the contract in question. Patrick Kane, 
GDPR—Collective Actions Under the Privacy Banner, THE WSGR DATA ADVISOR (Mar. 
26, 2018), https://www.wsgrdataadvisor.com/2018/03/gdpr-collective-actions/; See also, 
EU Top Court Dismisses Class Action Suit Against Facebook (Jan. 25, 2018), 
http://www.dw.com/en/eu-top-court-dismisses-class-action-suit-against-facebook/a-
42298391. 

304 “Without prejudice to any other administrative or judicial remedy, every end-user of 
electronic communications services shall have the same remedies provided for in Articles 
77, 78, and 79 of Regulation (EU) 2016/679.” ePrivacy Regulation, Id. at art. 21(1). 

305 GDPR, Id. at art. 82 (Right to compensation and liability). 
306 Complaint under Article 77(1), GDPR against Facebook. https://noyb.eu/wp-

content/uploads/2018/05/complaint-facebook.pdf. 
307 Complaint under Article 77(1), GDPR against Google (Android) https://noyb.eu/wp-

content/uploads/2018/05/complaint-android.pdf. 
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Instagram,308 and WhatsApp,309 claiming these U.S. social media giants 
violated the mandatory consent provisions of the GDPR.310 Contrary to the 
GDPR, these class action lawsuits each named an advocacy organization, 
noyb.eu, as class representative, seeking redress for coerced consent.311 The 
noyb.eu describes the four complaints as follows:  

 
The GDPR prohibits such forced consent and any form of bundling 
a service with the requirement to consent (see Article 7(4) GDPR) 
can no longer depend on whether a user gives consent to the use of 
data. On this issue, a very clear guideline of the European data 
protection authorities has already been published in November 
2017. 
 
Separation of necessary & unnecessary data usage. An end of 
“forced consent” does not mean that companies can no longer use 
customer data. The GDPR explicitly allows any data processing that 
is strictly necessary for the service – but using the data additionally 
for advertisement or to sell it on needs the users’ free opt-in consent. 
With this complaint, we want to ensure that GDPR is implemented 
in a sane way: Without just moving towards “fishing for consent”. 
 
Putting an end to annoying pop-ups. If the complaints of noyb.eu 
are successful, it will also have a very practical effect: Annoying 
and obtrusive pop-ups, which are used to claim a user’s consent, 
should in many cases be a thing of the past.312 
 

The class action complaint against Facebook “asks the regulator to 
impose ‘effective, proportionate and dissuasive’ fines as foreseen by 

308 Complaint under Article 77(1), GDPR against Instagram, https://noyb.eu/wp-
content/uploads/2018/05/complaint-instagram.pdf. 

309 Complaint under Article 77(1), GDPR against Whatsapp, https://noyb.eu/wp-
content/uploads/2018/05/complaint-whatsapp.pdf. 

310 “Very similar complaints were field with four authorities, to enable European 
coordination. In addition to the four authorities at the residence of the users, the Irish Data 
Protection Commissioner (link) will probably get involved in the cases too, as the 
headquarter of the relevant companies is in Ireland in three cases. GDPR: noyb.eu Filed 
Four Complaints Over “Forced Consent” Against Google, Instagram, WhatsApp and 
Facebook, (May 25, 2018), https://noyb.eu/. 

311 Max Schrems Files First Cases under GDPR Against Facebook and Google 
European Data Protection Bodies Vow to Work with Irish Colleagues on Complaints, 

Irish Times (May 25, 2018), https://www.irishtimes.com/business/technology/max-
schrems-files-first-cases-under-gdpr-against-facebook-and-google-1.3508177.  

312 GDPR: noyb.eu Filed Four Complaints Over “Forced Consent” Against Google, 
Instagram, WhatsApp and Facebook, (May 25, 2018), https://noyb.eu/. Id. 
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GDPR, which in Facebook's case could run to €1.3 billion ($1.5 billion).”313 
Allowing data subjects to seek monetary damages in class actions is the most 
significant D.C. Effect on EU data privacy law. Unlike the United States, the 
EU has no tradition of imposing wealth-based fines nor have they 
previously recognized the right of data subjects to file individual complaints 
through data protection authorities. However, both the GDPR and the 
ePrivacy Regulation impose wealth-based punishment to deter infringers.  
  
          9. Privacy Enforcement & Wealth-Based Punishment 
 

Companies in violation of the GDPR’s data privacy rules face wealth-
based fines of up to four percent of a company’s annual profit or €20 million 
euros, whatever amount is greater, for violating an order of the data 
protection authority.314 Evidence of the defendant’s financial circumstances 
is permitted in order to calibrate the most efficient level of deterrence. The 
EU’s $5.1 billion dollar fine against Google for anti-trust violations, in July 
2018, demonstrates that the threat of enormous GDPR fines must be taken 
seriously by corporate entities.315    
 

Most U.S. states permit the admissibility of the financial condition or 
wealth of the defendant to set the level of punishment necessary to achieve 
optimal deterrence.316 Punitive damages can be calibrated according to the 
wealth of the wrongdoer, as well as considering the actual or potential harm 
caused by the wrongdoing.317 Tort reforms, often championed by large 

313 Data Privacy Activist Wastes No Time in Filing GDPR Complaints Against 
Facebook, Google, Instagram, and WhatsApp, REUTERS (May 25, 2018), 
http://www.businessinsider.com/max-screms-gdpr-complaints-facebook-google-2018-5 

314 GDPR, Id. at 83(6) (General conditions for Imposing Administrative Fines) (“Non-
compliance with an order by the supervisory authority as referred to in Article 58(2) shall, 
in accordance with paragraph 2 of this Article, be subject to administrative fines up to 20 
000 000 EUR, or in the case of an undertaking, up to 4 % of the total worldwide annual 
turnover of the preceding financial year, whichever is higher.”). 

315 Allison Schiff, After Google’s $5 Billion Fine for Anti-Trust Violations, Will GDPR 
Be Next, adexchanger (July 18, 2018). https://adexchanger.com/privacy/gdpr-
enforcement-what-we-know-so-far/. 

316 Michael L. Rustad, Unraveling Punitive Damages: Current Data and Further 
Inquiry, 1998 WIS. L. REV. 15, 42-48 (1998) ("Punitive damages are based upon the wealth 
of the defendant in the vast majority of states . . . ."). 

317 Punitive damages awards may be calibrated to factors such as the wealth of the 
defendant, the potential harm of the defendant’s course of conduct, the degree of bad faith 
of the defendant’s actions, and any “larger pattern of fraud, deceit, and trickery,” TXO 
Production Corp. v. Alliance Resources Corp., 509 U.S. 443 (1993) (citing Pacific Mut. 
Life Ins. Co. v. Haslip, 499 U.S. 1 (1991). 
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corporate defendants,318 have resulted in significant limitations on the use 
of financial circumstances in setting the level of punitive damages 
throughout the U.S.319 Chart Two below reveals the maximum fine 
available against Facebook, Google, Instagram, and WhatsApp, based on 
the awards allowed by the GDPR in the cases discussed above.  

 
Chart Two: GDPR Maximum Fines in nyob.eu Actions 

 
U.S. Company Data Authority 

Where Action Was 
Filed 

Maximum 
Penalties320 

Facebook DSB (Austria) € 1.3 Mrd 
Google CNIL (France) € 3.7 Mrd 
Instagram DPA (Belgium) € 1.3 Mrd 
WhatsApp HmbBfDI(Hamburg) € 1.3 Mrd 

 
     

Fines for violating data protection orders could easily exceed the multi-

318 “Tort reformers seek to decouple corporate wealth from the punitive damages 
equation. They seek a system of punitive sanctions that treats everyone equally: the 
punitive damages paid by a drunk driver should be the same as those paid by a Fortune 
500 company… Wealth-sensitive punitive damages serve a deterrent function because that 
level of award that would punish an impoverished person would not "sting' a wealthy 
person or company.” Michael L. Rustad, The Closing of Punitive Damages' Iron Cage, 38 
LOY. L. A. L. REV. 1297, 1370 (2005) (documenting rules on limitations of wealth and 
financial condition of the defendant in punitive damages litigation across fifty-one 
jurisdictions). 

319 See, e.g., Alabama: So. Life & Health Ins. Co. v. Whitman, 358 So. 2d 1025, 1026-
27 (Ala. 1978); California: Cal. Civ. Code 3295(d); Maryland: Md. Code Ann., Cts. & Jud. 
Proc. 10-913(a) ("In any action for punitive damages for personal injury, evidence of the 
defendant's financial means is not admissible until there has been a finding of liability and 
that punitive damages are supportable under the facts."); Montana: Mont. Code Ann. 27-
1-221(7); Nevada: Nev. Rev. Stat. Ann. 42.005(4); North Dakota: N.D. Cent. Code Ann. 
32-03.2-11(3); Oregon: Or. Rev. Stat. 30.925(2). 

320 “EUR (or €) is the measuring unit. In English, ‘EUR’ (or the euro sign ‘€’) is placed 
before the figure, separated by a (non-breaking) space, e.g. EUR 30. In French and German 
the order is reversed, e.g. 30 EUR. Note also that English uses the singular of terms such 
as million if they relate to a currency such as EUR 10 million. In French 10 Mio EUR and 
10 Mrd EUR (without full stop) are used while German uses 10 Mio. EUR and 10 Mrd. 
EUR (with full stop). Try to avoid the term billion in all languages and replace it, if 
possible, by 1000 million, because the term means something different in (American) 
English (109) compared to German and French (1012). If it cannot be avoided, ‘bn’ may 
be used as an abbreviation for billion, but ‘mn’ should be avoided for million, as it has 
another meaning in the ISO system.” Eurostat, http://ec.europa.eu/eurostat/statistics-
explained/index.php/Tutorial:Symbols_and_abbreviations. 
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billion dollar awards imposed for violating EU competition law. In 2009, 
for example, the Commission imposed a €1.06bn fine against Intel for 
abusing its dominant position in x86 CPU market. In 2017, the European 
Commission imposed a €2.2bn fine against Google for “its abuse of its 
dominance of the search engine market in building its shopping comparison 
service.”321 Similar to U.S. punitive damages, GDPR Article 83(6) imposes 
fines based upon the wrongdoer’s annual turnover:  

 
Non-compliance with an order by the supervisory authority as 
referred to in Article 58(2) shall, in accordance with paragraph 2 of 
this Article, be subject to administrative fines up to €20 million 
euros, or in the case of an undertaking, up to 4% of the total 
worldwide annual turnover of the preceding fiscal year, whichever 
is higher.322 

 
In 2017, Amazon’s revenue was 178 billion U.S. dollars, up from 135.99 
billion U.S. dollars in 2016, approximately €152.3bn. Four percent of 
€152.3bn is €6.1bn, which is Amazon’s potential exposure for violating EU 
data protection law.  

 
IV. TOWARDS A GLOBAL DATA PROTECTION STANDARD 

 
A. GDPR as a Global Standard 

 
Most U.S. law school coverage about privacy is U.S. centric with almost 

no discussion of foreign or international developments. The Internet, by 
definition, is a global institution without territorial borders. David Post 
notes that “we talk about it as if it were [a place] and we experience it as if 
it were; we ‘visit websites and then we ‘leave’ them and ‘go to’ others; we 
meet people ‘on the Internet,’ we talk of ‘access,’ ‘portals,’ and ‘trapdoors.’ 
Logging in and logging on home pages and site maps.”323 The rapid 
expansion of the global consumer marketplace creates inevitable clashes 
between diverse legal traditions about legal norms.324  

321 Google Appeals Against EU's €2.4bn Fine Over Search Engine Results, THE 
GUARDIAN (Sept. 11, 2017), 
https://www.theguardian.com/technology/2017/sep/11/google-appeals-eu-fine-search-
engine-results-shopping-service. 

 322 GDPR, Id. at art. 83(6). 
       323 DAVID G. POST, IN SEARCH OF JEFFERSON’S MOOSE: NOTES ON THE STATE OF 
CYBERSPACE 1 (2009). 

324 The nation of Georgia was ranked first in the Business Software Alliance’s global 
survey of intellectual property violations with a 95% of software pirated followed by 
Bangladesh and Armenia with a 92% piracy rate. In 2008, worldwide software piracy 
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The Internet, by its very nature, is international, yet there is no uniform 

legal infrastructure protecting data wherever it resides or travels. The 
paradox is that the open Internet is one that disregards privacy.  Surveillance 
cameras, data brokers, sensor networks, and supercookies record how fast 
we drive, what pills we take, what books we read, what websites we 
visit.”325  The misuse of Internet-based surveillance tools threatens our 
society as much as telephone wiretaps in the first decades of the twentieth-
century when the tort of privacy was first recognized.  

 
The architecture of the Internet makes the location of the server 

irrelevant. “Access doesn’t depend on geography.”326 “Geographic 
indeterminacy is simply part of the network’s normal operation.”327 The 
General Data Protection Regulation is rapidly emerging as the core of a de 
facto global policy standard creating rights that are recognized wherever 
data is transferred or processed. The GDPR’s rules for: (1) data 
minimization, (2) data rectification, storage and processing limitations, (3) 
integrity, (4) confidentiality, (5) consent, and (6) a user's right to be 
forgotten, are being adopted around the world as described in this Part.   

 
1.  African Data Privacy Law Is Generally Undeveloped 
 
  South Africa’s data protection law, the Protection of Personal 

Information Act of 2013 (POPIA), and GDPR are functional equivalents in 
many respects but there are significant differences in specific data security 
rules.328 Angola has enacted data protection rules for sensitive data and 

broke the $50 billion mark. The highest aggregate piracy losses outside the U.S. were 
found in China, Russia, and India. 
     325 FRANK PASQUALE, THE BLACK BOX SOCIETY: THE SECRET ALGORITHMS THAT 
CONTROL MONEY AND INFORMATION 3 (2015). 
     326 LAWRENCE LESSIG, CODE AND OTHER LAWS OF CYBERSPACE, VERSION 2.0 (NEW 
YORK: Basic Books, 2006) at 16. 
     327 Dan L. Burk, Jurisdiction in a World Without Borders, 1 VA. J. L. & TECH. 3, 18 
(1997). 

328 A legal commentator notes most of the definitions of South Africa’s POPIA Act are 
close to the GDPR as are many provisions: “The problem is that they are slightly different 
in some very important ways. For example, regards security…The GDPR does not protect 
legal entities. It also does not create such serious penalties for failing to protect an account 
number. It exempts some SMEs from having to keep records…The GDPR also makes it 
obligatory for some organisations to have a data protection officer, whereas POPIA 
provides that every organisation has one by default. And it deals with the right to be 
forgotten and data portability. The GDPR has a definition of genetic data and requires data 
controllers to do data protection impact assessments. The fines are much bigger in the 
GDPR but there no criminal offences in the GDPR.” John Giles, Michalsons, What Does 
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transfers of data. However, the nation currently lacks any effective 
enforcement mechanism.329 Ghana’s data privacy law protects personal 
data and has special statutory provisions for the data of children.330 It 
requires organizations to appoint data protection officers and limits what 
personal information can be collected.331 Ghana also enacted a compulsory 
data breach notification statute requiring data processors to implement 
reasonable and appropriate security.332  
 

Many African countries have not taken significant steps toward 
compliance with the GDPR. For example, in Nigeria “only a small number 
of companies appear interested in setting up GDPR compliance 
processes.”333 Africa has the largest number of the least developed 
countries in the world, so it is not unexpected that the GDPR’s gravitational 
pull has been less than on other continents.334   Much of Sub-Saharan 
Africa, for example lacks wired broadband access, so there will be little 
need to update their privacy law to comply with the GDPR.335 

the GDPR mean for the POPIA Act? GDPR v. POPIA, (May 13, 2016), 
https://www.michalsons.com/blog/gdpr-mean-popi-act/19959. 

329DLA PIPER, DATA PROTECTION LAWS OF THE WORLD at 10 (2017), 
file:///C:/Users/elifk/Downloads/Data-Protection-Full.pdfO (“As mentioned above, the 
competent authority for the enforcement of Data Protection Law is the APD. the APD is 
not yet created, the level of enforcement is not significant at this stage”). 

330 DLA PIPER, DATA PROTECTION LAWS OF THE WORLD at 199 (2017), 
file:///C:/Users/elifk/Downloads/Data-Protection-Full.pdf. 

331 Id. at 200. 
332 Id. at 201. 
333 Enyioma Madubuike, GDPR: 7 Types of Nigerian Companies That Should Comply, 

TECHPOINT.COM, https://techpoint.ng/2018/05/31/gdpr-compliance-nigeria/. 
334  The United Nations classifies the Africa following African countries on its list of the 

least developed countries: Angola, Benin, Burkina Faso, Burundi, Cape Verde, Central 
African Republic, Chad, Comoros, Congo (Dem. Republic of the); Dijouti Equatorial 
Guinea, Eritrea, Ethiopia, Gambia, Guinea, Guinea-Bissau, Lesotho, Liberia, Madagascar, 
Malawi, Mali, Mauritania, Mozambique, Niger, Rwanda, Sao Tome and Principe, Senegal, 
Serra Leone, Somalia, Sudan, Tanzania, Togo, Uganda, and Zambia. Nationsonline.com, 
United Nations Classification of Less Developed Countries, 
http://www.nationsonline.org/oneworld/least_developed_countries.htm. 

335  This helps explain why the wired broadband access in Zambia is less than 1 percent 
of the population; even in South Africa, the richest country in Sub-Saharan Africa, barely 
above 3 percent of the population is connected in this way.” Arturo J. Carri, Having Your 
Cake and Eating It Too? Zero-rating, Net Neutrality and International Law, Chapter 4 in 
Agustina del Campo; Daphne Keller; Universidad de Palermo (Palermo, Buenos Aires, 
Argentina). Centro de Estudios en Libertad de Expresión y Acceso a la Información, 
TOWARDS AN INTERNET FREE OF CENSORSHIP II: PERSPECTIVES IN LATIN 
AMERICA (2017) (Agustina del Campo compiler) at 152, 
https://www.palermo.edu/cele/pdf/investigaciones/Towards_an_Internet_Free_of_Censor
ship_II_10-03_FINAL.pdf. 

20190602



 
2. Most Asian Countries Align With the GDPR 
 
Asian countries have been scrambling to become GDPR compliant as 

many companies on that continent render goods or services to EU 
consumers. China has 772 million Internet users in 2018 as compared to 
312 million Americans with Internet access.336 China enacted a 
cybersecurity law in 2017 that “requires critical information infrastructure 
operators (CIIOs) to store personal information and important data 
collected and generated within the territory of the PRC.”337 China’s new 
cybersecurity statute proposes to define: 

 
personal information as information that identifies a natural person 
either by itself or in combination with other information. The 
information may be recorded in either electronic or in any other form. 
The term includes a person’s name, address, telephone number, date of 
birth, identity card number and biometric identifiers.338 
 
China’s cybersecurity statute requires that data controllers obtain 

consumer’s consent “to transfer its personal information outside of China. 
This will apply even where the transfer is to an affiliate or to an overseas 
storage facility, e.g. in connection with the use of offshore cloud 
storage.”339 China does not recognize a right to be forgotten but gives 
Chinese data subjects the right to erase personal information posted on the 
Internet that violates their legal rights.340 
 

Asia Pacific region exporters like Japan, Hong Kong, and Philippines 
have been particularly active in adapting to the GPDR.341 Japan's new data 

336 Top 20 Internet Countries-2018, https://www.internetworldstats.com/top20.htm. 
337 Sara Xia, China Data Protection Regulations (CDPR), CHINA LAW BLOG (May 20, 

2018),https://www.chinalawblog.com/2018/05/china-data-protection-regulations-
cdpr.html. 

338 Richard Bird, Where Are We Now with Data Protection Law in China?  
https://www.freshfields.com/en-us/our-thinking/campaigns/digital/data/where-are-we-
now-with-data-protection-law-in-china/. 

339 Id. 
340 “Wei Yongzheng, a retired professor from the Shanghai Academy of Social Sciences 

and an expert in mass media law,” stated “that China does have something called a “right 
to erase.” “If citizens find their personal identity is revealed, private information is spread, 
or if other information that encroaches on their legal rights is found on the Internet, they 
have the right to request the network service provider to erase the relevant information.” 
Id. 

341 Matthew Pokarier, The EU General Data Protection Regulation and what it means 
for Australian business, Clyde&Co (Jun. 27, 2018), 
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protection statute went into effect on May 30, 2017 which made Japan the 
first country to be recognized as a EU ‘white listed’ jurisdiction.342 Japan 
and the EU have recently announced a GDPR safe harbor agreement, which 
is, in effect, an EU approval of Japan’s data protection regime.343 The Japan 
Supreme Court “issued its very first decision citing conditions for allowing 
for the deletion of information from internet search results, although its 
ruling made no mention of the “right to be forgotten.”344  

 
Japan’s data protection law differs in some respects from the GDPR.  

For example, Japan’s “APPI does not have express provisions dealing with 
jurisdiction and territoriality,” unlike the GDPR that has strong 
extraterritorial provisions. Japan does not recognize the institutions of data 
controllers and data processors.345 Japan and the EU “will continue their 
cooperation and aim by early 2018 to recognize each other as having 
adequate levels of personal data protection.”346  Hong Kong’s PDPO is the 
Office of the Privacy Commissioner for Personal Data (PCDP) that enforces 
the Personal Data (Privacy) Ordinance (Cap. 486) (PDPO).347  
 

In South Korea, “as of July 25, 2016, as a result of an amendment to 
PIPA, in instances Personal Data breaches caused by the Data Handler's 
intentional act or negligence, the Data Handler may be liable for three times 
the damages suffered.”348 “Singapore is planning to review its personal data 
protection laws to keep up with the changing technology landscape, such as 
the growing adoption of the Internet of Things (IoT) where seeking consent 

https://www.clydeco.com/insight/article/the-eu-general-data-protection-regulation-and-
what-it-means-for-australian. 

342 Kensaku Takase, GDPR Matchup: Japan’s Act on the Protection of Personal 
Information, IAPP PRIVACY TRACKER, https://iapp.org/news/a/gdpr-matchup-japans-act-
on-the-protection-of-personal-information/. 

343 EU Reporter Correspondent, European Union and #Japan Agree to Create the 
World’s Largest Area of Safe Data Flows, (July 20, 2018). 
https://www.eureporter.co/frontpage/2018/07/20/european-union-and-japan-agree-to-
create-worlds-largest-area-of-safe-data-flows/ . 

344 Court Decision May Fire Up ‘Right to be Forgotten’ Debate, JAPAN TIMES (Feb. 2, 
2017), https://www.japantimes.co.jp/news/2017/02/02/national/crime-legal/court-
decision-may-fire-right-forgotten-debate/#.W2YI2k2WyUk. 

345 Id. 
346 Kensaku Takase, GDPR Matchup: Japan’s Act on the Protection of Personal 

Information, IAPP PRIVACY TRACKER, https://iapp.org/news/a/gdpr-matchup-japans-act-
on-the-protection-of-personal-information/.  
   347 An Ordinance to protect the privacy of individuals in relation to personal data, and to 
provide for matters incidental thereto or connected therewith, 
https://www.elegislation.gov.hk/hk/cap486 

348 Takase, GDPR Matchup, Id. at 547. 
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from consumers for the collection and use of personal data may not be 
practical.”349 
 

India protects personal information “through Section 43-A and Section 
72-A of the Information Technology Act (2000) and the IT Rules (2011).350  
India’s Information Technology Act addresses: 

 
reasonable security practices and laws regulating the use and collection 
of personal data. The laws primarily regulate the processing of sensitive 
personal data or information (SPDI) which includes, among other 
things, financial information, medical information and sexual 
orientation. Non-SPDI is subject to very little regulation.351 
 
Further reducing these protections, the IT Rules only protect data 

collected at the first stage, i.e., when the data is collected from the 
individual to the entity doing the collection. Subsequent transfers from the 
original controller are not governed by the IT Rules.  

 
India’s Ministry of Communication and Information Technology 

released a press note in 2011 clarifying this and stating that India is in the 
process of bringing itself closer to compliance with the GDPR’s “gold 
standard” of data privacy protection352 by updating its data protection 
rules353 to meet its policy goal of Digital India.354 “India has been in dire 
need of a data protection law. The proposed statute aims to protect the 
digital rights of Indian citizens and addresses issues such as consent, 

349 Aaron Tam, Singapore to Review Data Protection Rules, COMPUTER WEEKLY (July 
28, 2018), ttps://www.computerweekly.com/news/450423530/Singapore-to-review-
personal-data-protection-rules. (considering new rules for notifying consumers of data 
breaches). 

350 Jasdeep Singh, Cross-Border Data Transfers in Privacy-Driven India, The Privacy 
Advisor, IAPP (Mar. 27, 2018), https://iapp.org/news/a/cross-border-data-transfers-in-
privacy-driven-india/ 

351 Id. 
352 Nicolaj Neilsen, GDPR: A Global ‘Gold Standard”?, EU Observer (May 31, 2018) 

(“EU officials and lawmakers like to say the general data protection regulation (GDPR) is 
setting a new global standard.”), https://euobserver.com/justice/141906. 
   353 The Information Technology Law of 2008, amending The Information Technology 
Act of 2000, 
http://meity.gov.in/writereaddata/files/downloads/it_amendment_act2008.pdf. 

354 Srikrishna Panel Submits Data Protection Bill to MEITY; No Word on Aadhaar, 
TECH2 (July 27, 2018), https://www.firstpost.com/tech/news-analysis/srikrishna-
committee-finally-submits-personal-data-protection-bill-to-meity-4836631.html. 
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protecting children’s rights in the digital age and at empowering citizens to 
fight for their digital rights.”355  

 
India’s rules for the transfer of personal data to other countries are 

similar to the GDPR’s requirements: 
 
The data collector must obtain the consent of the provider of the  
information for any transfer of sensitive personal information to any 
other corporate entity or person in India, or in any other country that 
ensures the same level of data protection as provided for under the 
Privacy Rules.356 
 
India’s data breach notification law also closely parallels those 

requirements of the GDPR: 

The Government of India, has established and authorised the 
Indian Computer Emergency Response Team (Cert-In), to collect, 
analyse and disseminate information on cyber incidents, provide 
forecast and alerts of cyber security incidents, provide emergency 
measures for handling cyber security incidents and coordinate cyber 
incident response activities. 

The Information Technology (the Indian Computer Emergency 
Response Team and Manner of Performing Functions and Duties) 
Rules, 2013 (Cert-In Rules) impose mandatory notification 
requirements on service providers, intermediaries, data centres and 
corporate entities, upon the occurrence of certain ‘cyber security 
incidents.357  

In July of 2018, India proposed a data protection statute with a right to 
be forgotten, security breach notification rules, and rules for the processing 
and storage of data congruent with the EU’s GDPR.358 “Indian IT/ITeS 

355 Id. 
    356 DLA Piper, Data Protection Laws of the World: India 
https://www.dlapiperdataprotection.com/index.html?t=transfer&c=IN. 
    357 Id. 

358 “The draft law equips data principals with a right to be forgotten. It has been criticised 
for not including the right to erasure. Here, erasure refers to the permanent deletion of 
personal data from its source. As the report highlights, the relevant distinction to be drawn 
is between a restriction on disclosure (like delinking from a search engine) and permanent 
removal from the fiduciary’s storage.” Sunetra Ravindran and Sohini Chatterjee, Data 
Protection Bill: How the Draft Law Has Circumvented Undesirable Private Regulation by 
Data Fiduciaries, Firstpost.com (Aug. 3, 2018), https://www.firstpost.com/tech/news-
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companies earn close to 30% of their revenue from European market and 
must adhere to the GDPR.”359  “India has been in dire need of a data 
protection law. The Bill aims to protect the digital rights of Indian citizens 
and addresses issues such as consent, protecting children’s rights in the 
digital age and at empowering citizens to fight for their digital rights.”360  

 
A human rights organization. Privacy International, concludes that 

“Pakistan is now in urgent need of data protection legislation that is not only 
intelligible but also fit for purpose.”361 This report recommends 
incorporating principles of individual’s consent for processing data in any 
new legislation, emphasizing that it is crucial to state this right in an 
unambiguous and intelligible manner. Moreover, the requirement of 
consent and consent withdrawal should be part of any data collection 
process.362  

 
Privacy International’s report describes the key attributes of Pakistan’s 

current data protection laws: 
 

1. Constitutional privacy protections: Article 14(1) of the 
Constitution of the Islamic Republic of Pakistan states that "[t]he 

analysis/data-protection-bill-how-the-draft-law-has-circumvented-undesirable-private-
regulation-by-data-fiduciaries-4888261.html. 

359 Cover Story - India Getting: GDPR Ready, BANKING FRONTIERS (July 17, 2018). 
360 Srikrishna Panel Submits Data Protection Bill to MEITY; No Word on Aadhaar, 

TECH2 (July 27, 2018), https://www.firstpost.com/tech/news-analysis/srikrishna-
committee-finally-submits-personal-data-protection-bill-to-meity-4836631.html. 

 
361 The Report called for best practices on data protection, using Pakistan as a case study: 

 
At a time, when digital surveillance promotes Orwellian, STASI like oppression, there 
is a dire need for pro-people, human rights-based principles and practices, which 
protect citizens online and offline. This is particularly important in the case of 
Pakistan, where different citizens’ databases and safe city projects pose a serious threat 
to civil liberties,…The research underscores the need of establishing a system of 
accountability for data breaches applicable to big data repositories such as the National 
Database and Registration Authority (NADRA) and the Safe City projects, which are 
the largest repositories of biometric and facial imprints of Pakistani citizens. 
 

Pakistan Needs Laws Which Protect the Public’s Data, PAKISTAN TRIBUNE (Jan. 31, 
2018), https://tribune.com.pk/story/1622506/1-pakistan-needs-laws-protect-publics-data/ 
(discussing “The “Electronic Data Protection in Pakistan” report, based on findings from 
Bytes for All — a human rights organisation and a research think tank with a focus on 
information and communication technologies”). 

362 Id. 
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dignity of man and, subject to law, the privacy of home, shall be 
inviolable." 
 
2. Data protection laws: Pakistan does not at present have direct data 
protection legislation. 
 
3. Data protection agency: Pakistan does not at present have a data 
protection authority. 
 
4. Recent scandals: Interception across Pakistani networks is 
pervasive; some of it is also unlawful, according to investigative and 
media reports. 
 
5. ID regime: Pakistan has one of the world's most extensive citizen 
registration regimes. This is run by the National Database & 
Registration Authority (NADRA).363 
 

Privacy International expresses particular concern about widespread 
government surveillance: 

 
Pakistan has a deplorable track record on internet issues, as it 
continues to carry out widespread mass surveillance, filtering and 
censorship of cyberspace. In recent months, researchers have found 
active presence of Netsweeper, an internet firewall that resulted in 
a mass URL filtration in Pakistani cyberspace with dire 
consequences for many rights including freedom of expression. It 
has been over a year since YouTube was banned and more recently 
a secret censorship arrangement was also exposed between 
Facebook and the Government of Pakistan. The command and 
control servers for the digital surveillance technology FinFisher 
have been also found in Pakistan.364 
 
The least developed Asian countries have not enacted data 

protection laws,365 or have privacy laws that are out of date.  “In Indonesia, 

363 Privacy International, State of Privacy: Pakistan, 
https://privacyinternational.org/state-privacy/1008/state-privacy-pakistan. 

364 Privacy International, Online Surveillance Becomes a Priority for the Human Rights 
Council, as Pakistan Joins the Wrong Side of the Debate, 
https://privacyinternational.org/press-release/1517/online-surveillance-becomes-priority-
human-rights-council-pakistan-joins-wrong. 

365 Afghanistan,  Bangladesh,  Bhutan,  Cambodia, Lao PDR, Maldives, 
Myanmar, Nepal, Timor-Leste and Yemen are classified as the least developed countries 
of Asia. Nationsonline.com, United Nations Classification of Less Developed Countries, 
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as of the date of this publication there is no general law on data protection. 
However, there are certain regulations concerning the use of electronic 
data.”366 Inspired by the GDPR, the West Asian nation of Turkey is 
currently in the process of instituting privacy by design and data 
minimization regulations paralleling the EU Directive.367  

 
 
3. Central America’s Data Protection Developments 
 
Most Central American countries have not begun to revise their data 

protection laws or practices to comply with the GDPR, but there are a few 
exceptions. Mexico has made the greatest progress in strengthening its data 
protection. “Both the Mexican Regulations to the Federal Data Protection 
Law Held by Private Parties and the EU GDPR focus on when using new 
technologies is likely to result in a (high) risk to the privacy or to the rights 
and freedoms of natural persons.” 368 
 

Honduras’ Constitutional protection of Habeas Data, gives “individuals 
the right 'to access any file or record, private or public, electronic or hand 
written, that contains information which may produce damage to personal 
honour and family privacy. It is also a method to prevent the transmission 
or disclosure of such data, rectify inaccurate or misleading data, update 
data, require confidentiality and to eliminate false information. This 
guarantee does not affect the secrecy of journalistic sources.'”369 Honduras 

http://www.nationsonline.org/oneworld/least_developed_countries.htm. 
366 DLA PIPER, DATA PROTECTION LAWS OF THE WORLD at 258 (2017), 

file:///C:/Users/elifk/Downloads/Data-Protection-Full.pdf. 
367 “Article 12 of the Law numbered 6698 creates the infrastructure of the privacy by 

design and by default approach. Also, it is likely to find influences of such approach in 
guidelines and documents concerning the protection of personal data published by the 
Board. The regulations relating to the protection of personal data in Turkey are prepared 
based on the Directive, however the enactment of the GDPR will have a major impact on 
the existing regulations and practices. We anticipate that such kind of principles of the 
GDPR will be implemented in Turkey in the next periods.” Nazil Gozde Cakmak & Sisem 
Aklan, Turkey: Privacy by Design and by Default Approach Under Turkish Data 
Protection Law, Mondaq: Connecting Knowledge & People, MONDAQ.COM (June 25, 
2018). 
http://www.mondaq.com/turkey/x/712466/Data+Protection+Privacy/Privacy+By+Design
+And+By+Default+Approach+Under+Turkish+Data+Protection+Law. 

368 Miguel Recio, GDPR Matchup: Mexico's Federal Data Protection Law Held by 
Private Parties and its Regulations, IAPP.ORG (June 8, 2017), https://iapp.org/news/a/gdpr-
matchup-mexicos-federal-data-protection-law-held-by-private-parties-and-its-
regulations/. 

369 DLA PIPER, DATA PROTECTION LAWS OF THE WORLD at 224 (2017), 
file:///C:/Users/elifk/Downloads/Data-Protection-Full.pdf.(discussing Law for 
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recently enacted a statute that “enables the access of any person to all the 
information contained in public entities, except that which is classified as 
'Confidential.' It also extends the Constitutional Protection of Habeas Data 
and forbids the transmission of personal information that may cause any 
kind of discrimination or any moral or economic damage to people.”370 
 

“The development of data privacy regulation in Costa Rica is divided 
among two laws (the "Laws"). The first law is Law No. 7975, Undisclosed 
Information Law, which makes it a crime to disclose confidential/personal 
information without authorization. The second law is Law No. 8968, 
Protection in the Handling of the Personal Data of Individuals, and its by-
laws were enacted regulate the activities of companies that administer 
databases containing personal information. Therefore, its scope is 
limited.”371  

 
4. Eastern and Central Europe 
 
Russia adopted its first data protection law in 2006 and amended it 

significantly in 2015. These laws will probably be judged to not be GDPR 
compliant. “The notable highlight of these amendments is the requirement 
to store personal data of Russian citizens in databases physically located in 
Russia.”372 Critics contend that this is a major step away from data privacy. 
“In Russia, the security services can intercept any communications they 
like, from the biggest email service Mail.ru to the social network Vkontakte. 
Once the new law went into force, they would be able to do the same with 
international platforms.”373 Bulgaria, the Czech Republic, Croatia, Estonia, 
Hungary, Latvia, Lithuania, Poland, Romania, Slovakia and Slovenia are 
members of the EU where the GDPR is in effect. 

 

Transparency and for Access to Public Information (Article 3.5, Decree 170-2006)). 
370 Id.  
371 Id. at 102. 
372 Volha Samasiuk, CIPP/E, CIPP/US, CIPM, When the GDPR is Not Quite Enough: 

Employee Privacy Considerations in Russia, Belarus, and Ukraine IAPP (May 27, 2018), 
https://iapp.org/news/a/when-the-gdpr-is-not-quite-enough-employee-privacy-
considerations-in-russia-belarus-and-ukrainE/ (noting “the increased power of the Federal 
Service for Supervision of Communication, Information Technology and Mass Media 
(Roskomnadzor), and its recent focus on enforcement activities.”). 

373 “In reality, the law had nothing to do with data protection. The real goal was to 
make international technology companies subject to Russian communications law, under 
which all Internet service providers and network hosts in the country must provide the 
Russian security services with direct and unrestricted access to their servers.” Andrei 
Soldatov and Irina Borogan, Putin Trolls Facebook: Privacy and Moscow’s New Data 
Laws, FOREIGN AFFAIRS (Nov. 3, 2015). 
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5. The GDPR is In Effect in Europe 
 
“The General Data Protection Regulation (Regulation (EU) 2016/679) 

(‘GDPR’) is a European Union law which entered into force in 2016 and, 
following a two year transition period, became directly applicable law in all 
Member States of the European Union on 25 May 2018, without requiring 
implementation by the EU Member States through national law.”374 The 
EFTA countries—Iceland, Lichtenstein, and Norway--have agreed to adopt 
the GDPR Regulation, but this is not yet finalized. “All businesses in the 
Channel Islands will be affected as new Guernsey and Jersey laws have 
come into force to adopt the GDPR into domestic legislation.375  
Guernsey376 recently enacted a GDPR compliant statute.377 The Data 
Protection Law (DPL) implements provisions equivalent to those in the EU 
General Data Protection Regulation.378 

 
6. Data Protection Development in the Middle East 

 
Relatively few Middle Eastern countries, with the notable exception of 

Israel, target EU consumers so the Brussels Effect is relatively insignificant.  
Most Middle Eastern countries do not have a law that regulates protection 
of personal data.  In traditionalist Moslem countries, complying with GDPR 
is problematic because Sharî’a legal principles are based on the Quran’s 
moral precepts. These religious principles can conflict with the more 
individualistic personal privacy rights valued in Western nations:   

 
Shari'a principles (that is, Islamic principles derived from the Holy 
Quran and the Sunnah, the latter being the witnesses' sayings of the 
Prophet Mohammed), which although not codified, are the primary 
source of law in the [Kingdom of Saudi Arabia]. In addition to Sharî’a 

374 Id. at 25. 
375  Carey-Olsen, GDPR, https://www.careyolsen.com/services/regulatory/gdpr. 

   376 ‘Under its Protocol 3 relationship with the EU Guernsey is part of the customs 
territory which allows for the free movement of goods. For most purposes the islands are 
treated as third countries and outside of the EU.” Protocol 3 to the UK’s Act of Accession, 
https://gov.gg/CHttpHandler.ashx?id=3464&p=0.  
   377 Data Protection (Bailiwick of Guernsey) Law, 2017, effective May 25, 2018 (DPL), 
https://www.gov.gg/article/162379/The-Data-Protection-Bailiwick-of-Guernsey-Law-
2017 
   378 The DPL is designed to implement provisions equivalent to those in the EU General 
Data Protection Regulation, which also came into force on May 25, 2018. The DPL 
repealed Guernsey's previous data protection law, the Data Protection (Bailiwick of 
Guernsey) Law, 2001, along with its amending ordinances and related regulations. See 
Projet de  Loi, The Data Protection (Bailiwick of Guernsey) Law, 
2017http://src.bna.com/zY1. 
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principles, the law in the KSA consists of secular regulations passed by 
government, which is secondary if it conflicts with Sharî’a principles. 
At this time, there is no specific data protection legislation in place in 
the KSA (although we understand that a new freedom of information 
and protection of private data law is under review by the Shura 
Council).379 

 
A few Middle Eastern countries have proposed GDPR-friendly data 

privacy reforms. Israel has the most advanced data protection laws in the 
region.  Numerous laws protect the privacy of citizens in Israel such as: 
 
   The Basic Law: Human Dignity and Liberty, 5752 - 1992; the 
 Protection of  Privacy Law, 5741-1981 and the regulations 
 promulgated thereunder (the 'PPL') and the guidelines of the Israel 
 Privacy Authority.380  
 
Israel has recently enacted Data Security Regulations and updated 
Outsourcing Guidelines which expand protections for outsourced 
processing of personal data, “even prior to entering into a data transfer 
agreement between the database owner and the data recipient and the 
requirements to be included therein.”381 
 

  Egypt does not have a data protection law though, “there are some 
piecemeal provisions in connection with data protection in different laws 
and regulations.”382 Egypt has proposed a number of statutes addressing 
“state surveillance and the transfer and processing of data, including (i) 
draft law regarding the combat of the electronic and information crimes; 
and (ii) draft law regarding cyber security.”383 Qatar recently enacted a data 
protection law that captures certain aspects of European-style data 
protection and privacy.384  

 
7. GDPR Compliance in North America 
 

    Parts I and II of this article have documented that many GDPR 

379 DLA PIPER, DATA PROTECTION LAWS OF THE WORLD at 224 (2017), 
file:///C:/Users/elifk/Downloads/Data-Protection-Full.pdf. 

380 Id. at 278. 
381 Id. at 281. 
382 Egyptian Data Protection Law, in DLA Piper, DLA PIPER, DATA PROTECTIONS 

OF THE WORLD at 162 
https://www.dlapiperdataprotection.com/index.html?c=GH&c2=AR&t=law. 

383 Id. at 148. 
384 Id. at 478-81. 
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innovations such as security breach notification and wealth-based fines 
originated in the United States.  The U.S.’s fragmented privacy regime 
consists of approximately twenty sector specific or medium-specific 
national privacy or data security laws, and hundreds of such laws among its 
fifty states and its territories. The Federal Trade Commission is the chief 
data protection constable punishing companies for privacy policies deemed 
to be unfair or deceptive trade practices. The FTC has used this authority to 
pursue companies that fail to implement reasonable minimal data security 
measures, fail to live up to promises in privacy policies, or frustrate 
consumer choices about processing or disclosure of personal data.”385  

 
A few states have enacted GDPR compliant statutes. California, for 

example, enacted “the ‘Privacy Rights for California Minors in the Digital 
World’ known as the ‘eraser’ law.’”386 One commentator argues that this 
“law illustrates … strong political support (at least in some states) for 
enactment of Internet protections, which may include some form of the 
“right to be forgotten.”387 
 

    Canada's Personal Information Protection and Electronic Documents 
Act (PIPEDA) adopts GDPR standards for consent, transparency, and 
information security. “With respect to openness/transparency, generally 
Canadian Privacy Statutes require organisations make information about 
their personal information practices readily available.”388 All Canadian 
Privacy Statutes require that personal data is accurate especially if disclosed 
to another organization.389 “While the Canadian Charter of Rights provides 
constitutional protection to fundamental freedoms such as freedom of 
expression, Canada has also adopted data protection laws, which are similar 
to the European Directive 95/46/EC.”390 The right to be forgotten is 
recognized in Canadian privacy law.391    
 
          8. Oceania Data Protection Development 

385 Id. at 628. 
386 Steven C. Bennett, Is America Ready for The Right to Be Forgotten, 88-JAN N.Y. 

ST. B.J. 10 (Jan. 2016) (available on Westlaw’s law review and journal database). 
387 Id. 
388 Turkey, Privacy by Design, Id. at 81. 
389 Id. 
390 Eloise Gratton; Jules Polonetsky, Droit a L'Oubli: Canadian Perspective on the 

Global Right to Be Forgotten Debate, 15 J. ON TELECOMM. & HIGH TECH. L. 337 (2017). 
391 Mike Wagner; Yun Li-Reilly, Right to Be Forgotten, 72 ADVOCATE (Vancouver) 

823, 826 (2014) (The right to be forgotten as a concept existed in fact, in Canadian legal 
thinking, long before the European court's ruling. The B.C. privacy commissioner has 
referred to the right to be forgotten more than once in support of decisions.”). 
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    Australia and New Zealand are the only countries in this region with 

advanced data protection statutes.  The least developed countries of Oceania 
such as Fiji, Kiribati, Marshall Islands, Micronesia, Naru, Palau, Papua 
New Guinea, Samoa, and the Solomon Islands have not enacted data 
protection statutes. Australia is updating their data privacy regulations to 
become GDPR compliant. In 2018, Australia392 enacted breach notification 
laws that parallel the GDPR. “There is currently no obligation to report 
breaches to affected individuals or to the OAIC, however, from 22 February 
2018 entities with existing obligations to comply with the APPs under the 
Privacy Act must comply with mandatory reporting requirements under the 
mandatory data breach notification regime.”393   

 
 
New Zealand has strong “privacy laws that give individuals some power 

over how accessible their private information is to the public.”394 “The New 
Zealand privacy laws have been found ‘adequate’ by the EU, though they 
are currently being reformed to become even more robust.”395 All 
Australian and New Zealand companies holding or processing the personal 
data of people residing in the EU will be required to comply with the GDPR 
or stop doing business in the world’s largest single market. 

 
9. Data Protection Reform in South America 

 
Most South American countries do not have modern data privacy rules 

congruent with the EU, but there are exceptions. Argentina and Uruguay 
are the South American countries closest to compliance with the GDPR’s 
“gold standard” of data privacy protection.396 Argentina has adopted a large 
number of GDPR principles including rules for the transfer of personal data 

392 Jim Lennon and Edward Odendaal, Data Breach Notification to Become Mandatory 
in Australia from 22 February 2018, DATA PROTECTION REPORT (Feb. 7, 
2018),https://www.dataprotectionreport.com/2018/02/data-breach-notification-to-
become-mandatory-in-australia-from-22-february-2018/  

393 Matthew Pokarier, Australia: The EU General Data Protection Regulation And What 
It Means For Australian Business, MONDAQ BUSINESS BRIEFING (July 5, 2018). 

394 New Zealand Law Society, Privacy Week 2016 - A ‘Right to be Forgotten’? (May 
12, 2016), https://www.lawsociety.org.nz/news-and-communications/latest-
news/news/privacy-week-2016-a-right-to-be-forgotten. 

395 What New Zealand Marketers Need to Know About the GDPR, Marketing 
Association, https://www.marketing.org.nz/GDPR. 

396 Nicolaj Neilsen, GDPR: A Global ‘Gold Standard”?, EU Observer (May 31, 2018) 
(“EU officials and lawmakers like to say the general data protection regulation (GDPR) is 
setting a new global standard.”), https://euobserver.com/justice/141906. 
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to third parties.397 Argentina “enacted the “Personal Data Protection Law 
Number 25,326 (the 'PDPL')”in October 2000.398 The European 
Commission ruled in 2003 “that Argentina provides an ‘adequate’ level of 
protection of personal data, in line with the Data Protection Directive 
(95/46/EC).”399  

 
Under the Argentine Data Protection Regulations (ADPR), “personal 

data is defined as any type of information of any kind that refers to 
individuals or legal entities, whether identified or identifiable by an 
associative process. The ADPR protects all personal data, not only sensitive 
data.”400 Argentina courts are predisposed to recognizing the right to be 
forgotten.401 In Argentina, a large number of right to be forgotten requests 
have been litigated but mostly reversed by its highest court: 

 
Although celebrity clients achieved several victories over Google and 
Yahoo, the Supreme Court of Argentina, in late 2014, struck a blow to 
the right to be forgotten when it decided against the model María Belén 
Rodriguez. The court held that search engines do not have a general 
obligation to obscure or hide search results linking individuals such as 

397 Id. (Purpose proportionality. Personal data collected for processing must be relevant 
and not excessive in relation to the scope and purpose for which it was obtained; Data 
accuracy. Personal data collected for processing must be correct and accurate. It must also 
be updated, corrected, or deleted as necessary; this is in addition to the data subjects' right 
to request this; Purposes restriction. Data collected for processing must not be used for 
any purpose other than the purpose it was collected for; Confidentiality. Those responsible 
or involved in any part of the data processing are bound by the duty of confidentiality; 
Access right. Data must be stored in a way that enables data subjects to exercise their right 
of access.”). 
   398 Law No. 25,326 on Protection of Personal Data (Personal Data Protection Law, or 
PDPL) 

399  DLA PIPER SURVEY, Id. 
400 Florencia Rosati, Mariel M. Marcet and Martin Beccar Varela, Estudio Beccar 

Varela, with Practical Law, Data Protection in Argentina: Overview, PRACTICAL LAW 
Country Q&A 3-586-5566 (2018). “(Purpose proportionality. Personal data collected for 
processing must be relevant and not excessive in relation to the scope and purpose for 
which it was obtained; Data accuracy. Personal data collected for processing must be 
correct and accurate. It must also be updated, corrected, or deleted as necessary; this is in 
addition to the data subjects' right to request this; Purposes restriction. Those responsible 
or involved in any part of the data processing are bound by the duty of confidentiality; 
Access right. Data must be stored in a way that enables data subjects to exercise their right 
of access.”). 

401 See Edward L. Carter, Argentina's Right to Be Forgotten, 27 EMORY INT'L L. REV. 
23, 35 (2013) (“Argentina's courts appear willing at this point to grant celebrity plaintiffs 
an effective right to control use of their images online even if not broadly instituting a new 
right to be forgotten.”). 
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Rodriguez to objectionable websites.  
 
       However, the court did allow that a search engine may be obligated, 
upon a specific request, to remove results that include child 
pornography or information that would facilitate criminal conduct. 
Leguizamón and his partner, Alejandro Arauz Castex, did not concede 
that the battle over the right to be forgotten was over, even after the 
Supreme Court decision.402 
 
Although Brazil currently has no comprehensive data privacy law, 

Brazilian President Michel Temer signed into law Lei Geral de Proteção 
de Dados or LGPD (Law 13,709/2018) on Aug. 14, 2018.403 Brazil 
approved a new data protection law that incorporates the GDPR standard of 
data minimization.404 Brazil is considering adopting “a right to be forgotten: 
“It is required, by request of any citizen or person involved, to remove links 
from Internet search engines that make reference to irrelevant or outdated 
data.”405 Brazil is working to enact a GDPR-inspired online data protection 
law.   

 
In 2017, Chile began to update its outdated data protection law.406 

Chile’s draft data protection law “provides rights for data subjects including 
access, rectification, cancellation, opposition and portability.”407 Chile’s 
new data protection regime recognizes “A Personal Data Protection 
Agency” “ensuring compliance with rules on personal data processing, and 
subject to the monitoring of the President of the Republic via the 
Department of the Treasury.”408 

 
Colombia, the third largest economy in Latin America “has passed and 

402 Edward L. Carter, The Right to Be Forgotten, COMMUNICATION (Nov. 2016), 
http://communication.oxfordre.com/view/10.1093/acrefore/9780190228613.001.0001/acr
efore-9780190228613-e-189. 

403 Lei Geral de Proteção de Dados or LGPD (Law 13,709/2018) on Aug. 14, 2018. 
404 Brazil Approves New Data Protection Law, leader’s league (July 31, 2018), 

https://www.leadersleague.com/en/news/brazil-approves-new-data-protection-law. 
(“Private and public entities may only collect and store data which is necessary for the 
provision of services. All parties will be subject to auditing by the newly created National 
Data Protection Authority and could face penalties reaching up to R$50 million.”). 

405 Perkins Coie, Albert Gidari, Jr., My Vote for Privacy Person of the Year JD SUPRA 
(Dec. 3, 2014).  

406 Lucia Bobadilla & Paulina Silva, The Proposed Revision of Chile's Data Protection 
Act, IAPP.ORG  Privacy Tracker, https://iapp.org/news/a/the-proposed-revision-of-chiles-
data-protection-act/. 

407 Id. 
408 Id. 

20190602

https://www.leadersleague.com/en/news/brazil-approves-new-data-protection-law


implemented various privacy laws and regulations, including Law 1581 in 
2012, Decree 1377 in 2013, Resolution 20752 in 2013, Law 1712 in 2014 
and Decree 886 in 2014.”409 “Further, Colombia is looking to fit into the 
global marketplace by establishing itself as a jurisdiction where data 
protection and privacy are taken seriously.”410  

 
In Uruguay, “the data processor should obtain prior documented 

consent from the individual or entity whose information is being 
processed.”411 “Personal data can only be transferred to a third party for 
purposes directly related to the legitimate interests of the transferring party 
and the transferee; and with the prior consent of the data subject. However, 
such consent may be revoked.412 In 2001, the Venezuelan Supreme Court 
“set forth an interpretation of Articles 28 (right to access official records) 
and 60 (right to the protection of privacy) of the Constitution. This leading 
decision (a) determined the privileged information that is protected under 
constitutional standards; and (b) established a habeas data process and the 
information that may be subject to such process.”413  

 
Governments in several countries in the region are accused of using 

malware to spy on their citizens: 
 

As to the use of malware, some reports issued by Citizen Lab from the 
University of Toronto and by Derechos Digitales NGO, reveal that 
several States in the region (Chile, Ecuador, Paraguay, Venezuela, 
Mexico, Honduras, Colombia and Brazil) have acquired platforms from 
two companies (Hackin Team and Gamma Group), that are able to 

409 Article 15 of the Colombian Constitution of 1991/Law 1266 of 2008 /Law 1273 of 
2009/Law 1581 of 2012; See generally, Joseph Mazzella, Colombia: Is a Data Protection 
Officer Required for Compliance? IAPP.ORG:  PRIVACY TRACKER, 
https://iapp.org/news/a/colombia-is-a-data-protection-officer-required-for-compliance/. 

410 Id. 
411 Alec Christy et al., Uruguay: Data Protection Laws of the World Handbook (2d 

ed.),  Mondaq: Connecting Knowledge with People (April 12, 2013) 
http://www.mondaq.com/Uruguay/x/231656/data+protection/Data+Protection+Laws+of
+the+World+Handbook+Second+Edition+Uruguay 

412 “Additionally, the data subject must be informed of the purpose of the transfer, as 
well as of the identity of the recipient. However, the prior consent of the data subject is not 
necessarily required when the personal data to be transferred is limited to: name, surname, 
identity card number, nationality, address, and date of birth.” Id. 
413 Data Protection Enforcement in Venezuela, Global Compliance News 
https://globalcompliancenews.com/data-privacy/data-protection-enforcement-in-
venezuela/ (describing the core principles of Venezuelan data protection law). 
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infiltrate malware into the digital devices of certain people to spy on the 
devices and the information captured by them.414 

 
10. Data Privacy in the Caribbean 

 
The Caribbean functions as a hub for the global financial industry, with 

citizens from all over the world investing and moving their money 
throughout the region. The Caribbean Hotel and Tourism Association 
(CHTA) is emphasizing the importance of GDPR compliance because large 
numbers of EU consumers vacation in the region.415 “Businesses 
throughout the Caribbean have paid very little notice to the GDPR, with 
few aware of the implications the new regulations may have on their 
organisation.”416 
 

B. The Evidence for an Emerging Global Privacy Standard 
 

Our global data protection survey reveals the rise of a GDPR-inspired 
privacy standard that is harmonizing data control practices in democratic-
industrial countries, often described as the "First World." The GDPR is in 
effect in all twenty eight countries of the EU and the three EFTA countries.  
This includes many of the former communist-socialist states, the "Second 
World" of developed nations.417 North America is largely GDPR compliant 
as is Japan.418 Australia is bringing its data protection laws in alignment 
with the GDPR. 

 

414 Daniel Álvarez Valenzuela & Francisco Vera Hott, Cybersecurity and Human Rights 
in Latin America, Chapter 2 in Agustina del Campo; Daphne Keller; Universidad de 
Palermo (Palermo, Buenos Aires, Argentina). Centro de Estudios en Libertad de Expresión 
y Acceso a la Información, TOWARDS AN INTERNET FREE OF CENSORSHIP II: 
PERSPECTIVES IN LATIN AMERICA (2017) (Agustina del Campo compiler) at 152, 
https://www.palermo.edu/cele/pdf/investigaciones/Towards_an_Internet_Free_of_Censor
ship_II_10-03_FINAL.pdf. 

415 Cloud Carib, The Offshore Cloud Computing Blog, How the GDPR will affect 
Organisations in the Caribbean, Cloud Carib (May 23, 2018), 
https://info.cloudcarib.com/blog/how-the-gdpr-will-affect-organisations-in-the-caribbean.  

416 Id. 
417 Bulgaria, Croatia, Czech Republic, Estonia, Finland, Hungary, Latvia, Lithuania, 

Poland, Romania, Slovakia and Slovenia are members of the EU, where the GDPR is now 
in effect. 

418 “The term "First World" refers to so called developed, capitalist, industrial countries, 
roughly, a bloc of countries aligned with the United States after World War II, with more 
or less common political and economic interests: North America, Western Europe, Japan 
and Australia.” Nationsonline.com, First, Second and Third World, 
http://www.nationsonline.org/oneworld/third_world_countries.htm. 
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Third World countries have generally have non-existent or weak data 
protection laws.419 “The term Third World includes as well capitalist (e.g., 
Venezuela) and communist (e.g., North Korea) countries, as well as very 
rich (e.g., Saudi Arabia) and very poor (e.g., Mali) countries.”420  
 
     The countries least involved in the world economy are unlikely to 
become GDPR compliant in the near future because they offer few goods 
or services to Europe or the United States.421“What is clear is that the World 
Wide Web is becoming more segmented, with different rules in different 
countries and regions that go far beyond the Chinese firewall or Iranian 
Internet isolation.”422  As a result, most of the world’s least developed 
countries either have no data protection or segmented data privacy rules 
unaligned with the U.S/EU data privacy synthesis.    

 
The evolving U.S./EU hybrid global data standard is dual public private 

enforcement. The vast majority of developed countries recognize the 
concept of data subject consent and many countries specify even greater 
protections for sensitive data. Advanced countries generally provide data 
subjects with a mechanism for correcting or rectifying incorrect 
information. Countries are increasingly enacting statutory remedies such as 
wealth-based fines to deter organizations from misusing personal 
information. Wealth-calibrated fines make even the most powerful 
company think twice before violating data subjects’ privacy rights.   

 

419  “The least developed countries (LDCs) are a group of countries that have been 
classified by the UN as ‘least developed’ in terms of their low gross national income (GNI), 
their weak human assets and their high degree of economic vulnerability.” Less developed 
countries will generally have:  (1)  Low-income criterion based on a three-year average 
estimate of the gross national income (GNI) per capita (under $750 for inclusion, above 
$900 for graduation); (2) Human resource weakness criterion involving a composite 
Human Assets Index (HAI) based on indicators of: (a) nutrition; (b) health; (c) education; 
and (d) adult literacy; and (3) Economic vulnerability criterion based on indicators of the 
instability of agricultural production; the instability of exports of goods and services; the 
economic importance of non-traditional activities (share of manufacturing and modern 
services in GDP); merchandise export concentration; and the handicap of economic 
smallness.” Nationsonline.com, United Nations Classification of Less Developed 
Countries. http://www.nationsonline.org/oneworld/least_developed_countries.  

420 Id. 
421 “Third World Countries classified by various indices: their Political Rights and 

Civil Liberties, the Gross National Income (GNI) and Poverty of countries, the Human 
Development of countries (HDI), and the Freedom of Information within a country.” Id. 

422 Dan Lohrman, GDPR in the USA: What’s Next? LOHRMANN ON CYBERSECURITY & 
INFRASTRUCTURE (May 27, 2018), http://www.govtech.com/blogs/lohrmann-on-
cybersecurity/gdpr-in-the-usa-whats-next.html. 
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The emergent standard holds data processors responsible for ensuring 
data protection when collecting and processing personally identifiable data. 
Many developed countries utilize data protection supervisors or their 
equivalent to ensure compliance.423 Data minimization obligations are 
widely recognized. This standard requires organizations to limit the use, 
retention, and disclosure of personal information to the relevant purposes.    

 
         Google has voiced concern that the "right to be forgotten" (RTBF) is 
spreading from “Europe to other areas of the world.”424 Our survey of 
global data protection developments finds evidence that the RTBF is being 
adopted by countries outside of Europe, although the rate of acceptance is 
lower than for other GDPR data subject rights. The Australian Law Reform 
Commission, for example decided not to adopt this doctrine425 and 
American legal experts often reject it as a violation of the First Amendment. 
However, a recent study of U.S. privacy decisions concludes that a 
“surprising number of modern cases from United States courts, including 
the nation's highest court, that support the idea that a Right to Be Forgotten 
(RTBF) exists on U.S. shores.”426  
 
          U.S. courts are increasingly predisposed to removing posted 
information.427 Professor Amy Gajda argues that the RTBF:428 

 
must be cabined by presuming newsworthiness, a word defined in 
journalism's ethics codes in a way that parallels at least in some part 

423 GDPR, art. 56(1). 
424 “Google now says it's worried that the right to be forgotten could expand beyond the 

EU. "We have done our best to comply responsibly, but we disagreed with the ruling in 
Europe and would have concerns about this principle being exported to other jurisdictions," 
Google said in a recent filing with the National Telecommunications and Information 
Administration.” Wendy Davis, Google Warns Against Possible Expansion Of 'Right To 
Be Forgotten’ MEDIA POST: POLICY BLOG (July 25, 2018), 
https://www.mediapost.com/publications/article/322815/google-warns-against-possible-
expansion-of-right.html?edition=110222. 

425 Angela Lavoipierre and Stephen Smiley, The Nightmare of Mopping up Your Online 
Reputation and the 'Right to be Forgotten', ABC PREMIUM NEWS (Australia) (July 24, 
2018) (noting that “the Australian Law Reform Commission had previously considered 
whether to recommend the introduction of a "right to be forgotten" in Australia and decided 
against it.”).  

426 Amy Gajda, Privacy,Press, and the Right to Be Forgotten in the United States, 93 
WASH. L. REV. 201, 204 (2018).  

427 Id. 
428 Id. 
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the legal standard. Without such limitation, any Right to Be 
Forgotten will significantly erode freedom of the press.429 
 

The right to be forgotten may yet achieve global acceptance. In 2017, 
the Karnataka High Court in India “passed a landmark order while hearing 
a writ petition, wherein the Court Registry was directed to ensure that an 
internet search made in the public domain would not bring up the applicant's 
name in a previous criminal order passed by the same High Court.”430  

 
The High Court observed:  
 
This is in line with the trend in western countries of 'right to be forgotten' 
in sensitive cases involving women in general and highly sensitive cases 
involving rape or affecting the modesty and reputation of the person 
concerned.' Internet footprints are all pervasive, and removal of content 
from the internet is often a technical impossibility.431  
 

Nevertheless, the High Court's landmark approach suggests that the Indian 
judicial system is sympathetic to efforts “to recognize and assist in the 
upholding of an individual's right to privacy.”432    
 

“The expression ‘right to be forgotten’ (RTBF) appeared in a 1992 court 
ruling in Colombia.”433 A 2017 report on Freedom of Expression by a team 

429 Id; cf. Compare, e.g., David Rodin, There Is No Right to Be Forgotten, 
www.huffingtonpost.com (Feb. 10, 2015) (“[T]here is no right to be forgotten. There is not 
even a right to be remembered fairly.”); Julian Hattem, Should the U.S. Have Right to Be 
Forgotten?, www.thehill.com (May 15, 2014) (“A U.S. version of what Europeans call the 
‘right to be forgotten’ seems impossible in this country[.]”). 

430 Right to be Forgotten: The Way Forward, ASSAM TRIBUNE (India) (Feb. 27, 2017). 
431 Id. 
432 Id. 
433 “For a long time, the concept referred to the situation of people reported as debtors, 

people in arrears or individuals who had committed a crime. During the XX century, the 
subject was studied under the framework of the right to information, reputation and human 
dignity in relation to individuals, credit risk entities and the State.’ Nonetheless, the debate 
in the early XXI century was enriched with new elements and circumstances.  On the one 
hand, elements as Internet and freedom of expression were added.”  Nelson Remolina 
Angarita, Right to Be Forgotten in Cyberspace? International Principles and 
Considerations about Latin American Regulations, Chapter 6 in in Agustina del Campo; 
Daphne Keller; Universidad de Palermo (Palermo, Buenos Aires, Argentina). Centro de 
Estudios en Libertad de Expresión y Acceso a la Información, TOWARDS AN 
INTERNET FREE OF CENSORSHIP II: PERSPECTIVES IN LATIN AMERICA (2017) 
(Agustina del Campo compiler) at 152, 
https://www.palermo.edu/cele/pdf/investigaciones/Towards_an_Internet_Free_of_Censor
ship_II_10-03_FINAL.pdf. 
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of Latin American scholars urged the governments in Latin America to 
consider the applicability of the EU’s right to be forgotten: 

 
(1) governments in the Americas face these questions head-on; 
(2) that courts  and authorities throughout the hemisphere work 
to apply the existing and hard-fought inter-American standards 
protecting the freedom of expression; (3) that a transatlantic 
dialogue be initiated to discuss the right to be forgotten online; 
and (4) that governments search for alternative legal and 
technological mechanisms to protect privacy so as to limit the 
tensions while taking into account the very real concerns that the 
right to be forgotten attempts to address.434 

In short, our international survey shows considerable movement toward a 
data protection consensus among the First World nations and many of their 
principal trading partners. The multinational effort to achieve GDPR-
compliance has the potential to create the basis for a truly global data 
privacy regime.  

  
CONCLUSION:  

 
As technological advances enable the harvesting of ever larger 

quantities of personal data, sophisticated controls on the collecting, 
processing, and transfer of big data have become increasingly necessary. 
The General Data Privacy Regulation was enacted to protect the personal 
privacy of EU residents against the threat posed by the collectors and 
disseminators of large scale analytics. In July 2018, the European 
Parliament passed a non-binding resolution to suspend the EU/U.S. privacy 
shield that permits U.S. organizations to transfer data between the world’s 
two largest trading blocs.  

 
The Trump Administration is resisting EU pressure to enact policies to 

conform to the GDPR’s privacy rules, viewing these European actions as a 
unilateral imposition of foreign mandates on American corporations. The 
Donald Trump’s revised policies may make compromise data privacy 
solutions more difficult to achieve.  Trump’s FTC opposes recognition of 
the right to be forgotten.435 Nevertheless, even if the federal government 

434 Brief: Freedom Of Expression - Paper Looks At ‘Right To Be Forgotten’ In Latin 
American Context, INTELLECTUAL PROPERTY WATCH (Nov. 15, 2017), 2017 WL 6326636. 

435 FTC Commissioners Wary of Right to Be Forgotten, WOLTERS KLUWER ANTITRUST 
LAW DAILY (September 21, 2015) at 2015 WL 5521857 (“FTC Commissioners Terrell 
McSweeny, a Democrat, and Maureen Ohlhausen, a Republican, said they were both wary 
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weakens consumer privacy laws, the convergence between U.S. and EU law 
has a high probability of evolving over time into a global solution to 
divergent national privacy laws.  

 
This article has countered the Trump Administration’s misperception, 

using empirical evidence to demonstrate that the GDPR is actually a legal 
hybrid that borrows heavily from long established American legal doctrine. 
Commentators who typecast the EU/U.S. divide as reflecting diametrically 
opposed legal approaches fail to recognize that convergent forces are 
harmonizing EU and U.S. data protection law. The extraterritorial impact 
of the GDPR is unlikely to lead to an all-out Transatlantic Data War because 
much of the GDPR originated in U.S. law and is clearly compatible with 
long-standing American privacy norms and remedies. 

   
      Most multi-national private and public entities stand to benefit greatly 
from the efficiencies created by a globalized privacy protection policy.  
Without a unified data control standard, there is the specter of multiple 
cyberspace Checkpoint Charlies that could fragment the Internet into an 
inefficient “splinternet.”  In the past several months, major U.S. information 
companies have pledged to comply with the GDPR and, in some cases, 
extend the Resolution’s protections to citizens around the world. Our global 
survey shows that at least twenty countries are currently updating their 
privacy laws to become GDPR compliant. 

 
      Many difficulties remain to be overcome, but the GDPR is rapidly 
evolving into the transnational gold standard of data protection, applicable 
to all domestic and cross-border transfers of personally identifiable data. 
The GDPR, as a bilateral synthesis of U.S. and EU privacy law, provides 
an important step toward the development of an international data control 
policy for the age of the Internet.    
 
 

of any move in the U.S. toward “right to be forgotten” rules that the European Union has 
embraced for online content, saying that the First Amendment would make such rules 
unworkable.”). 
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Article 8: Right to respect for private and family life:  
(1) Everyone has the right to respect for his private and family life, his home and 

his correspondence.  
(2) There shall be no interference by a public authority with the exercise of this 

right except such as is in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety or the 
economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health or morals, or for the protection of the rights and 
freedoms of others. 
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Article 10  

Freedom of expression 

1. Everyone has the right to freedom of expression. This right shall include freedom to hold 

opinions and to receive and impart information and ideas without interference by public 

authority and regardless of frontiers. This Article shall not prevent States from requiring the 

licensing of broadcasting, television or cinema enterprises. 

2. The exercise of these freedoms, since it carries with it duties and responsibilities, may be 

subject to such formalities, conditions, restrictions or penalties as are prescribed by law and are 

necessary in a democratic society, in the interests of national security, territorial integrity or 

public safety, for the prevention of disorder or crime, for the protection of health or morals, for 

the protection of the reputation or rights of others, for preventing the disclosure of information 

received in confidence, or for maintaining the authority and impartiality of the judiciary. 
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READING: LEE BYGRAVE, DATA PRIVACY LAW: AN INTERNATIONAL PERSPECTIVE ("BYGRAVE)" (2014),  

Pages 86-97 
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86 International Data Privacy Codes

Comment 16 lays down some but not all of the data privacy guarantees inher-
ent in Article 17.   216     

     2.    ECHR Article 8   

 Whereas ICCPR Article 17 is framed essentially in terms of a prohibition 
on ‘interference with privacy’, ECHR Article 8 is framed in terms of a right 
to, inter alia, ‘respect for private life’ followed by an enumeration of criteria 
permitting interference with that right:

   1.   Everyone has the right to respect for his private and family life, his home, and 
correspondence. 

  2.   Th ere shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic soci-
ety in the interests of national security, public safety or the economic well-being of 
the country, for the prevention of disorder or crime, for the protection of health or 
morals, or for the protection of the rights and freedoms of others.   

 Over a long series of cases, the European Court of Human Rights (ECtHR) 
has gradually reached a standpoint in line with the broad thrust of General 
Comment 16.   217    Its jurisprudence on data privacy, though, is richer and more 
exacting than the latter, and has had more tangible eff ect in improving data 
privacy, both nationally and internationally. Its greatest practical contribution 
to the fi eld has been to ratchet up data privacy standards for surveillance and 
control activities carried out by the police or other state security services in 
Europe. Th is is particularly important given the paucity of a comprehensive 
EU data privacy framework for the AFSJ. As elaborated later in this chapter, 
the ECtHR has enhanced data privacy standards in this area fi rst and fore-
most by insisting, pursuant to Article 8(2), that processing of personal data by 
state security services is: (i) subject to legal controls that conform with the ide-
als of ‘rule of law’ and thereby promote the foreseeability of data-processing 
outcomes; and (ii) proportionate in relation to the aims of the processing 
operations. Th e Court has additionally delineated these procedural safeguards 
in considerable detail. 

   216    See too LA Bygrave, ‘Data Protection Pursuant to the Right to Privacy in Human Rights 
Treaties’ (1998) 6 Intl J of Law and Information Technology 247, 254.  

   217    For an extensive, fairly up-to-date, though rather repetitive analysis, see Boehm (n 155) 26–91. 
For a more concise critical treatment, see P De Hert and S Gutwirth, ‘Data Protection in the Case 
Law of Strasbourg and Luxemburg: Constitutionalisation in Action’ in S Gutwirth, Y Poullet, P de 
Hert, C de Terwangne, and S Nouwt (eds),  Reinventing Data Protection?  (Springer 2009) 14–29. For 
the seminal but now outdated analysis, see Bygrave (n 216) 254–83.  
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     (a) Object and ambit    
 Th e Court takes a broad, evolutive view of the aims and scope of Article 8. 
Th is refl ects its intention to apply the ECHR as a ‘living instrument 
which . . . must be interpreted in the light of present-day conditions’.   218    Th e 
Court has thus readily applied the Convention in general and Article 8 in 
particular to new forms of technology. It has held, for example, that the 
term ‘correspondence’ in Article 8(1) embraces electronic mail and ‘personal 
Internet usage’.   219    Concomitantly, the Court has been willing to read into the 
Convention additional requirements for improving the protection of persons 
in relation to problems that may not have been specifi cally addressed or con-
templated by the Convention’s drafters. Yet it has done so only with require-
ments that it views as ‘inherent’ in a stated right—that is, as ‘based on the 
very terms of the . . . [stated right] read in its context and having regard to the 
object and purpose of the Convention’.   220    

 Th e Court’s readiness to read additional requirements into the Convention 
is partly infl uenced by the development of common legal and ethical stand-
ards in the CoE member states. Its readiness to read data privacy require-
ments into ECHR Article 8 has accordingly been engendered by member 
states’ enactment of data privacy laws, together with the conclusion of inter-
national agreements on data privacy—most notably Convention 108. Yet we 
cannot assume that the Court will invariably interpret the ECHR in com-
plete conformity with these laws’ requirements. Th e Court has insisted that 
the provisions of the ECHR have an autonomous meaning.   221    

 Th e ‘essential’ object of Article 8 has been stated as protecting ‘the indi-
vidual against arbitrary interference by the public authorities in his private 
or family life’.   222    Article 8, though, does not merely oblige a state party to 
abstain from interfering with private life; it additionally creates ‘positive 
obligations’ on the state party to take action to ensure that private life is 
eff ectively respected.   223    As part of these obligations, a state party must take 
steps to safeguard the right(s) in Article 8(1) from threats originating in the 
privacy-invasive behaviour of entities in the private sector.   224    Th us, Article 8 
serves indirectly to regulate relations between private bodies. As such, it is 

   218     Tyrer v UK  (1978) 2 EHRR 1 [31].        219     Copland v   UK  (2007) 45 EHRR 37 [41].  
   220     Golder v UK  (1975) 1 EHRR 524 [36].  
   221    See DJ Harris, M O’Boyle, C Warbrick, and E Bates,  Harris, O’Boyle & Warbrick: Law of the 

European Convention on Human Rights  (2nd edn, OUP 2009) 16 and references cited therein.  
   222    See eg,  Marckx v Belgium  (1980) 2 EHRR 330 [31].  
   223    See eg,  Marckx  (n 222) [31].  
   224    See eg,  Von Hannover v Germany  (2005) 40 EHRR 1.  
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relevant to, say, private media organizations’ publication of photos of celeb-
rities,   225    or private employers’ surveillance of their employees.   226    However, 
litigation arising as a result of such activity and seeking a remedy based on 
Article 8 must ultimately be directed at the state authorities of the jurisdic-
tion concerned. Th e argument by the putative victim (the applicant) will be 
that a failure by the authorities to prevent or remedy the harm incurred by 
the actions of the private body is a breach of the state party’s positive obliga-
tion under Article 8(1) to ensure respect for the right(s) laid down therein. 
If properly called upon to assess the validity of this argument, the ECtHR 
will essentially attempt to determine whether the domestic legal framework 
created by the state concerned, strikes a fair balance between the applicant’s 
privacy-related interests and the legitimate interests of the private body in 
carrying out the actions concerned. As elaborated in the following, this paral-
lels the proportionality assessment that would follow under Article 8(2) were 
the private body a state agency. 

 Regarding the basic ambit of the right to respect for private life, the Court 
has stressed that this embraces more than merely safeguarding a sphere of 
seclusion in which the individual may act autonomously; it also protects 
interpersonal relationships outside the domestic realm. Th us, in  Niemietz v 
Germany , the Court held:

  it would be too restrictive to limit the notion [of ‘private life’] to an “inner circle” 
in which the individual may live his own personal life as he chooses and to exclude 
therefrom entirely the outside world not encompassed within that circle. Respect for 
private life must also comprise to a certain degree the right to establish and develop 
relationships with other human beings. Th ere appears, furthermore, to be no reason 
of principle why this understanding of the notion of “private life” should be taken to 
exclude activities of a professional or business nature since it is, after all, in the course 
of their working lives that the majority of people have a signifi cant, if not the greatest, 
opportunity of developing relationships with the outside world.   227      

 Th e right to respect for private life may also be engaged even in relation to 
activities of persons in the public sphere beyond their workplace. However, 
the application of Article 8(1) to such activities is far from automatic. Th e 
Court will only be prepared to fi nd interference in respect of such activities 

   225    See eg,  Von Hannover  (n 224).  
   226    See eg,  Köpke v Germany  (2010) application no. 420/07; admissibility decision 5 October 

2010; unreported.  
   227    (1992) 16 EHRR 97 [29]. Th e Court went on to fi nd that a search of a lawyer’s offi  ce by a state 

agency and the subsequent seizure of documents from the offi  ce interfered with the lawyer’s right(s) 
in Art. 8(1). Th e Court further found that this interference was not justifi ed pursuant to Art. 8(2) 
because it was disproportionate in the circumstances.  
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after a relatively searching assessment involving consideration of several 
factors:

  Th ere are a number of elements relevant to a consideration of whether a person’s pri-
vate life is concerned in measures eff ected outside a person’s home or private premises. 
Since there are occasions when people knowingly or intentionally involve themselves 
in activities which are or may be recorded or reported in a public manner, a person’s 
reasonable expectations as to privacy may be a signifi cant, although not necessarily 
conclusive, factor. A person who walks down the street will, inevitably, be visible to 
any member of the public who is also present. Monitoring by technological means of 
the same public scene (for example, a security guard viewing through closed-circuit 
television) is of a similar character. Private life considerations may arise, however, 
once any systematic or permanent record comes into existence of such material from 
the public domain.   228      

 Th us, while softening the distinction between ‘private’ and ‘public’ realms 
of activity, the Court has not dispensed with it altogether as a demarcation 
of the scope of Article 8(1). An example in point—highlighted in the above 
citation—concerns CCTV (closed-circuit television) surveillance of public 
space: ‘the normal use of security cameras  per se  whether in the public street 
or on premises, such as shopping centres or police stations where they serve 
a legitimate and foreseeable purpose, do [sic] not raise issues under Article 8 
§ 1 of the Convention’.   229    Another example concerns disclosure by the press of 
personal information that is already publicly available: this will not be interfer-
ence unless it can be shown as harming the person’s ‘physical or psychological 
integrity’.   230    Yet Article 8(1) may be engaged once information from the public 
sphere is systematically recorded, stored, and used, particularly in ways that go 
beyond the reasonable expectations of the person(s) concerned.   231    

 Th e factor of ‘reasonable expectations’ increasingly fi gures in the Court’s 
assessment of what constitutes ‘private life’.   232    Th is development parallels 

   228     PG and JH v UK  (2001) 46 EHRR 1272 [57].  
   229     Perry v UK  (2004) 39 EHRR 3 [40].        230     NF v Italy  (2002) 35 EHRR 4 [39].  
   231    See eg,  Peck v UK  (2003) 36 EHRR 41 esp. [62] (disclosure of CCTV footage of aftermath of 

man’s suicide attempt in a public space deemed an interference as the ‘relevant moment was viewed to 
an extent which far exceeded any exposure to a passer-by or to security observation . . . and to a degree 
surpassing that which the applicant could possibly have foreseen’).  

   232    See eg,  Halford v UK  (1997) 24 EHRR 523 and  Copland  (n 219). Both cases concerned 
instances of employers in the public sector engaging in covert surveillance of communications from 
their employees, without the latter being adequately warned that such monitoring might occur. Th e 
Court held that because of the absence of adequate warning, the employees had a reasonable expecta-
tion as to the privacy of their communications sent from their workplace. In both cases, the Court 
found that the covert surveillance was not in accordance with the employees’ reasonable expectations 
and accordingly interfered with their right(s) under Art. 8(1).  
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(and is perhaps partly inspired by) US Supreme Court jurisprudence on 
the Fourth Amendment to the Bill of Rights in the US Constitution.   233    Th e 
precise nature of the ‘reasonable expectations’ criterion in ECtHR jurispru-
dence remains unclear: for instance, whose expectations set the benchmark 
for reasonableness, how does the Court determine what is reasonable, and 
what weight does the criterion carry?   234    Th e lack of clarity is unfortunate 
given the slipperiness of the criterion and its potential (particularly if based 
on actual or subjective expectations) to undercut the purchase of priv-
acy safeguards in tact with behavioural ‘conditioning’ caused by increased 
surveillance.   235    

 Th e distinction between public and private realms arises also in relation to 
states parties’ positive obligations under Article 8(1). In the two cases of  Von 
Hannover v Germany ,   236    the Court held that celebrities and other public fi g-
ures have a right to respect for their private life and cannot be ‘free game’ for 
the mass media. Nonetheless, it made clear that public fi gures must tolerate 
greater exposure than others when they carry out public duties or when the 
information published about them contributes to a debate of general societal 
interest (as opposed to publication purely to satisfy curiosity).   237     

     (b) Interference    
 Th e bulk of the Article 8 case law dealing with data privacy issues concerns 
covert or otherwise non-consensual surveillance activities by state security agen-
cies. Th e case law makes clear that such activities generally constitute interfer-
ence with Article 8(1) rights, and thus fall to be justifi ed under Article 8(2).   238    
Indeed, the covert storage of personal information by a state security agency 
may constitute interference, regardless of whether or not the information is 
subsequently used.   239    Further, the mere existence of laws and practices allow-
ing state agencies to carry out secret surveillance may be suffi  cient to constitute 

   233    T Gomez-Arostegui, ‘Defi ning Private Life Under the European Convention on Human 
Rights by Referring to Reasonable Expectations’ (2005) 35 California Western Intl LJ 153, 163.  

   234    See n 233, 169, 173, 175–7.  
   235    A potential demonstrated by the US Supreme Court’s Fourth Amendment case law: see n 233, 

195–6 and references cited therein.  
   236     Von Hannover v Germany  (n 224);  Von Hannover v Germany  (no. 2) (2012) 55 EHRR 15.  
   237    See particularly the elaboration of the criteria for balancing the privacy interests of public fi g-

ures with the right to freedom of expression in the second of the  Von Hannover  cases:  Von Hannover 
v Germany  (no. 2) (2012) 55 EHRR 15 [108]–[113].  

   238    Leading cases are  Klass v Germany  (1978) 2 EHRR 214;  Malone v UK  (1984) 7 EHRR 14; 
 Leander v Sweden  (1987) 9 EHRR 433.  

   239     Amann v Switzerland  (2000) 30 EHRR 843 [69].  

02_9780199675555_C2.indd   9002_9780199675555_C2.indd   90 12/14/2013   1:34:01 AM12/14/2013   1:34:01 AM

20190602



 Special Role of Human Rights Treaties 91

interference.   240    Th is considerably eases an applicant’s burden of showing that he 
or she has been the victim of an interference occasioned by such surveillance.   241    
In the absence of laws and practices permitting surveillance, victim status will 
only be recognized when applicants can prove a ‘reasonable likelihood’ that the 
actions allegedly constituting interference have occurred.   242    

 Th e Court is not always clear in specifying exactly which elements of the 
contested data-processing practices constitute an interference and the weight 
each element is given. Similarly, it has frequently failed to describe the threat-
ened interest. Typically, the Court has reached a briefl y reasoned decision 
on interference and then gone straight over to an assessment of whether the 
interference is justifi ed pursuant to Article 8(2). One example of uncertainty 
concerns the re-purposing of personal data—that is, a situation in which per-
sonal data is utilized for purposes that diff er from those for which it was 
originally processed. Re-purposing of data is in tension with the principle of 
purpose limitation. Th e Court has yet to fully throw its weight behind this 
principle such that we can be sure that breach of it is presumptively an inter-
ference with Article 8(1) rights.   243    

 A second example concerns the element of consent (or lack of it). All 
decisions by the ECtHR on data privacy issues have hitherto involved 
 non -consensual processing of personal data. Th is raises the question as to what 
may constitute interference with the rights laid down in Article 8(1) in the case 
of consensual processing of personal data. Concomitantly, to what extent will 
the Court restrict data-processing operations which, although consented to by 
data subjects, nevertheless contribute to the erosion of pluralistic, democratic 
society? Th ese questions have yet to be squarely addressed by the Court. 

 Yet another example concerns data subjects’ opportunity to gain access to 
data kept on them by others, and to challenge its validity. Older case law sug-
gests that denial of such an opportunity does not ordinarily constitute interfer-
ence, but the Court’s pronouncements on point are ambiguous.   244    However, 

   240     Klass  (n 238) [34], [41];  Malone  (n 238) [64], [86]. For more recent confi rmation, see eg, 
 Association for European Integration and Human Rights and Ekimdzhiev v Bulgaria  (2007) ECHR 533 
(28 June 2007) [58]–[59].  

   241    According to ECHR Art. 25, a private party may only bring an action before the ECtHR 
on the basis that they are a victim of a breach of the Convention. Th e conditions under which a 
person may claim victim status without having to prove victimization ‘are to be determined in each 
case according to the Convention right or rights alleged to have been infringed, the secret character 
of the measures objected to, and the connection between the applicant and those measures’:  Klass  
(n 238) [34]. See also  Malone  (n 238) [64], [86].  

   242     Halford  (n 232) [47], [57].        243    See further Ch 5 (section E).  
   244    See Bygrave (n 216) 261.  
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as shown further below, denial of such an opportunity may be in breach of a 
state’s positive obligations under Article 8(1). It may also aggravate the seri-
ousness of an interference incurred by the (non-consensual) processing of the 
data. And it is germane to the issue of whether or not such interference is 
justifi ed under Article 8(2).  

     (c) Justifi cation for interference    
 Turning to justifi cation for interferences, Article 8(2) tends to play the domin-
ant role in the Court’s case law on data privacy. In other words, the salient issue 
tends to be whether interference with the right(s) under Article 8(1) can be just-
ifi ed under Article 8(2). Resolution of this issue depends on the fulfi lment of the 
cumulative criteria stipulated therein—that is, that the interference was (i)  ‘in 
accordance with the law’, (ii) ‘necessary in a democratic society’, and (iii) in fur-
therance of at least one of the enumerated aims. Th e fi rst two of these criteria tend 
to be most crucial in the case law; the last-mentioned criterion is usually satisfi ed. 

 Th e requirement that an interference be ‘in accordance with the law’ means 
that there must be a legal basis for the interference. Th is basis does not have to 
be found in statutes; it may also be found in rules made pursuant to delegated 
powers, or in judicial practice.   245    Th e legal measure must also satisfy the ideals 
of ‘rule of law’; that is, it must be accessible to the person concerned and suf-
fi ciently precise to allow the person reasonably to foresee its consequences.   246    
Th us, it ‘must indicate the scope of any . . . discretion conferred on the compe-
tent authorities and the manner of its exercise with suffi  cient clarity . . . to give 
the individual adequate protection against arbitrary interference’.   247    

 Th e stringency of these requirements of the quality of a legal measure 
depends on the seriousness of the interference. For instance, the Court 
emphasized in  Kruslin  that

  interception of telephone conversations represent[s]  a serious interference with pri-
vate life and correspondence and must accordingly be based upon a ‘law’ that is par-
ticularly precise. It is essential to have clear, detailed rules on the subject, especially 
as the technology available for use is continually becoming more sophisticated.   248      

 At the same time, the requirement of foreseeability may be relaxed for the 
purposes of police investigations and the safeguarding of national security:

  the requirements of the Convention, notably in regard to foreseeability, cannot be 
exactly the same in the special context of interception of communications for the 

   245    See eg,  Kruslin v France  (1990) 12 EHRR 547 [29];  Huvig v France  (1990) 12 EHRR 528 [28].  
   246     Malone  (n 238) [66]–[68].        247     Malone  (n 238) [66]–[68].  
   248     Kruslin  (n 245) [33];  Huvig  (n 245) [32].  
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purposes of police investigations as they are where the object of the relevant law is 
to place restrictions on the conduct of individuals. In particular, the requirement 
of foreseeability cannot mean that an individual should be enabled to foresee when 
the authorities are likely to intercept his communications so that he can adapt his 
conduct accordingly.   249      

 Nonetheless, a considerable number of cases have resulted in the Court fi nd-
ing that the quality of the legal measures relied upon by the state party con-
cerned are inadequate to justify police telephone-tapping practices pursuant 
to Article 8(2). In  Kruslin  and  Huvig , for instance, serious defi ciencies were 
identifi ed with the quality of French law regulating the surreptitious tapping 
of telephones by the police. Th e Court pointed out, inter alia, that the law 
failed to specify safeguards against possible abuses of the telephone-tapping 
system. Th ere were, for instance, insuffi  ciently detailed rules defi ning whose 
telephones should be tapped and under which circumstances, and the condi-
tions upon which the recordings should be destroyed.   250    Th e judgments in 
these and similar cases highlight that when interference with rights under 
Article 8(1) is serious, there must be comprehensive regulation of the activ-
ities that incur the interference. As De Hert observes, the Court’s insistence 
on comprehensive regulation places it in the role of European legislator.   251    
With regard to covert telecommunications surveillance by state security agen-
cies, the governing rules must at least specify:

  the nature of the off ences which may give rise to an interception order; a defi nition 
of the categories of people liable to have their telephones tapped; a limit on the dur-
ation of telephone tapping; the procedure to be followed for examining, using and 
storing the data obtained; the precautions to be taken when communicating the data 

   249     Malone  (n 238) [67]. See too  Leander  (n 238) [51]. For more recent elaboration, see  Kennedy v 
UK  (2011) 52 EHRR 4. In the latter case, the Court rejected the applicant’s argument that the UK 
Regulation of Investigatory Powers Act 2000 s 5 was insuffi  ciently clear. Section 5 permits intercep-
tion of communications when necessary in the interests of ‘national security’, for the purposes of, 
inter alia, preventing or detecting ‘serious crime’. Th e Court observed: ‘the term “national security” 
is frequently employed in both national and international legislation and constitutes one of the 
legitimate aims to which Article 8 § 2 itself refers . . .. By the nature of things, threats to national 
security may vary in character and may be unanticipated or diffi  cult to defi ne in advance . . .. Similar 
considerations apply to the use of the term in the context of secret surveillance. Further, additional 
clarifi cation of how the term is to be applied in practice in the United Kingdom has been provided by 
the Commissioner . . .. As for “serious crime”, this is defi ned in the interpretative provisions of the Act 
itself and what is meant by “detecting” serious crime is also explained in the Act’ [159].  

   250     Kruslin  (n 245) [35];  Huvig  (n 245) [34]. See too eg,  Kopp v Switzerland  (1998) 27 EHRR 91 
[73]–[75];  Liberty and Others v UK  (2009) 48 EHRR 1 [69].  

   251    P de Hert, ‘Balancing Security and Liberty within the European Human Rights 
Framework: A Critical Reading of the Court’s Case Law in the Light of Surveillance and Criminal 
Law Enforcement Strategies after 9/11’ (2005) 1 Utrecht L Rev 68, 79.  
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to other parties; and the circumstances in which recordings may or must be erased or 
the tapes destroyed.   252      

 Recent case law also emphasizes the need to subject surveillance operations to 
review by an independent authority,   253    and to notify the targeted persons that 
they have been monitored, as soon as notifi cation can occur without jeopard-
izing the purpose of the surveillance.   254    

 Regarding the ‘necessity’ of an interference (that is, the second cumula-
tive requirement for justifi cation under Article 8(2)), this criterion has been 
generally interpreted by the Court as satisfi ed when the interference ‘corres-
ponds to a pressing social need’ and is ‘proportionate to the legitimate aim 
pursued’.   255    At the same time it has stated that ‘the adjective “necessary” is not 
synonymous with “indispensable”, neither has it the fl exibility of such expres-
sions as “admissible”, “ordinary”, “useful”, “reasonable” or “desirable” ’.   256    

 In applying the necessity criterion, the Court accords states parties a ‘mar-
gin of appreciation’. Th is allows the assessment of what is necessary in the 
circumstances of the particular case to be determined to some extent by the 
national authorities. Th e extent of this margin of appreciation varies from 
case to case and depends on the Court’s appraisal of a variety of factors. Th ese 
include the seriousness of the interference with the right concerned, the 
importance of this right, the importance of the ‘legitimate aim’ for the inter-
ference, and the conformity of the interference to a relevant pan-European 
practice.   257    

 In cases involving state agencies’ surreptitious surveillance of persons, the 
Court has viewed the criterion of necessity more stringently than in other 
cases: ‘Powers of secret surveillance of citizens, characterising as they do the 
police state, are tolerable under the Convention only insofar as  strictly  neces-
sary for safeguarding the democratic institutions’.   258    At the same time, the 
Court has held that when the aim of such surveillance is to safeguard national 
security (as it often is), the margin of appreciation available to states parties in 
assessing what is necessary for fulfi lling that aim is wide.   259    It could be argued, 

   252     Weber and Saravia v Germany  [2006] ECHR 1173 (29 June 2006) [95].  
   253     Association for European Integration and Human Rights and Ekimdzhiev  (n 240) [85], [87].  
   254     Weber and Saravia  (n 252) [135];  Association for European Integration and Human Rights and 

Ekimdzhiev  (n 240) [90], [91].  
   255    See eg,  Leander  (n 238) [58].  
   256     Handyside v UK  (1976) 1 EHRR 737 [48];  Silver and Others v UK  [1983] 5 EHHR 347 [97].  
   257    See further HC Yourow,  Th e Margin of Appreciation Doctrine in the Dynamics of the European 

Court of Human Rights Jurisprudence  (Martinus Nijhoff  Publishers 1996); Harris and others 
(n 221) 11–14, 349–59.  

   258     Klass  (n 238) [42] (emphasis added).        259     Leander  (n 238) [59].  
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though, that in cases involving the processing of personal data for  other  pur-
poses, the existence of a large body of European data privacy laws based on 
common principles is a factor that would tend to reduce state parties’ margin 
of appreciation. 

 In assessing the necessity/proportionality of a data-processing operation 
that interferes with an Article 8(1) right, the Court pays regard to the nature 
of the data in question. Generally speaking, the more intimate or sensitive the 
data is judged to be, the more stringent will be the application of the neces-
sity/proportionality criterion.   260    Th e Court also pays regard to the existence 
or otherwise of suffi  cient safeguards against abuse of the measure(s) leading 
to the interference. Assessment of these safeguards is similar to, and overlaps 
with, the assessment of the quality of the legal basis for the interference.   261    
Th us, the safeguards deemed appropriate are generally the same as those high-
lighted in the latter assessment. 

 One safeguard that bears emphasis due to its direct relevance for data priv-
acy law generally is the existence of rules to ensure data confi dentiality—that 
is, rules that are typically present in ordinary data privacy statutes. Th is safe-
guard is seen as especially important with respect to medical data.   262    At the 
same time, it is important to note that this safeguard, at least with respect 
to medical data, needs to be complemented by technological–organizational 
measures to ensure implementation of the rules on point. Th e need for such 
measures arises as a positive obligation on states parties—that is, in addition 
to their obligation to abstain from interference with the right(s) under Article 
8(1). In  I v Finland ,   263    the Court held that Finland had violated Article 8 due 
to its failure to secure the confi dentiality of patient data at a public hospital. 
While Finnish data privacy law contained rules to ensure confi dentiality of 
such data and to provide compensation for their breach, these rules were not 
transposed in the design of the hospital’s information system for accessing 
medical fi les. Th e system did not limit access to health professionals who 

   260    See eg,  Z v Finland  (1998) 25 EHRR 371 [96] (‘In view of the highly intimate and sensitive 
nature of information concerning a person’s HIV status, any State measures compelling communica-
tion or disclosure of such information without the consent of the patient call for the most careful 
scrutiny on the part of the Court, as do the safeguards designed to secure an eff ective protection’).  

   261    See eg,  Klass  (n 238) [50] (‘Th e court must be satisfi ed that, whatever system of surveillance 
is adopted, there exist adequate and eff ective guarantees against abuse. Th is assessment has only 
a relative character: it depends on all the circumstances of the case, such as the nature, scope and 
duration of the possible measures, the grounds required for ordering such measures, the authorities 
competent to permit, carry out and supervise such measures, and the kind of remedy provided by 
the national law’).  

   262     Z v Finland  (n 260) [95];  MS v Sweden  [1997] ECHR 49 (27 August 1997) [41].  
   263    (2009) 48 EHRR [31].  
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were directly involved in the treatment of the applicant, nor did it record who 
accessed the fi les. According to the Court:

  the mere fact that the domestic legislation provided the applicant with an opportunity 
to claim compensation for damages caused by an alleged unlawful disclosure of per-
sonal data was not suffi  cient to protect her private life. What is required in this con-
nection is practical and eff ective protection to exclude any possibility of unauthor ised 
access occurring in the fi rst place. Such protection was not given here.   264       

     (d) Access and rectifi cation rights    
 An area in which the Court has been reticent in requiring strict data privacy 
safeguards concerns access and rectifi cation rights in respect of personal data. 
To be sure, the Court has recognized that states parties are under a posi-
tive obligation to secure a person’s interest in gaining access to certain types 
of information about themself and to rectify it if it is inaccurate. However, 
the degree to which states parties must secure this interest will depend on 
the importance of the information for the applicant’s private and family life. 
Generally, the Court has upheld this interest only when the information is of 
crucial importance for the psychological well-being or physical health of the 
applicant.   265    Such importance is merely a necessary condition for enforcing 
access, not a suffi  cient condition. In  Gaskin , for example, the Court refrained 
from enforcing access, requiring instead that the UK authorities establish a 
procedure for independently determining access requests of the type made by 
the applicant.   266    Moreover, the Court was initially reluctant to fi nd breach 
of Article 8 occasioned by public authorities’ refusal to rectify birth certifi -
cates or other offi  cial records so as to refl ect the changed sexual identities of 
transsexuals.   267    Th is reluctance was incongruous with the Court’s recognition 
otherwise of the importance of Article 8 for cultivating the interest in autono-
mous development of one’s personality. 

 Article 8 may require, in some circumstances, public authorities to divulge 
certain information to citizens independent of requests for the information. 
Further, that information may encompass non-personal information that can 

   264    (2009) 48 EHRR [47].  
   265    See eg  Gaskin v UK  (1990) 12 EHRR 36;  McMichael v UK  (1995) 20 EHRR 205;  Guerra and 

Others v Italy  (1998) 26 EHRR 357.  
   266     Gaskin  (n 265) [49].  
   267     Rees v UK  (1987) 9 EHRR 56;  Cossey v UK  (1991) 13 EHRR 622. Later decisions, however, 

have found such refusal to violate Art. 8: see esp.  B v France  (1993) 16 EHRR 1 and  Goodwin v UK  
(2002) 35 EHRR 18.  
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increase citizens’ understanding of their health situation. In  Guerra , the Court 
unanimously found that the failure by public authorities to fulfi l certain legis-
lative obligations to inform the citizens of a town about serious nearby envi-
ronmental hazards was in violation of the authorities’ positive obligation to 
secure the citizens’ right(s) under Article 8.   268    

 Th e Court seems also increasingly prepared to recognize a right of access 
to personal information under the right to freedom of expression in ECHR 
Article 10(1), which includes ‘the freedom to . . . receive . . . information . . . with-
out interference by public authority’. In  Leander , the Court held that ‘the 
right to freedom to receive information basically prohibits a Government 
from restricting a person from receiving information that others wish or may 
be willing to impart to him’, but added that ‘Article 10 does not, in circum-
stances such as those of the present case, confer on the individual a right of 
access to a register containing information on his personal position, nor does 
it embody an obligation on the Government to impart such information to 
the individual’.   269    Th is view was reaffi  rmed by the Court in  Gaskin .   270    Both 
judgments, though, concerned demands for access to information that was 
only of a personal nature and only of importance for the data subjects. In 
recent case law, the Court signals readiness to adopt a diff erent approach 
where the information in question concerns a matter of general public con-
cern and denial of access to it can be cast as an interference ‘with the exercise 
of the functions of a social watchdog, like the press, rather than a denial of a 
general right of access to offi  cial documents’.   271      

     3.    Article 13   

 ECHR Article 13 is also relevant for data privacy. It states:

  Everyone whose rights and freedoms as set forth in [the] Convention are violated 
shall have an eff ective remedy before a national authority notwithstanding that the 
violation has been committed by persons acting in an offi  cial capacity.   

   268     Guerra  (n 265) [60].        269     Leander  (n 238) [74].        270     Gaskin  (n 265) [52].  
   271     Társaság a Szabadságjogokért v Hungary  (2011) 53 EHRR 3 [36]. In this case, the Court paid 

lip-service to its line in  Leander  but, citing  SdruZení Jiho č eské Matky v Czech Republic  [2006] ECHR 
1205 (10 July 2006), noted that ‘the Court has recently advanced towards a broader interpretation 
of the notion of “freedom to receive information” . . . and thereby towards the recognition of a right 
of access to information’: [35]. It went on to fi nd breach of Art. 10 occasioned by the Hungarian 
Constitutional Court withholding information that was necessary for debate on a matter of pub-
lic importance (the information cast doubt on the legality of changes to criminal law regarding 
drug-related off ences).  
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KLASS AND OTHERS v. GERMANY JUGDMENT 4

December 1970, that Court held that Article 1 para. 5, sub-paragraph 5 of 
the G 10 was void, being incompatible with the second sentence of Article 
10 para. 2 of the Basic Law, in so far as it excluded notification of the 
person concerned about the measures of surveillance even when such 
notification could be given without jeopardising the purpose of the 
restriction. The Constitutional Court dismissed the remaining claims 
(Collected Decisions of the Constitutional Court, Vol. 30, pp. 1 et seq.).

Since the operative provisions of the aforementioned judgment have the 
force of law, the competent authorities are bound to apply the G 10 in the 
form and subject to the interpretation decided by the Constitutional Court. 
Furthermore, the Government of the Federal Republic of Germany were 
prompted by this judgment to propose amendments to the G 10, but the 
parliamentary proceedings have not yet been completed.

12. As regards the applicants’ right to apply to the Constitutional Court, 
that Court held, inter alia:

"In order to be able to enter a constitutional application against an Act, the applicant 
must claim that the Act itself, and not merely an implementary measure, constitutes a 
direct and immediate violation of one of his fundamental rights ... These conditions 
are not fulfilled since, according to the applicants’ own submissions, it is only by an 
act on the part of the executive that their fundamental rights would be violated. 
However, because they are not apprised of the interference with their rights, the 
persons concerned cannot challenge any implementary measure. In such cases, they 
must be entitled to make a constitutional application against the Act itself, as in cases 
where a constitutional application against an implementary measure is impossible for 
other reasons ..." (ibid, pp. 16-17).

13. Although, as a precautionary measure, the applicants claimed before 
both the Constitutional Court and the Commission that they were being 
subjected to surveillance measures, they did not know whether the G 10 had 
actually been applied to them.

On this point, the Agent of the Government made the following 
declaration before the Court:

"To remove all uncertainty as to the facts of the case and to give the Court a clear 
basis for its decision, the Federal Minister of the Interior, who has competence in the 
matter, has, with the G 10 Commission’s approval, authorised me to make the 
following statement:

At no time have surveillance measures provided for by the Act enacted in pursuance 
of Article 10 of the Basic Law been ordered or implemented against the applicants. 
Neither as persons suspected of one or more of the offences specified in the Act nor as 
third parties within the meaning of Article 1, paragraph 2, sub-paragraph 2, of the G 
10 have the applicants been subjected to such measures. There is also no question of 
the applicants’ having been indirectly involved in a surveillance measure directed 
against another person - at least, not in any fashion which would have permitted their 
identification. Finally, there is no question of the applicants’ having been subjected to 
surveillance by mistake - for example through confusion over a telephone number -, 
since in such cases the person concerned is notified of the surveillance measure."
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subject to surveillance, were seeking a general and abstract review of the 
contested legislation in the light of the Convention.

31. According to the reply given by the Delegates at the hearing, the 
Commission agreed with the Government that the Court is competent to 
determine whether the applicants can claim to be "victims" within the 
meaning of Article 25 para. 1 (art. 25-1). However, the Commission 
disagreed with the Government in so far as the latter’s proposal might imply 
the suggestion that the Commission’s decision on the admissibility of the 
application should as such be reviewed by the Court.

The Delegates considered that the Government were requiring too rigid a 
standard for the notion of a "victim" of an alleged breach of Article 8 (art. 8) 
of the Convention. They submitted that, in order to be able to claim to be 
the victim of an interference with the exercise of the right conferred on him 
by Article 8 para. 1 (art. 8-1), it should suffice that a person is in a situation 
where there is a reasonable risk of his being subjected to secret surveillance. 
In the Delegates’ view, the applicants are not only to be considered as 
constructive victims, as the Commission had in effect stated: they can claim 
to be direct victims of a violation of their rights under Article 8 (art. 8) in 
that under the terms of the contested legislation everyone in the Federal 
Republic of Germany who could be presumed to have contact with people 
involved in subversive activity really runs the risk of being subject to secret 
surveillance, the sole existence of this risk being in itself a restriction on 
free communication.

The Principal Delegate, for another reason, regarded the application as 
rightly declared admissible. In his view, the alleged violation related to a 
single right which, although not expressly enounced in the Convention, was 
to be derived by necessary implication; this implied right was the right of 
every individual to be informed within a reasonable time of any secret 
measure taken in his respect by the public authorities and amounting to an 
interference with his rights and freedoms under the Convention.

32. The Court confirms the well-established principle of its own case-law 
that, once a case is duly referred to it, the Court is endowed with full 
jurisdiction and may take cognisance of all questions of fact or of law 
arising in the course of the proceedings, including questions which may 
have been raised before the Commission under the head of admissibility. 
This conclusion is in no way invalidated by the powers conferred on the 
Commission under Article 27 (art. 27) of the Convention as regards the 
admissibility of applications. The task which this Article assigns to the 
Commission is one of sifting; the Commission either does or does not 
accept the applications. Its decision to reject applications which it considers 
to be inadmissible are without appeal as are, moreover, also those by which 
applications are accepted; they are taken in complete independence (see the 
De Wilde, Ooms and Versyp judgment of 18 June 1971, Series A no. 12, 
pp. 29 and 30, paras. 47-54; see also the judgment of 9 February 1967 on 
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the preliminary objection in the "Belgian Linguistic" case, Series A no. 5, p. 
18; the Handyside judgment of 7 December 1976, Series A no. 24, p. 20, 
para. 41; and the judgment of 18 January 1978 in the case of Ireland v. the 
United Kingdom, Series A no. 25, p. 63, para. 157).

The present case concerns, inter alia, the interpretation of the notion of 
"victim" within the meaning of Article 25 (art. 25) of the Convention, this 
being a matter already raised before the Commission. The Court therefore 
affirms its jurisdiction to examine the issue arising under that Article (art. 
25).

33. While Article 24 (art. 24) allows each Contracting State to refer to 
the Commission "any alleged breach" of the Convention by another 
Contracting State, a person, non-governmental organisation or group of 
individuals must, in order to be able to lodge a petition in pursuance of 
Article 25 (art. 25), claim "to be the victim of a violation ... of the rights set 
forth in (the) Convention". Thus, in contrast to the position under Article 24 
(art. 24) - where, subject to the other conditions laid down, the general 
interest attaching to the observance of the Convention renders admissible an 
inter-State application - Article 25 (art. 25) requires that an individual 
applicant should claim to have been actually affected by the violation he 
alleges (see the judgment of 18 January 1978 in the case of Ireland v. the 
United Kingdom, Series A no. 25, pp. 90-91, paras. 239 and 240). Article 
25 (art. 25) does not institute for individuals a kind of actio popularis for the 
interpretation of the Convention; it does not permit individuals to complain 
against a law in abstracto simply because they feel that it contravenes the 
Convention. In principle, it does not suffice for an individual applicant to 
claim that the mere existence of a law violates his rights under the 
Convention; it is necessary that the law should have been applied to his 
detriment. Nevertheless, as both the Government and the Commission 
pointed out, a law may by itself violate the rights of an individual if the 
individual is directly affected by the law in the absence of any specific 
measure of implementation. In this connection, the Court recalls that, in two 
previous cases originating in applications lodged in pursuance of Article 25 
(art. 25), it has itself been faced with legislation having such an effect: in the 
"Belgian Linguistic" case and the case of Kjeldsen, Busk Madsen and 
Pedersen, the Court was called on to examine the compatibility with the 
Convention and Protocol No. 1 of certain legislation relating to education 
(see the judgment of 23 July 1968, Series A no. 6, and the judgment of 7 
December 1976, Series A no. 23, especially pp. 22-23, para. 48).

34. Article 25 (art. 25), which governs the access by individuals to the 
Commission, is one of the keystones in the machinery for the enforcement 
of the rights and freedoms set forth in the Convention. This machinery 
involves, for an individual who considers himself to have been prejudiced 
by some action claimed to be in breach of the Convention, the possibility of 
bringing the alleged violation before the Commission provided the other 
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admissibility requirements are satisfied. The question arises in the present 
proceedings whether an individual is to be deprived of the opportunity of 
lodging an application with the Commission because, owing to the secrecy 
of the measures objected to, he cannot point to any concrete measure 
specifically affecting him. In the Court’s view, the effectiveness (l’effet 
utile) of the Convention implies in such circumstances some possibility of 
having access to the Commission. If this were not so, the efficiency of the 
Convention’s enforcement machinery would be materially weakened. The 
procedural provisions of the Convention must, in view of the fact that the 
Convention and its institutions were set up to protect the individual, be 
applied in a manner which serves to make the system of individual 
applications efficacious.

The Court therefore accepts that an individual may, under certain 
conditions, claim to be the victim of a violation occasioned by the mere 
existence of secret measures or of legislation permitting secret measures, 
without having to allege that such measures were in fact applied to him. The 
relevant conditions are to be determined in each case according to the 
Convention right or rights alleged to have been infringed, the secret 
character of the measures objected to, and the connection between the 
applicant and those measures.

35. In the light of these considerations, it has now to be ascertained 
whether, by reason of the particular legislation being challenged, the 
applicants can claim to be victims, in the sense of Article 25 (art. 25), of a 
violation of Article 8 (art. 8) of the Convention - Article 8 (art. 8) being the 
provision giving rise to the central issue in the present case.
36. The Court points out that where a State institutes secret surveillance the 
existence of which remains unknown to the persons being controlled, with 
the effect that the surveillance remains unchallengeable, Article 8 (art. 8) 
could to a large extent be reduced to a nullity. It is possible in such a 
situation for an individual to be treated in a manner contrary to Article 8 
(art. 8), or even to be deprived of the right granted by that Article (art. 8), 
without his being aware of it and therefore without being able to obtain a 
remedy either at the national level or before the Convention institutions.

In this connection, it should be recalled that the Federal Constitutional 
Court in its judgment of 15 December 1970 (see paragraphs 11 and 12 
above) adopted the following reasoning:

"In order to be able to enter a constitutional application against an Act, the applicant 
must claim that the Act itself, and not merely an implementary measure, constitutes a 
direct and immediate violation of one of his fundamental rights ... These conditions 
are not fulfilled since, according to the applicants’ own submissions, it is only by an 
act on the part of the executive that their fundamental rights would be violated. 
However, because they are not apprised of the interference with their rights, the 
persons concerned cannot challenge any implementary measure. In such cases, they 
must be entitled to make a constitutional application against the Act itself, as in cases 
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where a constitutional application against an implementary measure is impossible for 
other reasons ..."

This reasoning, in spite of the possible differences existing between 
appeals to the Federal Constitutional Court under German law and the 
enforcement machinery set up by the Convention, is valid, mutatis 
mutandis, for applications lodged under Article 25 (art. 25).

The Court finds it unacceptable that the assurance of the enjoyment of a 
right guaranteed by the Convention could be thus removed by the simple 
fact that the person concerned is kept unaware of its violation. A right of 
recourse to the Commission for persons potentially affected by secret 
surveillance is to be derived from Article 25 (art. 25), since otherwise 
Article 8 (art. 8) runs the risk of being nullified.

37. As to the facts of the particular case, the Court observes that the 
contested legislation institutes a system of surveillance under which all 
persons in the Federal Republic of Germany can potentially have their mail, 
post and telecommunications monitored, without their ever knowing this 
unless there has been either some indiscretion or subsequent notification in 
the circumstances laid down in the Federal Constitutional Court’s judgment 
(see paragraph 11 above). To that extent, the disputed legislation directly 
affects all users or potential users of the postal and telecommunication 
services in the Federal Republic of Germany. Furthermore, as the Delegates 
rightly pointed out, this menace of surveillance can be claimed in itself to 
restrict free communication through the postal and telecommunication 
services, thereby constituting for all users or potential users a direct 
interference with the right guaranteed by Article 8 (art. 8).

At the hearing, the Agent of the Government informed the Court that at 
no time had surveillance measures under the G 10 been ordered or 
implemented in respect of the applicants (see paragraph 13 above). The 
Court takes note of the Agent’s statement. However, in the light of its 
conclusions as to the effect of the contested legislation the Court does not 
consider that this retrospective clarification bears on the appreciation of the 
applicants’ status as "victims".

38. Having regard to the specific circumstances of the present case, the 
Court concludes that each of the applicants is entitled to "(claim) to be the 
victim of a violation" of the Convention, even though he is not able to allege 
in support of his application that he has been subject to a concrete measure 
of surveillance. The question whether the applicants were actually the 
victims of any violation of the Convention involves determining whether 
the contested legislation is in itself compatible with the Convention’s 
provisions.

Accordingly, the Court does not find it necessary to decide whether the 
Convention implies a right to be informed in the circumstances mentioned 
by the Principal Delegate.

20190602



KLASS AND OTHERS v. GERMANY JUGDMENT 16

II. ON THE ALLEGED VIOLATION OF ARTICLE 8 (art. 8)

39. The applicants claim that the contested legislation, notably because 
the person concerned is not informed of the surveillance measures and 
cannot have recourse to the courts when such measures are terminated, 
violates Article 8 (art. 8) of the Convention which provides as follows:

"1. Everyone has the right to respect for his private and family life, his home and his 
correspondence.

2. There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic society 
in the interests of national security, public safety or the economic well-being of the 
country, for the prevention of disorder or crime, for the protection of health or morals, 
or for the protection of the rights and freedoms of others."

40. According to Article 10 para. 2 of the Basic Law, restrictions upon 
the secrecy of the mail, post and telecommunications may be ordered but 
only pursuant to a statute. Article 1 para. 1 of the G 10 allows certain 
authorities to open and inspect mail and post, to read telegraphic messages 
and to monitor and record telephone conversations (see paragraph 17 
above). The Court’s examination under Article 8 (art. 8) is thus limited to 
the authorisation of such measures alone and does not extend, for instance, 
to the secret surveillance effect in pursuance of the Code of Criminal 
Procedure (see paragraph 25 above).

41. The first matter to be decided is whether and, if so, in what respect 
the contested legislation, in permitting the above-mentioned measures of 
surveillance, constitutes an interference with the exercise of the right 
guaranteed to the applicants under Article 8 para. 1 (art. 8-1).

Although telephone conversations are not expressly mentioned in 
paragraph 1 of Article 8 (art. 8-1), the Court considers, as did the 
Commission, that such conversations are covered by the notions of "private 
life" and "correspondence" referred to by this provision.

In its report, the Commission expressed the opinion that the secret 
surveillance provided for under the German legislation amounted to an 
interference with the exercise of the right set forth in Article 8 para. 1 (art. 
8-1). Neither before the Commission nor before the Court did the 
Government contest this issue. Clearly, any of the permitted surveillance 
measures, once applied to a given individual, would result in an interference 
by a public authority with the exercise of that individual’s right to respect 
for his private and family life and his correspondence. Furthermore, in the 
mere existence of the legislation itself there is involved, for all those to 
whom the legislation could be applied, a menance of surveillance; this 
menace necessarily strikes at freedom of communication between users of 
the postal and telecommunication services and thereby constitutes an 
"interference by a public authority" with the exercise of the applicants’ right 
to respect for private and family life and for correspondence.
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The Court does not exclude that the contested legislation, and therefore 
the measures permitted thereunder, could also involve an interference with 
the exercise of a person’s right to respect for his home. However, the Court 
does not deem it necessary in the present proceedings to decide this point.

42. The cardinal issue arising under Article 8 (art. 8) in the present case 
is whether the interference so found is justified by the terms of paragraph 2 
of the Article (art. 8-2). This paragraph, since it provides for an exception to 
a right guaranteed by the Convention, is to be narrowly interpreted. Powers 
of secret surveillance of citizens, characterising as they do the police state, 
are tolerable under the Convention only in so far as strictly necessary for 
safeguarding the democratic institutions.

43. In order for the "interference" established above not to infringe 
Article 8 (art. 8), it must, according to paragraph 2 (art. 8-2), first of all have 
been "in accordance with the law". This requirement is fulfilled in the 
present case since the "interference" results from Acts passed by Parliament, 
including one Act which was modified by the Federal Constitutional Court, 
in the exercise of its jurisdiction, by its judgment of 15 December 1970 (see 
paragraph 11 above). In addition, the Court observes that, as both the 
Government and the Commission pointed out, any individual measure of 
surveillance has to comply with the strict conditions and procedures laid 
down in the legislation itself.

44. It remains to be determined whether the other requisites laid down in 
paragraph 2 of Article 8 (art. 8-2) were also satisfied. According to the 
Government and the Commission, the interference permitted by the 
contested legislation was "necessary in a democratic society in the interests 
of national security" and/or "for the prevention of disorder or crime". Before 
the Court the Government submitted that the interference was additionally 
justified "in the interests of ... public safety" and "for the protection of the 
rights and freedoms of others".

45. The G 10 defines precisely, and thereby limits, the purposes for 
which the restrictive measures may be imposed. It provides that, in order to 
protect against "imminent dangers" threatening "the free democratic 
constitutional order", "the existence or security of the Federation or of a 
Land", "the security of the (allied) armed forces" stationed on the territory 
of the Republic or the security of "the troops of one of the Three Powers 
stationed in the Land of Berlin", the responsible authorities may authorise 
the restrictions referred to above (see paragraph 17).

46. The Court, sharing the view of the Government and the Commission, 
finds that the aim of the G 10 is indeed to safeguard national security and/or 
to prevent disorder or crime in pursuance of Article 8 para. 2 (art. 8-2). In 
these circumstances, the Court does not deem it necessary to decide whether 
the further purposes cited by the Government are also relevant.

On the other hand, it has to be ascertained whether the means provided 
under the impugned legislation for the achievement of the above-mentioned 
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aim remain in all respects within the bounds of what is necessary in a 
democratic society.

47. The applicants do not object to the German legislation in that it 
provides for wide-ranging powers of surveillance; they accept such powers, 
and the resultant encroachment upon the right guaranteed by Article 8 para. 
1 (art. 8-1), as being a necessary means of defence for the protection of the 
democratic State. The applicants consider, however, that paragraph 2 of 
Article 8 (art. 8-2) lays down for such powers certain limits which have to 
be respected in a democratic society in order to ensure that the society does 
not slide imperceptibly towards totalitarianism. In their view, the contested 
legislation lacks adequate safeguards against possible abuse.

48. As the Delegates observed, the Court, in its appreciation of the scope 
of the protection offered by Article 8 (art. 8), cannot but take judicial notice 
of two important facts. The first consists of the technical advances made in 
the means of espionage and, correspondingly, of surveillance; the second is 
the development of terrorism in Europe in recent years. Democratic 
societies nowadays find themselves threatened by highly sophisticated 
forms of espionage and by terrorism, with the result that the State must be 
able, in order effectively to counter such threats, to undertake the secret 
surveillance of subversive elements operating within its jurisdiction. The 
Court has therefore to accept that the existence of some legislation granting 
powers of secret surveillance over the mail, post and telecommunications is, 
under exceptional conditions, necessary in a democratic society in the 
interests of national security and/or for the prevention of disorder or crime.

49. As concerns the fixing of the conditions under which the system of 
surveillance is to be operated, the Court points out that the domestic 
legislature enjoys a certain discretion. It is certainly not for the Court to 
substitute for the assessment of the national authorities any other assessment 
of what might be the best policy in this field (cf., mutatis mutandis, the De 
Wilde, Ooms and Versyp judgment of 18 June 1971, Series A no. 12, pp. 
45-46, para. 93, and the Golder judgment of 21 February 1975, Series A no. 
18, pp. 21-22, para. 45; cf., for Article 10 para. 2, the Engel and others 
judgment of 8 June 1976, Series A no. 22, pp. 41-42, para. 100, and the 
Handyside judgment of 7 December 1976, Series A no. 24, p. 22, para. 48).

Nevertheless, the Court stresses that this does not mean that the 
Contracting States enjoy an unlimited discretion to subject persons within 
their jurisdiction to secret surveillance. The Court, being aware of the 
danger such a law poses of undermining or even destroying democracy on 
the ground of defending it, affirms that the Contracting States may not, in 
the name of the struggle against espionage and terrorism, adopt whatever 
measures they deem appropriate.

50. The Court must be satisfied that, whatever system of surveillance is 
adopted, there exist adequate and effective guarantees against abuse. This 
assessment has only a relative character: it depends on all the circumstances 
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of the case, such as the nature, scope and duration of the possible measures, 
the grounds required for ordering such measures, the authorities competent 
to permit, carry out and supervise such measures, and the kind of remedy 
provided by the national law.

The functioning of the system of secret surveillance established by the 
contested legislation, as modified by the Federal Constitutional Court’s 
judgment of 15 December 1970, must therefore be examined in the light of 
the Convention.

51. According to the G 10, a series of limitative conditions have to be 
satisfied before a surveillance measure can be imposed. Thus, the 
permissible restrictive measures are confined to cases in which there are 
factual indications for suspecting a person of planning, committing or 
having committed certain serious criminal acts; measures may only be 
ordered if the establishment of the facts by another method is without 
prospects of success or considerably more difficult; even then, the 
surveillance may cover only the specific suspect or his presumed "contact-
persons" (see paragraph 17 above). Consequently, so-called exploratory or 
general surveillance is not permitted by the contested legislation.

Surveillance may be ordered only on written application giving reasons, 
and such an application may be made only by the head, or his substitute, of 
certain services; the decision thereon must be taken by a Federal Minister 
empowered for the purpose by the Chancellor or, where appropriate, by the 
supreme Land authority (see paragraph 18 above). Accordingly, under the 
law there exists an administrative procedure designed to ensure that 
measures are not ordered haphazardly, irregularly or without due and proper 
consideration. In addition, although not required by the Act, the competent 
Minister in practice and except in urgent cases seeks the prior consent of the 
G 10 Commission (see paragraph 21 above).

52. The G 10 also lays down strict conditions with regard to the 
implementation of the surveillance measures and to the processing of the 
information thereby obtained. The measures in question remain in force for 
a maximum of three months and may be renewed only on fresh application; 
the measures must immediately be discontinued once the required 
conditions have ceased to exist or the measures themselves are no longer 
necessary; knowledge and documents thereby obtained may not be used for 
other ends, and documents must be destroyed as soon as they are no longer 
needed to achieve the required purpose (see paragraphs 18 and 20 above).

As regards the implementation of the measures, an initial control is 
carried out by an official qualified for judicial office. This official examines 
the information obtained before transmitting to the competent services such 
information as may be used in accordance with the Act and is relevant to the 
purpose of the measure; he destroys any other intelligence that may have 
been gathered (see paragraph 20 above).
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53. Under the G 10, while recourse to the courts in respect of the 
ordering and implementation of measures of surveillance is excluded, 
subsequent control or review is provided instead, in accordance with Article 
10 para. 2 of the Basic Law, by two bodies appointed by the people’s 
elected representatives, namely, the Parliamentary Board and the G 10 
Commission.

The competent Minister must, at least once every six months, report on 
the application of the G 10 to the Parliamentary Board consisting of five 
Members of Parliament; the Members of Parliament are appointed by the 
Bundestag in proportion to the parliamentary groupings, the opposition 
being represented on the Board. In addition, the Minister is bound every 
month to provide the G 10 Commission with an account of the measures he 
has ordered. In practice, he seeks the prior consent of this Commission. The 
latter decides, ex officio or on application by a person believing himself to 
be under surveillance, on both the legality of and the necessity for the 
measures in question; if it declares any measures to be illegal or 
unnecessary, the Minister must terminate them immediately. The 
Commission members are appointed for the current term of the Bundestag 
by the Parliamentary Board after consultation with the Government; they 
are completely independent in the exercise of their functions and cannot be 
subject to instructions (see paragraph 21 above).

54. The Government maintain that Article 8 para. 2 (art. 8-2) does not 
require judicial control of secret surveillance and that the system of review 
established under the G 10 does effectively protect the rights of the 
individual. The applicants, on the other hand, qualify this system as a "form 
of political control", inadequate in comparison with the principle of judicial 
control which ought to prevail.

It therefore has to be determined whether the procedures for supervising 
the ordering and implementation of the restrictive measures are such as to 
keep the "interference" resulting from the contested legislation to what is 
"necessary in a democratic society".

55. Review of surveillance may intervene at three stages: when the 
surveillance is first ordered, while it is being carried out, or after it has been 
terminated. As regards the first two stages, the very nature and logic of 
secret surveillance dictate that not only the surveillance itself but also the 
accompanying review should be effected without the individual’s 
knowledge. Consequently, since the individual will necessarily be prevented 
from seeking an effective remedy of his own accord or from taking a direct 
part in any review proceedings, it is essential that the procedures established 
should themselves provide adequate and equivalent guarantees safeguarding 
the individual’s rights. In addition, the values of a democratic society must 
be followed as faithfully as possible in the supervisory procedures if the 
bounds of necessity, within the meaning of Article 8 para. 2 (art. 8-2), are 
not to be exceeded. One of the fundamental principles of a democratic 
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society is the rule of law, which is expressly referred to in the Preamble to 
the Convention (see the Golder judgment of 21 February 1975, Series A no. 
18, pp. 16-17, para. 34). The rule of law implies, inter alia, that an 
interference by the executive authorities with an individual’s rights should 
be subject to an effective control which should normally be assured by the 
judiciary, at least in the last resort, judicial control offering the best 
guarantees of independence, impartiality and a proper procedure.

56. Within the system of surveillance established by the G 10, judicial 
control was excluded, being replaced by an initial control effected by an 
official qualified for judicial office and by the control provided by the 
Parliamentary Board and the G 10 Commission.

The Court considers that, in a field where abuse is potentially so easy in 
individual cases and could have such harmful consequences for democratic 
society as a whole, it is in principle desirable to entrust supervisory control 
to a judge.

Nevertheless, having regard to the nature of the supervisory and other 
safeguards provided for by the G 10, the Court concludes that the exclusion 
of judicial control does not exceed the limits of what may be deemed 
necessary in a democratic society. The Parliamentary Board and the G 10 
Commission are independent of the authorities carrying out the surveillance, 
and are vested with sufficient powers and competence to exercise an 
effective and continuous control. Furthermore, the democratic character is 
reflected in the balanced membership of the Parliamentary Board. The 
opposition is represented on this body and is therefore able to participate in 
the control of the measures ordered by the competent Minister who is 
responsible to the Bundestag. The two supervisory bodies may, in the 
circumstances of the case, be regarded as enjoying sufficient independence 
to give an objective ruling.

The Court notes in addition that an individual believing himself to be 
under surveillance has the opportunity of complaining to the G 10 
Commission and of having recourse to the Constitutional Court (see 
paragraph 23 above). However, as the Government conceded, these are 
remedies which can come into play only in exceptional circumstances.

57. As regards review a posteriori, it is necessary to determine whether 
judicial control, in particular with the individual’s participation, should 
continue to be excluded even after surveillance has ceased. Inextricably 
linked to this issue is the question of subsequent notification, since there is 
in principle little scope for recourse to the courts by the individual 
concerned unless he is advised of the measures taken without his knowledge 
and thus able retrospectively to challenge their legality.

The applicants’ main complaint under Article 8 (art. 8) is in fact that the 
person concerned is not always subsequently informed after the suspension 
of surveillance and is not therefore in a position to seek an effective remedy 
before the courts. Their preoccupation is the danger of measures being 
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improperly implemented without the individual knowing or being able to 
verify the extent to which his rights have been interfered with. In their view, 
effective control by the courts after the suspension of surveillance measures 
is necessary in a democratic society to ensure against abuses; otherwise 
adequate control of secret surveillance is lacking and the right conferred on 
individuals under Article 8 (art. 8) is simply eliminated.

In the Government’s view, the subsequent notification which must be 
given since the Federal Constitutional Court’s judgment (see paragraphs 11 
and 19 above) corresponds to the requirements of Article 8 para. 2 (art. 8-2). 
In their submission, the whole efficacy of secret surveillance requires that, 
both before and after the event, information cannot be divulged if thereby 
the purpose of the investigation is, or would be retrospectively, thwarted. 
They stressed that recourse to the courts is no longer excluded after 
notification has been given, various legal remedies then becoming available 
to allow the individual, inter alia, to seek redress for any injury suffered (see 
paragraph 24 above).

58. In the opinion of the Court, it has to be ascertained whether it is even 
feasible in practice to require subsequent notification in all cases.

The activity or danger against which a particular series of surveillance 
measures is directed may continue for years, even decades, after the 
suspension of those measures. Subsequent notification to each individual 
affected by a suspended measure might well jeopardise the long-term 
purpose that originally prompted the surveillance. Furthermore, as the 
Federal Constitutional Court rightly observed, such notification might serve 
to reveal the working methods and fields of operation of the intelligence 
services and even possibly to identify their agents. In the Court’s view, in so 
far as the "interference" resulting from the contested legislation is in 
principle justified under Article 8 para. 2 (art. 8-2) (see paragraph 48 
above), the fact of not informing the individual once surveillance has ceased 
cannot itself be incompatible with this provision since it is this very fact 
which ensures the efficacy of the "interference". Moreover, it is to be 
recalled that, in pursuance of the Federal Constitutional Court’s judgment of 
15 December 1970, the person concerned must be informed after the 
termination of the surveillance measures as soon as notification can be made 
without jeopardising the purpose of the restriction (see paragraphs 11 and 
19 above).

59. Both in general and in relation to the question of subsequent 
notification, the applicants have constantly invoked the danger of abuse as a 
ground for their contention that the legislation they challenge does not fulfil 
the requirements of Article 8 para. 2 (art. 8-2) of the Convention. While the 
possibility of improper action by a dishonest, negligent or over-zealous 
official can never be completely ruled out whatever the system, the 
considerations that matter for the purposes of the Court’s present review are 
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7.  On 1 November 2001 the Court changed the composition of its 

Sections (Rule 25 § 1). This case was assigned to the newly composed 

Fourth Section.  

THE FACTS 

I.  THE CIRCUMSTANCES OF THE CASE 

8.  The applicant was born in 1955 and lives in Essex. 

A.  Closed-circuit television (CCTV) and the relevant footage 

9.  In February 1994 Brentwood Borough Council (“the Council”) 

approved guidelines for the operation and management of CCTV. The 

CCTV tape recordings would be retained initially for ninety days, this 

period to be reviewed from time to time and reduced to a minimum, and the 

tapes would be erased on completion of the storage period. In the section 

headed “privacy to neighbouring properties”, it was noted that the CCTV 

system should ensure adequate provision for the avoidance of unwarranted 

intrusion in areas surrounding those under surveillance. In the event of it 

becoming apparent that privacy was being violated, it was foreseen that the 

Council would take such steps as to ensure that “either an electronic 

(digital) screening or physical screening is taking place”. In April 1994 the 

Council installed a CCTV surveillance system in Brentwood. It was fully 

operational by July 1994. The Council's monitoring operator had a direct 

visual and audio link to the police so that if it was considered that an 

incident warranting police intervention was taking place, the images being 

captured could be switched through to the police.  

10.  In August 1995 the applicant was suffering from depression as a 

result of personal and family circumstances. On 20 August 1995 at 

11.30 p.m. he walked alone down the high street towards a central junction 

in the centre of Brentwood with a kitchen knife in his hand and he attempted 

to commit suicide by cutting his wrists. He stopped at the junction and 

leaned over a railing facing the traffic with the knife in his hand. He was 

unaware that a CCTV camera, mounted on the traffic island in front of the 

junction, filmed his movements. The CCTV footage later disclosed did not 

show the applicant cutting his wrists, the operator being solely alerted to an 

individual in possession of a knife at the junction. 

11.  The police were notified by the CCTV operator and arrived. They 

took the knife from the applicant, gave him medical assistance and brought 

him to the police station. He was detained under the Mental Health Act 
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1983. His custody record refers to the self-inflicted injuries to his wrists on 

arrival and notes that he was examined and treated by a doctor, after which 

he was released without charge and taken home by police officers. 

B.  Release and publication of the footage 

12.  On 14 September 1995 the CCTV working party of the Council 

agreed to authorise the release of regular press features on the CCTV 

system. The Council also decided to cooperate with third parties in the 

preparation of factual programmes concerning their CCTV system.  

13.  The Council's first press feature, the CCTV News, was released on 

9 October 1995 and included two photographs taken from the CCTV 

footage of the applicant to accompany an article entitled “Defused – The 

partnership between CCTV and the police prevents a potentially dangerous 

situation”. The applicant's face was not specifically masked. The article 

noted that an individual had been spotted with a knife in his hand, that he 

was clearly unhappy but not looking for trouble, that the police had been 

alerted, that the individual had been disarmed and brought to the police 

station where he was questioned and given assistance for his problems. The 

article included the name of a Council employee in the event that readers 

wished to obtain copies of the pictures.  

14.  On 12 October 1995 the Brentwood Weekly News used a photograph 

of the incident involving the applicant on its front page to accompany an 

article on the use and benefits of the CCTV system. The applicant's face 

was not specifically masked. 

15.  On 13 October 1995 an article entitled “Gotcha” appeared in the 

Yellow Advertiser, a local newspaper with a circulation of approximately 

24,000. The article was accompanied by a photograph of the applicant taken 

from the CCTV footage. The newspaper article referred to the applicant 

having been intercepted with a knife and a potentially dangerous situation 

being defused as a result of the CCTV system. It was noted that the 

applicant had been released without charge.  

16.  As a result Anglia Television sought, and the Council provided, 

footage of the incident involving the applicant. On 17 October 1995 extracts 

from that footage were included in its news programme about the CCTV 

system, a local broadcast to an average audience of 350,000. The applicant's 

face had been masked at the Council's oral request. However, that masking 

was later considered inadequate by the Independent Television Commission 

(see below), the applicant's distinctive hairstyle and moustache making him 

easily recognisable to anyone who knew him.  

17.  On 18 October 1995 the Chairman of the Council informed the 

Council Technical Services Committee that cooperation had been, and 

would continue to be, given in the preparation of factual documentary 

20190602



12 PECK v. THE UNITED KINGDOM JUDGMENT 

relating to privacy. If a newspaper is found to be in breach of the code, the 

newspaper is to publish the adjudication of the PCC. The PCC has no legal 

powers to prevent publication of material, to enforce its rulings or to grant 

any legal remedies to a complainant. 

THE LAW 

I.  ALLEGED VIOLATION OF ARTICLE 8 OF THE CONVENTION 

52.  The applicant complained that the disclosure by Brentwood Borough 

Council of the relevant CCTV footage, which resulted in the publication 

and broadcasting of identifiable images of him, constituted a 

disproportionate interference with his right to respect for his private life 

guaranteed by Article 8 of the Convention. The relevant parts of Article 8 

read as follows: 

“1.  Everyone has the right to respect for his private and family life ... 

2.  There shall be no interference by a public authority with the exercise of this right 

except such as is in accordance with the law and is necessary in a democratic society 

in the interests of ... public safety or ... for the prevention of disorder or crime ...” 

A.  The existence of an interference with private life 

1.  The parties' submissions 

53.  The Government contended that the applicant's right to private life 

had not been engaged. They mainly argued that the incident in question did 

not form part of his private life given the substance of what was filmed and 

the location and circumstances of the filming. The applicant's actions were 

already in the public domain. Disclosure of those actions simply distributed 

a public event to a wider public and could not change the public quality of 

the applicant's original conduct and render it more private. The Government 

also maintained that the applicant waived his rights by choosing to do what 

he did, where he did, and submitted that the fact that the applicant did not 

complain about being filmed, as such, amounted to an acknowledgment that 

the filming did not engage his right to the protection of his private life. They 

further considered that the question of whether there was an interference 

with his private life was not clear cut and submitted that certain factors 

should be borne in mind in this respect, including the nature of the 

impugned act and the parties' conduct. 
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54.  The applicant maintained that the disclosure of the footage 

constituted a serious interference with his private life. The relevant footage 

related to an attempted suicide, he was unaware that he was being filmed 

and the footage showed the immediate aftermath of this episode while he 

still held the knife. The footage was disclosed to the written and audiovisual 

media with large audiences, without his consent or knowledge and without 

masking at all or adequately his identity. His image, even in those 

circumstances, was broadcast to millions and he was recognised by a large 

number of persons who knew him, including family members, friends and 

colleagues. While he was not complaining about being filmed by CCTV (as 

this saved his life), he took issue with the disclosure by the Council of the 

CCTV material which resulted in the impugned publications and broadcasts.  

55.  While the CCTV material disclosed did not show him actually 

cutting his wrists, the applicant argued that it concerned a period 

immediately following his suicide attempt and thus related to that personal 

and private matter. He may have been in the street, but it was late at night, 

he was not taking part in a public demonstration (the main reason for 

demonstrating is to be seen) and, given his psychological state, it could not 

be said that he was there voluntarily at all. He was unaware that he was 

being filmed and the disclosure took place without his knowledge or 

consent and the footage was later broadcast, and the stills published, without 

his permission and in a manner which did not exclude his identification by 

family, friends, neighbours and colleagues. The BSC, the ITC and the High 

Court found that his privacy had been invaded and, given those findings, the 

PCC's view to the contrary was not tenable.  

56.  In addition, the applicant maintained that the jurisprudence of the 

Convention institutions accepted that the occurrence of an event in a public 

place was only one element in the overall assessment of whether there was 

an interference with private life, other relevant factors including the use 

made of the material obtained and the extent to which it was made available 

to the public. In contrast to that jurisprudence, not only was disclosure of 

the CCTV material specifically foreseen by the Council, but that disclosure 

was made to the media. Moreover, the applicant contended that it could not 

be said that he “unequivocally” waived his rights under the Convention on 

20 August 1995. 

2.  The Court's assessment 

57.  Private life is a broad term not susceptible to exhaustive definition. 

The Court has already held that elements such as gender identification, 

name, sexual orientation and sexual life are important elements of the 

personal sphere protected by Article 8. That Article also protects a right to 

identity and personal development, and the right to establish and develop 

relationships with other human beings and the outside world and it may 

include activities of a professional or business nature. There is, therefore, a 

20190602



zone of interaction of a person with others, even in a public context, which 

may fall within the scope of “private life” (see P.G. and J.H. v. the United 

Kingdom, no. 44787/98, § 56, ECHR 2001-IX, with further references). 

58.  In P.G. and J.H. (§ 57) the Court further noted as follows: 

“There are a number of elements relevant to a consideration of whether a person's 

private life is concerned in measures effected outside a person's home or private 

premises. Since there are occasions when people knowingly or intentionally involve 

themselves in activities which are or may be recorded or reported in a public manner, 

a person's reasonable expectations as to privacy may be a significant, although not 

necessarily conclusive, factor. A person who walks down the street will, inevitably, be 

visible to any member of the public who is also present. Monitoring by technological 

means of the same public scene (for example, a security guard viewing through 

closed-circuit television) is of a similar character. Private life considerations may 

arise, however, once any systematic or permanent record comes into existence of such 

material from the public domain.”  

59.  The monitoring of the actions of an individual in a public place by 

the use of photographic equipment which does not record the visual data 

does not, as such, give rise to an interference with the individual's private 

life (see, for example, Herbecq and the association “Ligue des droits de 

l'homme” v. Belgium, applications nos. 32200/96 and 32201/96, 

Commission decision of 14 January 1998, DR 92-B, p. 92). On the other 

hand, the recording of the data and the systematic or permanent nature of 

the record may give rise to such considerations. Accordingly, in both Rotaru 

and Amann (to which P.G. and J.H. referred) the compilation of data by 

security services on particular individuals, even without the use of covert 

surveillance methods, constituted an interference with the applicants' private 

lives (Rotaru v. Romania [GC], no. 28341/95, §§ 43-44, ECHR 2000-V, and 

Amann v. Switzerland [GC], no. 27798/95, §§ 65-67, ECHR 2000-II). While 

the permanent recording of the voices of P.G. and J.H. was made while they 

answered questions in a police cell as police officers listened to them, the 

recording of their voices for further analysis was regarded as the processing 

of personal data about them amounting to an interference with their right to 

respect for their private lives (see P.G. and J.H., cited above, §§ 59-60).  

60.  However, the Court notes that the present applicant did not complain 

that the collection of data through the CCTV-camera monitoring of his 

movements and the creation of a permanent record of itself amounted to an 

interference with his private life. Indeed, he admitted that that function of 

the CCTV system, together with the consequent involvement of the police, 

may have saved his life. Rather, he argued that it was the disclosure of that 

record of his movements to the public in a manner in which he could never 

have foreseen which gave rise to such an interference.  

61.  In this connection, the Court recalls both Lupker and Friedl decided 

by the Commission, which concerned the unforeseen use by the authorities 

of photographs which had been previously voluntarily submitted to them 

(Lupker and Others v. the Netherlands, no. 18395/91, Commission decision 
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of 7 December 1992, unreported) and the use of photographs taken by the 

authorities during a public demonstration (Friedl v. Austria, judgment of 

31 January 1995, Series A no. 305-B, opinion of the Commission, p. 21, 

§§ 49-52). In those cases, the Commission attached importance to whether 

the photographs amounted to an intrusion into the applicant's privacy (as, 

for instance, by entering and taking photographs in a person's home), 

whether the photograph related to private or public matters and whether the 

material thus obtained was envisaged for a limited use or was likely to be 

made available to the general public. In Friedl the Commission noted that 

there was no such intrusion into the “inner circle” of the applicant's private 

life, that the photographs taken of a public demonstration related to a public 

event and that they had been used solely as an aid to policing the 

demonstration on the relevant day. In this context, the Commission attached 

weight to the fact that the photographs taken remained anonymous in that 

no names were noted down, the personal data recorded and photographs 

taken were not entered into a data-processing system and no action had been 

taken to identify the persons photographed on that occasion by means of 

data processing (ibid.). Similarly, in Lupker, the Commission specifically 

noted that the police used the photographs to identify offenders in criminal 

proceedings only and that there was no suggestion that the photographs had 

been made available to the general public or would be used for any other 

purpose.  

62.  The present applicant was in a public street but he was not there for 

the purposes of participating in any public event and he was not a public 

figure. It was late at night, he was deeply perturbed and in a state of distress. 

While he was walking in public wielding a knife, he was not later charged 

with any offence. The actual suicide attempt was neither recorded nor 

therefore disclosed. However, footage of the immediate aftermath was 

recorded and disclosed by the Council directly to the public in its CCTV 

News publication. In addition, the footage was disclosed to the media for 

further broadcasting and publication purposes. Those media included the 

audiovisual media: Anglia Television broadcast locally to approximately 

350,000 people and the BBC broadcast nationally, and it is “commonly 

acknowledged that the audiovisual media have often a much more 

immediate and powerful effect than the print media” (Jersild v. Denmark, 

judgment of 23 September 1994, Series A no. 298, pp. 23-24, § 31). The 

Yellow Advertiser was distributed in the applicant's locality to 

approximately 24,000 readers. The applicant's identity was not adequately, 

or in some cases not at all, masked in the photographs and footage so 

published and broadcast. He was recognised by certain members of his 

family and by his friends, neighbours and colleagues.  

As a result, the relevant moment was viewed to an extent which far 

exceeded any exposure to a passer-by or to security observation (as in 

Herbecq and the association “Ligue des droits de l'homme”, cited above) 
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and to a degree surpassing that which the applicant could possibly have 

foreseen when he walked in Brentwood on 20 August 1995.  

63.  Accordingly, the Court considers that the disclosure by the Council 

of the relevant footage constituted a serious interference with the applicant's 

right to respect for his private life.  

B.  Whether the interference was in accordance with the law and 

pursued a legitimate aim 

64.  The Government submitted that any interference was “in accordance 

with the law” in that it fell within section 163 of the Criminal Justice and 

Public Order Act 1994 (“the 1994 Act”) and section 111 of the Local 

Government Act 1972 (“the 1972 Act”), both of which provisions complied 

with the Convention's “quality of law” requirements. They added that any 

interference pursued a legitimate aim: as accepted during the judicial review 

proceedings, the Council's intention in installing and operating the CCTV 

system and in disclosing footage to the media was the detection and 

prevention of crime, thereby securing public safety and private property. 

65.  The applicant considered that the interference in question was not 

“in accordance with the law” because it was not foreseeable. He argued that 

the scope and conditions of the exercise of the discretionary power of 

disclosure in the 1972 and 1994 Acts were not indicated with sufficient 

clarity and thereby failed to protect him against arbitrary interferences with 

his rights. He also considered that the disclosure of the CCTV material had 

no legitimate aim because any connection between the aim of detecting and 

deterring crime and his conduct was too remote.  

66.  The Court has noted the terms of section 163 of the 1994 Act and 

section 111(1) of the 1972 Act and the judgment of, in particular, the High 

Court. That court noted that the purpose of section 163 of the 1994 Act was 

to empower a local authority to provide CCTV equipment in order to 

promote the prevention of crime and the welfare of victims of crime. It 

further noted that the publicising of information about the successful 

operation of the CCTV system reinforced the deterrent effect of its 

operation. The Council had the power to distribute the CCTV footage to the 

media for transmission by virtue of section 111(1) of the 1972 Act in the 

discharge of their functions under section 163 of the 1994 Act. 

67.  Accordingly, the Court considers that the disclosure did have a basis 

in law and was, with appropriate legal advice, foreseeable (see The Sunday 

Times v. the United Kingdom (no. 1), judgment of 26 April 1979, Series A 

no. 30, p. 31, § 49).  

It also regards the disclosure as having pursued the legitimate aim of 

public safety, the prevention of disorder and crime and the protection of the 

rights of others.  
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national authorities in striking a fair balance between the relevant 

conflicting public and private interests. However, this margin goes hand in 

hand with European supervision (see Funke v. France, judgment of 

25 February 1993, Series A no. 256-A, p. 24, § 55) and the scope of this 

margin depends on such factors as the nature and seriousness of the interests 

at stake and the gravity of the interference (see Z v. Finland, judgment of 

25 February 1997, Reports of judgments and Decisions 1997-I, p. 348, § 

99).  

78.   Z v. Finland related to the disclosure in court proceedings without 

the applicant's consent of her health records, including her HIV status. The 

Court noted that the protection of personal data was of fundamental 

importance to a person's enjoyment of his or her right to respect for private 

life and that the domestic law must therefore afford appropriate safeguards 

to prevent any such disclosure as may be inconsistent with the guarantees in 

Article 8 of the Convention. In so finding, the Court referred, mutatis 

mutandis, to Articles 3 § 2 (c), 5, 6 and 9 of the Convention for the 

Protection of Individuals with regard to Automatic Processing of Personal 

Data (European Treaty Series no. 108, Strasbourg, 1981). It went on to find 

that the above considerations were “especially valid” as regards the 

protection of the confidentiality of information about a person's HIV status, 

noting that the interests in protecting the confidentiality of such information 

weighed heavily in the balance in determining whether the interference was 

proportionate to the legitimate aim pursued. Such interference could not be 

compatible with Article 8 of the Convention unless it was justified by an 

overriding requirement in the public interest. Any State measures 

compelling disclosure of such information without the consent of the patient 

and any safeguards designed to secure an effective protection called for the 

most careful scrutiny on the part of the Court. 

79.  As to the present case, the Court would note at the outset that the 

applicant was not charged with, much less convicted of, an offence. The 

present case does not therefore concern disclosure of footage of the 

commission of a crime.  

The Court has also noted, on the one hand, the nature and seriousness of 

the interference with the applicant's private life (see paragraph 63 above). 

On the other hand, the Court appreciates the strong interest of the State in 

detecting and preventing crime. It is not disputed that the CCTV system 

plays an important role in these respects and that that role is rendered more 

effective and successful through advertising the CCTV system and its 

benefits. 

80.  However, the Court notes that the Council had other options 

available to it to allow it to achieve the same objectives. In the first place, it 

could have identified the applicant through enquiries with the police and 

thereby obtained his consent prior to disclosure. Alternatively, the Council 

could have masked the relevant images itself. A further alternative would 
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have been to take the utmost care in ensuring that the media, to which the 

disclosure was made, masked those images. The Court notes that the 

Council did not explore the first and second options and considers that the 

steps taken by the Council in respect of the third were inadequate.  

81.  As to the first option, it is true that individuals may not give their 

consent or that such an exercise may not be feasible where the footage 

includes images of numerous persons. In such circumstances, it could be 

argued that a consent-based system of disclosure could in practice 

undermine any action aimed at promoting the effectiveness of the CCTV 

system. However, in the present case, such limitations were not particularly 

relevant. The relevant footage clearly focused on and related to one 

individual only. It is not disputed that the Council, whose CCTV operator 

had alerted the police and observed their intervention, could have made 

enquiries with the police to establish the identity of the applicant and 

thereby request his consent to disclosure. Indeed, it appears from the 

Council's own CCTV News article of 9 October 1995 that certain enquiries 

had been made with the police to establish that the relevant individual had 

been questioned and assisted, but not to establish his identity. 

82.  Alternatively, the Council could have masked such images itself. 

While the Government confirmed that the Council did not have a masking 

facility, the Court notes that the Council's own guidelines indicate that it 

was intended to have such a facility. Indeed, the Court notes that the 

Council itself directly disclosed in its own publication, the CCTV News, 

stills taken from the relevant footage and that no attempt was made to mask 

those images. 

83.  As to the third option of ensuring appropriate and sufficient masking 

by the media to whom footage is disclosed, the Court notes that the High 

Court found that Anglia Television and the producers of the BBC 

programme had been orally requested to mask the applicant. The Court 

considers, contrary to the view of the High Court, that it would have been 

reasonable for the Council to demand written undertakings of the media to 

mask images, which requirement would have emphasised the need to 

maintain confidentiality. Indeed the High Court suggested that lessons could 

be learnt from this “unfortunate incident” and that, with the benefit of 

hindsight, the Council might see if it could tighten up its guidelines to avoid 

similar incidents in the future. The Council itself clearly intended to have a 

written licence agreement with the producers of “Crime Beat” but this does 

not appear to have been concluded as no final and signed agreement was 

disclosed to the applicant or submitted by the Government to this Court. 

The Essex police guidelines recommend written agreements with clauses on 

masking. Moreover, there is no evidence that the Yellow Advertiser was 

requested to mask the applicant's image at all. 

84.  Furthermore, the relevant CCTV material was released with the aim 

of promoting the effectiveness of the CCTV system in the prevention and 
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detection of crime and it was not therefore unlikely that the footage would 

be used in such contexts. This proved to be the case, most notably in the 

BBC's “Crime Beat” programme. In such circumstances, and even though 

the applicant does not directly complain about damage to his reputation, the 

Court considers that particular care was required of the Council, which 

would reasonably have included verifying with the police whether the 

individual had, in fact, been charged or not. It is difficult to accept the 

Government's explanation that the Council was unaware of his identity. As 

noted above, the Council's own CCTV News article of 9 October 1995 

would seem to imply that the Council had established that the relevant 

individual had been questioned and given assistance for his problems and 

could therefore have verified whether the applicant had, in fact, been 

charged. Indeed, the Yellow Advertiser had established by 13 October 1995 

that the applicant had not been charged by the police. 

85.  In sum, the Court does not find that, in the circumstances of this 

case, there were relevant or sufficient reasons which would justify the direct 

disclosure by the Council to the public of stills from the footage in its own 

CCTV News article without the Council obtaining the applicant's consent or 

masking his identity, or which would justify its disclosures to the media 

without the Council taking steps to ensure so far as possible that such 

masking would be effected by the media. The crime-prevention objective 

and context of the disclosures demanded particular scrutiny and care in 

these respects in the present case.  

86.  Finally, the Court does not find that the applicant's later voluntary 

media appearances diminish the serious nature of the interference or reduce 

the correlative requirement of care concerning disclosures. The applicant 

was the victim of a serious interference with his right to privacy involving 

national and local media coverage: it cannot therefore be held against him 

that he sought thereafter to avail himself of the media to expose and 

complain about that wrongdoing.  

87.  Accordingly, the Court considers that the disclosures by the Council 

of the CCTV material in the CCTV News and to the Yellow Advertiser, 

Anglia Television and the BBC were not accompanied by sufficient 

safeguards to prevent disclosure inconsistent with the guarantees of respect 

for the applicant' private life contained in Article 8. As such, the disclosure 

constituted a disproportionate and therefore unjustified interference with his 

private life and a violation of Article 8 of the Convention. 

D.  Other complaints under Article 8 of the Convention  

88.  The applicant also appeared to suggest that the BBC, acting under 

Royal Charter, was a public authority as was Anglia Television which acted 

under the authority of the ITC constituted under the Broadcasting Act 1990. 

Even assuming that those media could rely on their rights under Article 10 
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READING: Von Hannover v. Germany, No. 59320/00, 24 June 2004, para. 8-17, 50-53, 56-57, 59-70 of 

the majority opinion. 
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7.  A hearing took place in public in the Human Rights Building, 

Strasbourg, on 6 November 2003 (Rule 59 § 3). 

 

There appeared before the Court: 

(a)  for the Government 

Mr K. STOLTENBERG, Ministerialdirigent, Agent, 

Mr A. OHLY, Professor of civil law at Bayreuth University, Counsel, 

Mrs A. LAITENBERGER, executive assistant to the Agent, Adviser; 

(b)  for the applicant 

Mr M. PRINZ, lawyer, Counsel, 

Ms C. MOFFAT, lawyer, 

Mr A. TOUCAS, lawyer, Advisers. 

 

The Court heard addresses by Mr Prinz, Mr Stoltenberg and Mr Ohly. 

THE FACTS 

I.  THE CIRCUMSTANCES OF THE CASE 

8.  The applicant, who is the eldest daughter of Prince Rainier III of 

Monaco, was born in 1957. Her official residence is in Monaco but she lives 

in the Paris area most of the time. 

As a member of Prince Rainier’s family, the applicant is the president of 

certain humanitarian or cultural foundations, such as the Princess Grace 

Foundation or the Prince Pierre of Monaco Foundation, and also represents 

the ruling family at events such as the Red Cross Ball or the opening of the 

International Circus Festival. She does not, however, perform any function 

within or on behalf of the State of Monaco or any of its institutions. 

A.  Background to the case 

9.  Since the early 1990s the applicant has been trying – often through the 

courts – in a number of European countries to prevent the publication of 

photos about her private life in the tabloid press. 

10.  The photos that were the subject of the proceedings described below 

were published by the Burda publishing company in the German magazines 

Bunte and Freizeit Revue, and by the Heinrich Bauer publishing company in 

the German magazine Neue Post. 
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1.  The first series of photos 

(a)  The five photos of the applicant published in Freizeit Revue magazine 

(issue no. 30 of 22 July 1993) 

11.  These photos show her with the actor Vincent Lindon at the far end 

of a restaurant courtyard in Saint-Rémy-de-Provence. The first page of the 

magazine refers to “The most tender photos of her romance with Vincent” 

(“Die zärtlichsten Fotos Ihrer Romanze mit Vincent”) and the photos 

themselves bear the caption “These photos are evidence of the most tender 

romance of our time” (“Diese Fotos sind der Beweis für die zärtlichste 

Romanze unserer Zeit”). 

(b)  The two photos of the applicant published in Bunte magazine (issue no. 32 

of 5 August 1993) 

12.  The first photo shows her on horseback with the caption “Caroline 

and the blues. Her life is a novel with innumerable misfortunes, says the 

author Roig” (“Caroline und die Melancholie. Ihr Leben ist ein Roman mit 

unzähligen Unglücken, sagt Autor Roig”). 

The second photo shows her with her children Pierre and Andrea. 

The photos are part of an article entitled “I don’t think I could be a man’s 

ideal wife” (“Ich glaube nicht, dass ich die ideale Frau für einen Mann sein 

kann”). 

(c)  The seven photos of the applicant published in Bunte magazine (issue 

no. 34 of 19 August 1993) 

13.  The first photo shows her canoeing with her daughter Charlotte, the 

second shows her son Andrea with a bunch of flowers in his arms. 

The third photo shows her doing her shopping with a bag slung over her 

shoulder, the fourth with Vincent Lindon in a restaurant and the fifth alone 

on a bicycle. 

The sixth photo shows her with Vincent Lindon and her son Pierre. 

The seventh photo shows her doing her shopping at the market, 

accompanied by her bodyguard. 

The article is entitled “Pure happiness” (“Vom einfachen Glück”). 

 

2.  The second series of photos 

(a)  The ten photos of the applicant published in Bunte magazine (issue no. 10 

of 27 February 1997) 

14.  These photos show the applicant on a skiing holiday in Zürs/Arlberg. 

The accompanying article is entitled “Caroline... a woman returns to life” 

(“Caroline... eine Frau kehrt ins Leben zurück”). 
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(b)  The eleven photos of the applicant published in Bunte magazine (issue 

no. 12 of 13 March 1997) 

15.  Seven photos show her with Prince Ernst August von Hannover at a 

horse show in Saint-Rémy-de-Provence. The accompanying article is 

entitled “The kiss. Or: they are not hiding anymore” (“Der Kuss. Oder: jetzt 

verstecken sie sich nicht mehr”). 

Four other photos show her leaving her house in Paris with the caption 

“Out and about with Princess Caroline in Paris” (“Mit Prinzessin Caroline 

unterwegs in Paris”). 

(c)  The seven photos of the applicant published in Bunte magazine (issue 

no. 16 of 10 April 1997) 

16.  These photos show the applicant on the front page with Prince Ernst 

August von Hannover and on the inside pages of the magazine playing 

tennis with him or both putting their bicycles down. 

3.  The third series of photos 

17.  The sequence of photos published in Neue Post magazine (issue 

no. 35/97) shows the applicant at the Monte Carlo Beach Club, dressed in a 

swimsuit and wrapped up in a bathing towel, tripping over an obstacle and 

falling down. The photos, which are quite blurred, are accompanied by an 

article entitled “Prince Ernst August played fisticuffs and Princess Caroline 

fell flat on her face” (“Prinz Ernst August haute auf den Putz und Prinzessin 

Caroline fiel auf die Nase”). 

B.  The proceedings in the German courts 

1.  The first set of proceedings 

(a)  Judgment of the Hamburg Regional Court of 4 February 1993 

18.  On 13 August 1993 the applicant sought an injunction in the 

Hamburg Regional Court (Landgericht) against any further publication by 

the Burda publishing company of the first series of photos on the ground 

that they infringed her right to protection of her personality rights 

(Persönlichkeitsrecht), guaranteed by Articles 2 § 1 and 1 § 1 of the Basic 

Law (Grundgesetz), and her right to protection of her private life and to the 

control of the use of her image, guaranteed by sections 22 et seq. of the 

Copyright (Arts Domain) Act (Kunsturhebergesetz – “the Copyright Act” – 

see paragraphs 40-41 below). 

19.  In a judgment of 4 February 1993, the Regional Court granted the 

application only in respect of the distribution of the magazines in France, in 

accordance with the rules of private international law (section 38 of the 
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B.  The Court’s assessment 

1.  As regards the subject of the application 

48.  The Court notes at the outset that the photos of the applicant with her 

children are no longer the subject of this application, as it stated in its 

admissibility decision of 8 July 2003. 

The same applies to the photos published in Freizeit Revue magazine 

(issue no. 30 of 22 July 1993) showing the applicant with Vincent Lindon at 

the far end of a restaurant courtyard in Saint-Rémy-de-Provence (see 

paragraph 11 above). In its judgment of 19 December 1995, the Federal 

Court of Justice prohibited any further publication of the photos on the 

ground that they infringed the applicant’s right to respect for her private life 

(see paragraph 23 above). 

49.  Accordingly, the Court considers it important to specify that the 

present application concerns the following photos, which were published as 

part of a series of articles about the applicant: 

(i)  the photo published in Bunte magazine (issue no. 32 of 5 August 

1993) showing the applicant on horseback (see paragraph 12 above) 

(ii)  the photos published in Bunte magazine (issue no. 34 of 19 August 

1993) showing the applicant shopping on her own; with Mr Vincent Lindon 

in a restaurant; alone on a bicycle; and with her bodyguard at a market (see 

paragraph 13 above); 

(iii)  the photos published in Bunte magazine (issue no. 10 of 

27 February 1997) showing the applicant on a skiing holiday in Austria (see 

paragraph 14 above); 

(iv)  the photos published in Bunte magazine (issue no. 12 of 13 March 

1997) showing the applicant with Prince Ernst August von Hannover and 

alone leaving her Parisian residence (see paragraph 15 above); 

(v)  the photos published in Bunte magazine (issue no. 16 of 10 April 

1997) showing the applicant playing tennis with Prince Ernst August von 

Hannover and both of them putting their bicycles down (see paragraph 16 

above); 

(vi)  the photos published in Neue Post magazine (issue no. 35/97) 

showing the applicant tripping over an obstacle at the Monte Carlo Beach 

Club (see paragraph 17 above). 

2.  Applicability of Article 8 

50.  The Court reiterates that the concept of private life extends to 

aspects relating to personal identity, such as a person’s name (see Burghartz 

v. Switzerland, judgment of 22 February 1994, Series A no. 280-B, p. 28, 

§ 24), or a person’s picture (see Schüssel v. Austria (dec.), no. 42409/98, 

21 February 2002). 

20190602



Furthermore, private life, in the Court’s view, includes a person’s 

physical and psychological integrity; the guarantee afforded by Article 8 of 

the Convention is primarily intended to ensure the development, without 

outside interference, of the personality of each individual in his relations 

with other human beings (see, mutatis mutandis, Niemietz v. Germany, 

judgment of 16 December 1992, Series A no. 251-B, pp. 33-34, § 29, and 

Botta v. Italy, judgment of 24 February 1998, Reports of Judgments and 

Decisions 1998-I, p. 422, § 32). There is therefore a zone of interaction of a 

person with others, even in a public context, which may fall within the 

scope of “private life” (see, mutatis mutandis, P.G. and J.H. v. the United 

Kingdom, no. 44787/98, § 56, ECHR 2001-IX, and Peck v. the United 

Kingdom, no. 44647/98, § 57, ECHR 2003-I). 

51.  The Court has also indicated that, in certain circumstances, a person 

has a “legitimate expectation” of protection and respect for his or her private 

life. Accordingly, it has held in a case concerning the interception of 

telephone calls on business premises that the applicant “would have had a 

reasonable expectation of privacy for such calls” (see Halford v. the United 

Kingdom, judgment of 25 June 1997, Reports 1997-III, p. 1016, § 45). 

52.  As regards photos, with a view to defining the scope of the 

protection afforded by Article 8 against arbitrary interference by public 

authorities, the European Commission of Human Rights had regard to 

whether the photographs related to private or public matters and whether the 

material thus obtained was envisaged for a limited use or was likely to be 

made available to the general public (see, mutatis mutandis, Friedl v. 

Austria, judgment of 31 January 1995, Series A no. 305-B, opinion of the 

Commission, p. 21, §§ 49-52; P.G. and J.H. v. the United Kingdom, cited 

above, § 58; and Peck, cited above, § 61). 

53.  In the present case there is no doubt that the publication by various 

German magazines of photos of the applicant in her daily life either on her 

own or with other people falls within the scope of her private life. 

3.  Compliance with Article 8 

(a)  The domestic courts’ position 

54.  The Court notes that, in its landmark judgment of 15 December 

1999, the Federal Constitutional Court interpreted sections 22 and 23 of the 

Copyright (Arts Domain) Act (see paragraphs 40-41 above) by balancing 

the requirements of the freedom of the press against those of the protection 

of private life, that is, the public interest in being informed against the 

legitimate interests of the applicant. In doing so the Federal Constitutional 

Court took account of two criteria under German law, one functional and 

the other spatial. It considered that the applicant, as a figure of 

contemporary society “par excellence”, enjoyed the protection of her private 

life even outside her home but only if she was in a secluded place out of the 

20190602



public eye to which persons retire “with the objectively recognisable aim of 

being alone and where, confident of being alone, they behave in a manner in 

which they would not behave in public”. In the light of those criteria, the 

Federal Constitutional Court held that the Federal Court of Justice’s 

judgment of 19 December 1995 regarding publication of the photos in 

question was compatible with the Basic Law. The court attached decisive 

weight to the freedom of the press, even the entertainment press, and to the 

public interest in knowing how the applicant behaved outside her 

representative functions (see paragraph 25 above). 

55.  Referring to its landmark judgment, the Federal Constitutional Court 

did not entertain the applicant’s appeals in the subsequent proceedings 

brought by her (see paragraphs 32 and 38 above). 

(b)  General principles governing the protection of private life and the freedom 

of expression 

56.  In the present case the applicant did not complain of an action by the 

State, but rather of the lack of adequate State protection of her private life 

and her image. 

57.  The Court reiterates that, although the object of Article 8 is 

essentially that of protecting the individual against arbitrary interference by 

the public authorities, it does not merely compel the State to abstain from 

such interference: in addition to this primarily negative undertaking, there 

may be positive obligations inherent in an effective respect for private or 

family life. These obligations may involve the adoption of measures 

designed to secure respect for private life even in the sphere of the relations 

of individuals between themselves (see, mutatis mutandis, X and Y v. the 

Netherlands, judgment of 26 March 1985, Series A no. 91, p. 11, § 23; 

Stjerna v. Finland, judgment of 25 November 1994, Series A no. 299-B, 

pp. 60-61, § 38; and Verliere v. Switzerland (dec.), no. 41953/98, ECHR 

2001-VII). That also applies to the protection of a person’s picture against 

abuse by others (see Schüssel, cited above). 

The boundary between the State’s positive and negative obligations 

under this provision does not lend itself to precise definition. The applicable 

principles are, nonetheless, similar. In both contexts regard must be had to 

the fair balance that has to be struck between the competing interests of the 

individual and of the community as a whole; and in both contexts the State 

enjoys a certain margin of appreciation (see, among many other authorities, 

Keegan v. Ireland, judgment of 26 May 1994, Series A no. 290, p. 19, § 49, 

and Botta, cited above, p. 427, § 33). 

58.  That protection of private life has to be balanced against the freedom 

of expression guaranteed by Article 10 of the Convention. 

In that context, the Court reiterates that freedom of expression constitutes 

one of the essential foundations of a democratic society. Subject to 

paragraph 2 of Article 10, it is applicable not only to “information” or 
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“ideas” that are favourably received or regarded as inoffensive or as a 

matter of indifference, but also to those that offend, shock or disturb. Such 

are the demands of that pluralism, tolerance and broadmindedness without 

which there is no “democratic society” (see Handyside v. the United 

Kingdom, judgment of 7 December 1976, Series A no. 24, p. 23, § 49). 

In that connection, the press plays an essential role in a democratic 

society. Although it must not overstep certain bounds, in particular in 

respect of the reputation and rights of others, its duty is nevertheless to 

impart – in a manner consistent with its obligations and responsibilities – 

information and ideas on all matters of public interest (see, among many 

authorities, Observer and Guardian v. the United Kingdom, judgment of 

26 November 1991, Series A no. 216, pp. 29-30, § 59, and Bladet Tromsø 

and Stensaas v. Norway [GC], no. 21980/93, § 59, ECHR 1999-III). 

Journalistic freedom also covers possible recourse to a degree of 

exaggeration, or even provocation (see Prager and Oberschlick v. Austria, 

judgment of 26 April 1995, Series A no. 313, p. 19, § 38; Tammer v. 

Estonia, no. 41205/98, §§ 59-63, ECHR 2001-I; and Prisma Presse v. 

France (dec.), nos. 66910/01 and 71612/01, 1 July 2003). 

59.  Although freedom of expression also extends to the publication of 

photos, this is an area in which the protection of the rights and reputation of 

others takes on particular importance. The present case does not concern the 

dissemination of “ideas”, but of images containing very personal or even 

intimate “information” about an individual. Furthermore, photos appearing 

in the tabloid press are often taken in a climate of continual harassment 

which induces in the person concerned a very strong sense of intrusion into 

their private life or even of persecution. 

60.  In the cases in which the Court has had to balance the protection of 

private life against freedom of expression, it has always stressed the 

contribution made by photos or articles in the press to a debate of general 

interest (see, as a recent authority, Tammer, cited above, §§ 59 et seq.; News 

Verlags GmbH & Co. KG v. Austria, no. 31457/96, §§ 52 et seq., ECHR 

2000-I; and Krone Verlag GmbH & Co. KG v. Austria, no. 34315/96, §§ 33 

et seq., 26 February 2002). The Court thus found, in one case, that the use 

of certain terms in relation to an individual’s private life was not “justified 

by considerations of public concern” and that those terms did not “[bear] on 

a matter of general importance” (see Tammer, cited above, § 68) and went 

on to hold that there had not been a violation of Article 10. In another case, 

however, the Court attached particular importance to the fact that the subject 

in question was a news item of “major public concern” and that the 

published photographs “did not disclose any details of [the] private life” of 

the person in question (see Krone Verlag GmbH & Co. KG, cited above, 

§ 37) and held that there had been a violation of Article 10. Similarly, in a 

recent case concerning the publication by President Mitterrand’s former 

private doctor of a book containing revelations about the President’s state of 
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health, the Court held that “the more time that elapsed, the more the public 

interest in discussion of the history of President Mitterrand’s two terms of 

office prevailed over the requirements of protecting the President’s rights 

with regard to medical confidentiality” (see Editions Plon v. France, 

no. 58148/00, § 53, ECHR 2004-IV) and held that there had been a breach 

of Article 10. 

(c)  Application of these general principles by the Court 

 

61.  The Court notes at the outset that in the present case the photos of 

the applicant in the various German magazines show her in scenes from her 

daily life, thus involving activities of a purely private nature such as 

engaging in sport, out walking, leaving a restaurant or on holiday. The 

photos, in which the applicant appears sometimes alone and sometimes in 

company, illustrate a series of articles with such innocuous titles as “Pure 

happiness”, “Caroline... a woman returning to life”, “Out and about with 

Princess Caroline in Paris” and “The kiss. Or: they are not hiding anymore” 

(see paragraphs 11-17 above). 

62.  The Court also notes that the applicant, as a member of the Prince of 

Monaco’s family, represents the ruling family at certain cultural or 

charitable events. However, she does not exercise any function within or on 

behalf of the State of Monaco or any of its institutions (see paragraph 8 

above). 

63.  The Court considers that a fundamental distinction needs to be made 

between reporting facts – even controversial ones – capable of contributing 

to a debate in a democratic society relating to politicians in the exercise of 

their functions, for example, and reporting details of the private life of an 

individual who, moreover, as in this case, does not exercise official 

functions. While in the former case the press exercises its vital role of 

“watchdog” in a democracy by contributing to “impart[ing] information and 

ideas on matters of public interest (see Observer and Guardian, loc. cit.), it 

does not do so in the latter case. 

64.  Similarly, although the public has a right to be informed, which is an 

essential right in a democratic society that, in certain special circumstances, 

can even extend to aspects of the private life of public figures, particularly 

where politicians are concerned (see Editions Plon, loc. cit.), this is not the 

case here. The situation here does not come within the sphere of any 

political or public debate because the published photos and accompanying 

commentaries relate exclusively to details of the applicant’s private life. 

65.  As in other similar cases it has examined, the Court considers that 

the publication of the photos and articles in question, the sole purpose of 

which was to satisfy the curiosity of a particular readership regarding the 

details of the applicant’s private life, cannot be deemed to contribute to any 

debate of general interest to society despite the applicant being known to the 
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public (see, mutatis mutandis, Campmany y Diez de Revenga and Lopez 

Galiacho Perona v. Spain (dec.), no. 54224/00, ECHR 2000-XII; Julio Bou 

Gibert and El Hogar Y La Moda J.A. v. Spain (dec.), no. 14929/02, 13 May 

2003; and Prisma Presse, cited above). 

66.  In these conditions freedom of expression calls for a narrower 

interpretation (see Prisma Presse, cited above, and, by converse 

implication, Krone Verlag GmbH & Co. KG, cited above, § 37). 

67.  In that connection, the Court also takes account of the resolution of 

the Parliamentary Assembly of the Council of Europe on the right to 

privacy, which stresses the “one-sided interpretation of the right to freedom 

of expression” by certain media which attempt to justify an infringement of 

the rights protected by Article 8 of the Convention by claiming that “their 

readers are entitled to know everything about public figures” (see 

paragraph 42 above, and Prisma Presse, cited above). 

68.  The Court finds another point to be of importance: even though, 

strictly speaking, the present application concerns only the publication of 

the photos and articles by various German magazines, the context in which 

these photos were taken – without the applicant’s knowledge or consent –

and the harassment endured by many public figures in their daily lives 

cannot be fully disregarded (see paragraph 59 above). 

In the present case this point is illustrated in particularly striking fashion 

by the photos taken of the applicant at the Monte Carlo Beach Club tripping 

over an obstacle and falling down (see paragraph 17 above). It appears that 

these photos were taken secretly at a distance of several hundred metres, 

probably from a neighbouring house, whereas journalists’ and 

photographers’ access to the club was strictly regulated (see paragraph 33 

above). 

69.  The Court reiterates the fundamental importance of protecting 

private life from the point of view of the development of every human 

being’s personality. That protection – as stated above – extends beyond the 

private family circle and also includes a social dimension. The Court 

considers that anyone, even if they are known to the general public, must be 

able to enjoy a “legitimate expectation” of protection of and respect for their 

private life (see paragraph 51 above and, mutatis mutandis, Halford, cited 

above, p. 1016, § 45). 

70.  Furthermore, increased vigilance in protecting private life is 

necessary to contend with new communication technologies which make it 

possible to store and reproduce personal data (see point 5 of the 

Parliamentary Assembly’s resolution on the right to privacy, paragraph 42 

above, and, mutatis mutandis, Amann v. Switzerland [GC], no. 27798/95, 

§§ 65-67, ECHR 2000-II; Rotaru v. Romania [GC], no. 28341/95, §§ 43-44, 

ECHR 2000-V; P.G. and J.H. v. the United Kingdom, cited above, 

§§ 57-60; and Peck, cited above, §§ 59-63 and 78). This also applies to the 
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systematic taking of specific photos and their dissemination to a broad 

section of the public. 

71.  Lastly, the Court reiterates that the Convention is intended to 

guarantee not rights that are theoretical or illusory but rights that are 

practical and effective (see Artico v. Italy, judgment of 13 May 1980, 

Series A no. 37, pp. 15-16, § 33). 

72.  The Court finds it hard to agree with the domestic courts’ 

interpretation of section 23(1) of the Copyright (Arts Domain) Act, which 

consists in describing a person as such as a figure of contemporary society 

“par excellence”. Since that definition affords the person very limited 

protection of their private life or the right to control the use of their image, it 

could conceivably be appropriate for politicians exercising official 

functions. However, it cannot be justified for a “private” individual, such as 

the applicant, in whom the interest of the general public and the press is 

based solely on her membership of a reigning family, whereas she herself 

does not exercise any official functions. 

In any event the Court considers that, in these conditions, the Act has to 

be interpreted narrowly to ensure that the State complies with its positive 

obligation under the Convention to protect private life and the right to 

control the use of one’s image. 

73.  Lastly, the distinction drawn between figures of contemporary 

society “par excellence” and “relatively” public figures has to be clear and 

obvious so that, in a State governed by the rule of law, the individual has 

precise indications as to the behaviour he or she should adopt. Above all, 

they need to know exactly when and where they are in a protected sphere or, 

on the contrary, in a sphere in which they must expect interference from 

others, especially the tabloid press. 

74.  The Court therefore considers that the criteria on which the domestic 

courts based their decisions were not sufficient to protect the applicant’s 

private life effectively. As a figure of contemporary society “par 

excellence” she cannot – in the name of freedom of the press and the public 

interest – rely on protection of her private life unless she is in a secluded 

place out of the public eye and, moreover, succeeds in proving it (which can 

be difficult). Where that is not the case, she has to accept that she might be 

photographed at almost any time, systematically, and that the photos are 

then very widely disseminated even if, as was the case here, the photos and 

accompanying articles relate exclusively to details of her private life. 

75.  In the Court’s view, the criterion of spatial isolation, although 

apposite in theory, is in reality too vague and difficult for the person 

concerned to determine in advance. In the present case, merely classifying 

the applicant as a figure of contemporary society “par excellence” does not 

suffice to justify such an intrusion into her private life. 
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READING: Von Hannover v. Germany (No. 2), Nos. 40660/08 and 60641/08, 7 February 2012, para 74, 

104-105, 107, 114-117, 122-126 of the majority opinion. 
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3)  On the basis of the judgment of the European Court, the German Federal Civil 

Court upheld a judgment allowing the publication of an article about fining the 

applicant’s husband for speeding on a French motorway. The Court stated that the 

public had a justified interest in this information as it constitutes an offence, making 

this behaviour the topic of a public discussion (BGH, Urt. v. 15.11.2005, VI ZR 

286/04, available via www.bundesgerichtshof.de). 

4)  Concerning the applicant herself, in July 2005, the regional court of Hamburg 

(Landgericht), referring to the judgment of the European Court, decided in favour of 

the applicant, prohibiting the publication of a photograph showing her together with 

her husband in a St Moritz street during a skiing holiday. However, in December 

2005, the second instance (Appeal Court of Hamburg, Oberlandesgericht) reversed 

this decision, basing its judgment rather on the case-law of the German Federal 

Constitutional Court (Bundesverfassungsgericht). Upon revision to the Federal Civil 

Court (Bundesgerichtshof) sought by the applicant, the Federal Civil Court on 

6 March 2007 decided that the photograph in question may be published. In its 

reasoning the domestic court, balancing the different interests at stake, explicitly  

took into account the Convention’s requirements as set out in the European  

Court’s judgment (BGH, Urt. v. 6.3.2007, VI ZR 14/06 available via 

www.bundesgerichtshof.de). 

...” 

THE LAW 

I.  DISJOINDER OF THE APPLICATIONS 

73.  The Court notes that before relinquishing jurisdiction in favour of 

the Grand Chamber the Chamber had joined the present applications to 

another application, Axel Springer AG v. Germany (no. 39954/08 – see 

paragraph 3 above). Having regard, however, to the nature of the facts and 

the substantive issues raised in these cases, the Grand Chamber considers it 

appropriate to disjoin application no. 39954/08 from the present 

applications. 

II.  ALLEGED VIOLATION OF ARTICLE 8 OF THE CONVENTION 

74.  The applicants complained of the refusal by the German courts to 

grant an injunction against any further publication of the photo that had 

appeared on 20 February 2002 in the magazines Frau im Spiegel, issue 

no. 9/02, and Frau aktuell, issue no. 9/02. They alleged that there had been 

a violation of their right to respect for their private life, as guaranteed by 

Article 8 of the Convention, the relevant parts of which read as follows: 

“1.  Everyone has the right to respect for his private and family life ... 
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2.  There shall be no interference by a public authority with the exercise of this right 

except such as is in accordance with the law and is necessary in a democratic society 

in the interests of ... the protection of the rights and freedoms of others.” 

A.  Admissibility 

75.  The Court observes that this complaint is not manifestly ill-founded 

within the meaning of Article 35 § 3 (a) of the Convention. It notes further 

that no other ground for declaring it inadmissible has been established and 

that it must therefore be declared admissible. 

B.  Merits 

1.  The parties’ submissions 

(a)  The Government 

76.  The Government pointed out at the outset that there was no conflict 

between the Federal Constitutional Court and the Court. They observed that 

in its judgment of 14 October 2004 (Görgülü judgment – no. 2 

BvR 1481/04, Reports of Judgments and Decisions of the Federal 

Constitutional Court no. 111, p. 307), the Federal Constitutional Court had 

stated that there were grounds for lodging a constitutional appeal before it 

where the domestic court had failed to take sufficient account of the 

Convention or of the Court’s case-law. They pointed out that in the present 

cases the Federal Court of Justice and the Federal Constitutional Court had 

taken the Court’s case-law into consideration, particularly the Von 

Hannover judgment. It could not therefore be alleged that there was an 

attitude of denial on the part of the German courts; on the contrary, they had 

granted far greater protection to personality rights than had been the case in 

the past. 

77.  The Government pointed out that the present applications related in 

essence to only one photo. In their submission, whilst it was true that the 

photos published on 20 February 2002, although not identical, were 

apparently part of the same series, the fact remained that from the point of 

view of an unbiased observer it was the same photographic representation of 

the applicants, albeit in a different size and format. The Government 

observed that in respect of the other photos examined in the judgment of the 

Federal Constitutional Court of 26 February 2008 either the Federal Court 

of Justice had upheld the injunction on their publication or they were the 

subject of a separate application before the Court. Other photos, mentioned 

by the applicants in their observations, could not be taken into consideration 
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techniques of reporting should be adopted in a particular case (see Jersild v. 

Denmark, 23 September 1994, § 31, Series A no. 298, and Stoll v. 

Switzerland [GC], no. 69698/01, § 146, ECHR 2007-V). 

103.  The Court reiterates, lastly, that freedom of expression includes the 

publication of photos (see Österreichischer Rundfunk v. Austria (dec.), 

no. 57597/00, 25 May 2004, and Verlagsgruppe News GmbH v. Austria 

(no. 2), no. 10520/02, §§ 29 and 40, 14 December 2006). This is 

nonetheless an area in which the protection of the rights and reputation of 

others takes on particular importance, as the photos may contain very 

personal or even intimate information about an individual or his or her 

family (see Von Hannover, cited above, § 59; Hachette Filipacchi Associés 

v. France, no. 71111/01, § 42, 14 June 2007; and Eerikäinen and Others v. 

Finland, no. 3514/02, § 70, 10 February 2009). 

Moreover, photos appearing in the “sensationalist” press or in “romance” 

magazines, which generally aim to satisfy the public’s curiosity regarding 

the details of a person’s strictly private life (see Société Prisma Presse v. 

France (dec.), nos. 66910/01 and 71612/01, 1 July 2003, and Hachette 

Filipacchi Associés (ICI PARIS), cited above, § 40), are often taken in a 

climate of continual harassment which may induce in the person concerned 

a very strong sense of intrusion into their private life or even of persecution 

(see Von Hannover, cited above, § 59, and Gurguenidze, cited above, § 59). 

(iii)  Concerning the margin of appreciation 

104.  The Court reiterates that the choice of the means calculated to 

secure compliance with Article 8 of the Convention in the sphere of the 

relations of individuals between themselves is in principle a matter that falls 

within the Contracting States’ margin of appreciation, whether the 

obligations on the State are positive or negative. There are different ways of 

ensuring respect for private life and the nature of the State’s obligation will 

depend on the particular aspect of private life that is at issue (see X and Y v. 

the Netherlands, cited above, § 24, and Odièvre v. France [GC], 

no. 42326/98, § 46, ECHR 2003-III). 

Likewise, under Article 10 of the Convention, the Contracting States 

have a certain margin of appreciation in assessing whether and to what 

extent an interference with the freedom of expression protected by this 

provision is necessary (see Tammer v. Estonia, no. 41205/98, § 60, ECHR 

2001-I, and Pedersen and Baadsgaard, cited above, § 68). 

105.  However, this margin goes hand in hand with European 

supervision, embracing both the legislation and the decisions applying it, 

even those delivered by an independent court (see, mutatis mutandis, Peck 

v. the United Kingdom, no. 44647/98, § 77, ECHR 2003-I, and Karhuvaara 

and Iltalehti v. Finland, no. 53678/00, § 38, ECHR 2004-X). In exercising 

its supervisory function, the Court’s task is not to take the place of the 

national courts, but rather to review, in the light of the case as a whole, 
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whether the decisions they have taken pursuant to their power of 

appreciation are compatible with the provisions of the Convention relied on 

(see Petrenco v. Moldova, no. 20928/05, § 54, 30 March 2010; Polanco 

Torres and Movilla Polanco v. Spain, no. 34147/06, § 41, 21 September 

2010; and Petrov v. Bulgaria (dec.), no. 27103/04, 2 November 2010). 

106.  In cases such as the present one, which require the right to respect 

for private life to be balanced against the right to freedom of expression, the 

Court considers that the outcome of the application should not, in theory, 

vary according to whether it has been lodged with the Court under Article 8 

of the Convention by the person who was the subject of the article, or under 

Article 10 by the publisher. Indeed, as a matter of principle these rights 

deserve equal respect (see Hachette Filipacchi Associés (ICI PARIS), cited 

above, § 41; Timciuc v. Romania (dec.), no. 28999/03, § 144, 12 October 

2010; and Mosley v. the United Kingdom, no. 48009/08, § 111, 10 May 

2011; see also point 11 of the Resolution of the Parliamentary Assembly – 

paragraph 71 above). Accordingly, the margin of appreciation should in 

theory be the same in both cases. 

107.  Where the balancing exercise has been undertaken by the national 

authorities in conformity with the criteria laid down in the Court’s case-law, 

the Court would require strong reasons to substitute its view for that of the 

domestic courts (see MGN Limited v. the United Kingdom, no. 39401/04, 

§§ 150 and 155, 18 January 2011, and Palomo Sánchez and Others v. Spain 

[GC], nos. 28955/06, 28957/06, 28959/06 and 28964/06, § 57, ECHR 

2011). 

(iv)  The criteria relevant for the balancing exercise 

108.  Where the right to freedom of expression is being balanced against 

the right to respect for private life, the criteria laid down in the case-law that 

are relevant to the present case are set out below. 

(α)  Contribution to a debate of general interest 

109.  An initial essential criterion is the contribution made by photos or 

articles in the press to a debate of general interest (see Von Hannover, cited 

above, § 60; Leempoel & S.A. ED. Ciné Revue, cited above, § 68; and 

Standard Verlags GmbH, cited above, § 46). The definition of what 

constitutes a subject of general interest will depend on the circumstances of 

the case. The Court nevertheless considers it useful to point out that it has 

recognised the existence of such an interest not only where the publication 

concerned political issues or crimes (see White, cited above, § 29; Egeland 

and Hanseid v. Norway, no. 34438/04, § 58, 16 April 2009; and Leempoel 

& S.A. ED. Ciné Revue, cited above, § 72), but also where it concerned 

sporting issues or performing artists (see Nikowitz and Verlagsgruppe News 

GmbH v. Austria, no. 5266/03, § 25, 22 February 2007; Colaço Mestre and 

SIC – Sociedade Independente de Comunicação, S.A. v. Portugal, 
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§§ 52-53, and Sapan, cited above, § 34). However, the mere fact of having 

cooperated with the press on previous occasions cannot serve as an 

argument for depriving the party concerned of all protection against 

publication of the photo at issue (see Egeland and Hanseid, cited above, 

§ 62). 

(δ)  Content, form and consequences of the publication 

112.  The way in which the photo or report are published and the manner 

in which the person concerned is represented in the photo or report may also 

be factors to be taken into consideration (see Wirtschafts-Trend 

Zeitschriften-Verlagsgesellschaft m.b.H. v. Austria (no. 3), nos. 66298/01 

and 15653/02, § 47, 13 December 2005; Reklos and Davourlis, cited above, 

§ 42; and Jokitaipale and Others v. Finland, no. 43349/05, § 68, 6 April 

2010). The extent to which the report and photo have been disseminated 

may also be an important factor, depending on whether the newspaper is a 

national or local one, and has a large or a limited circulation (see 

Karhuvaara and Iltalehti, cited above, § 47, and Gurguenidze, cited above, 

§ 55). 

(ε)  Circumstances in which the photos were taken 

113.  Lastly, the Court has already held that the context and 

circumstances in which the published photos were taken cannot be 

disregarded. In that connection regard must be had to whether the person 

photographed gave their consent to the taking of the photos and their 

publication (see Gurguenidze, cited above, § 56, and Reklos and Davourlis, 

cited above, § 41) or whether this was done without their knowledge or by 

subterfuge or other illicit means (see Hachette Filipacchi Associés (ICI 

PARIS), cited above, § 47, and Flinkkilä and Others v. Finland, 

no. 25576/04, § 81, 6 April 2010). Regard must also be had to the nature or 

seriousness of the intrusion and the consequences of publication of the 

photo for the person concerned (see Egeland and Hanseid, cited above, 

§ 61, and Timciuc, cited above, § 150). For a private individual, unknown to 

the public, the publication of a photo may amount to a more substantial 

interference than a written article (see Eerikäinen and Others, cited above, 

§ 70, and A. v. Norway, cited above, § 72). 

(c)  Application of the principles to the present case 

114.  The Court takes note of the changes made by the Federal Court of 

Justice to its earlier case-law following the Von Hannover judgment. That 

court stated, inter alia, that in future importance had to be attached to 

whether the report in question contributed to a factual debate and whether 

its contents went beyond a mere desire to satisfy public curiosity. It 

observed in that connection that the greater the information value for the 

public, the more the interest of a person in being protected against its 
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publication had to yield, and vice versa. Whilst pointing out that the 

freedom of expression also included the entertainment press, it stated that 

the reader’s interest in being entertained generally carried less weight than 

the interest in protecting the private sphere. 

115.  The Federal Constitutional Court confirmed that approach, stating 

that whilst it had not, in its judgment of 15 December 1999, called into 

question the former case-law of the Federal Court of Justice, that did not 

mean that another concept of protection – giving greater weight to balancing 

the conflicting interests at stake when examining the question whether a 

photo could be regarded as an aspect of contemporary society and could 

accordingly be published without the consent of the person concerned – 

could not be in conformity with the Basic Law. 

116.  In so far as the applicants alleged that the new approach of the 

Federal Court of Justice and the Federal Constitutional Court merely 

reproduced the reasoning of the former case-law using different terms, the 

Court reiterates that its task is not to review the relevant domestic law and 

practice in abstracto, but to determine whether the manner in which they 

were applied to the applicants has infringed Article 8 of the Convention (see 

Karhuvaara and Iltalehti, cited above, § 49). 

117.  The Court observes that in applying its new approach the Federal 

Court of Justice found that as neither the part of the article accompanying 

the photos of the applicants’ skiing holiday nor the photos themselves 

contained information related to an event of contemporary society, they did 

not contribute to a debate of general interest. The Federal Court of Justice 

found that the same could not be said, however, with regard to the 

information in the articles about the illness affecting Prince Rainier III, the 

reigning sovereign of the Principality of Monaco at the time, and the 

conduct of the members of his family during that illness. In the Federal 

Court of Justice’s opinion, that subject qualified as an event of 

contemporary society on which the magazines were entitled to report, and 

which entitled them to include the photos in question in that report as these 

supported and illustrated the information being conveyed. 

The Federal Constitutional Court, for its part, observed that the Federal 

Court of Justice had accepted that the reigning Prince of Monaco’s illness 

could be regarded as a matter of general interest and that the press was 

therefore entitled to report on how the prince’s children reconciled their 

obligations of family solidarity with the legitimate needs of their private 

life, among which was the desire to go on holiday. It also confirmed that 

there was a sufficiently close link between the photo and the event described 

in the article. 

118.  The Court observes that the fact that the Federal Court of Justice 

assessed the information value of the photo in question in the light of the 

accompanying article cannot be criticised under the Convention (see, 

mutatis mutandis, Tønsbergs Blad A.S. and Haukom v. Norway, no. 510/04, 
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been taken surreptitiously in conditions unfavourable to the applicants. The 

latter, for their part, alleged that the photos had been taken in a climate of 

general harassment with which they were constantly confronted. 

122.  The Court observes that the Federal Court of Justice concluded that 

the applicants had not adduced evidence of unfavourable circumstances in 

that connection and that there was nothing to indicate that the photos had 

been taken surreptitiously or by equivalent secret means such as to render 

their publication illegal. The Federal Constitutional Court, for its part, stated 

that the publishing company concerned had provided details of how the 

photo that had appeared in the Frau im Spiegel magazine had been taken, 

but that the first applicant had neither complained before the civil courts that 

those details were inadequate nor submitted that the photo in question had 

been taken in conditions that were unfavourable to her. 

123.  The Court observes that, according to the case-law of the German 

courts, the circumstances in which photos have been taken constitutes one 

of the factors that are normally examined when the competing interests are 

balanced against each other. In the present case it can be seen from the 

decisions of the national courts that this factor did not require a more 

thorough examination as the applicants did not put forward any relevant 

arguments and there were no particular circumstances justifying an 

injunction against publishing the photos. The Court notes, moreover, as 

pointed out by the Federal Court of Justice, that the photos of the applicants 

in the middle of a street in St Moritz in winter were not in themselves 

offensive to the point of justifying their prohibition. 

(d)  Conclusion 

124.  The Court observes that, in accordance with their case-law, the 

national courts carefully balanced the right of the publishing companies to 

freedom of expression against the right of the applicants to respect for their 

private life. In doing so, they attached fundamental importance to the 

question whether the photos, considered in the light of the accompanying 

articles, had contributed to a debate of general interest. They also examined 

the circumstances in which the photos had been taken. 

125.  The Court also observes that the national courts explicitly took 

account of the Court’s relevant case-law. Whilst the Federal Court of Justice 

had changed its approach following the Von Hannover judgment, the 

Federal Constitutional Court, for its part, had not only confirmed that 

approach, but also undertaken a detailed analysis of the Court’s case-law in 

response to the applicants’ complaints that the Federal Court of Justice had 

disregarded the Convention and the Court’s case-law. 

126.  In those circumstances, and having regard to the margin of 

appreciation enjoyed by the national courts when balancing competing 

interests, the Court concludes that the latter have not failed to comply with 
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their positive obligations under Article 8 of the Convention. Accordingly, 

there has not been a violation of that provision. 

FOR THESE REASONS, THE COURT UNANIMOUSLY 

1.  Disjoins the application in the case of Axel Springer AG v. Germany 

(no. 39954/08) from the present applications; 

 

2.  Declares the present applications admissible; 

 

3.  Holds that there has been no violation of Article 8 of the Convention. 

Done in English and in French, and delivered at a public hearing in the 

Human Rights Building, Strasbourg, on 7 February 2012. 

 Michael O’Boyle Nicolas Bratza 

 Deputy Registrar President 
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READING: Axel Springer AG v. Germany, No. 39954/08, 7 February 2012, para. 9, 53, 83, 84, 88-96, 98-

99, 108-110 of the majority 
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There appeared before the Court: 

(a)  for the Government 

Mrs A. WITTLING-VOGEL, Federal Ministry of Justice, Agent, 

Mr C. WALTER, Professor of Public Law, Counsel, 

Mrs A. VON UNGERN-STERNBERG, Assistant, 

Mr R. SOMMERLATTE, Federal Office for Culture, 

Mr A. MAATSCH, Judge of the Hamburg Regional Court, Advisers; 

(b)  for the applicant company 

Mr U. BÖRGER, Lawyer, Counsel, 

Mrs K. HESSE, Lawyer, Adviser. 

 

The Court heard addresses, and answers to questions from judges, from 

Mr Walter and Mr Börger. 

After being invited by the Court to provide additional information 

concerning the holding of a press conference by the Munich public 

prosecutor’s office following the arrest of the actor X, the parties 

subsequently submitted a certain number of documents in that connection. 

THE FACTS 

I.  THE CIRCUMSTANCES OF THE CASE 

9.  The applicant is a public limited company whose registered office is 

in Hamburg. It publishes the Bild, a daily newspaper with a large 

circulation. The present case concerns the publication by the newspaper of 

two articles about X, a well-known television actor. Between May 1998 and 

November 2003 X had played the part of Police Superintendent Y, the hero 

of a television series broadcast on a private television channel in the 

evenings, until 2005. By October 2004, 103 episodes had been broadcast, 

the last 54 of which had starred X in the role of Police Superintendent Y. 

The average audience rating was 18% (between 3 and 4,700,000 viewers 

per episode). 

10.  On 14 June 2003 the applicant company revealed that X had been 

convicted of unlawful possession of drugs. After receiving a warning from 

X, it undertook, on pain of an agreed penalty, to refrain from publishing 

information according to which four grams of cocaine had been found at 

X’s home that he had had sent to him by post from Brazil and for which he 

had been given a prison sentence, suspended for five months, and fined 

5,000 euros (EUR). 
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II.  ALLEGED VIOLATION OF ARTICLE 10 OF THE CONVENTION 

53.  The applicant company complained about the injunction imposed on 

it against reporting on the arrest and conviction of X. It relied on Article 10 

of the Convention, the relevant parts of which read as follows: 

“1.  Everyone has the right to freedom of expression. This right shall include 

freedom to hold opinions and to receive and impart information and ideas without 

interference by public authority and regardless of frontiers. ... 

2.  The exercise of these freedoms, since it carries with it duties and responsibilities, 

may be subject to such formalities, conditions, restrictions or penalties as are 

prescribed by law and are necessary in a democratic society ... for the protection of the 

reputation or rights of others ... or for maintaining the authority and impartiality of the 

judiciary.” 

A.  Admissibility 

54.  The Court observes that this complaint is not manifestly ill-founded 

within the meaning of Article 35 § 3 a) of the Convention. It notes further 

that no other ground for declaring it inadmissible has been established and 

that it must therefore be declared admissible. 

B.  Merits 

1.  The parties’ submissions 

(a)  The Government 

55.  The Government acknowledged that the impugned court decisions 

amounted to an interference with the applicant company’s right to freedom 

of expression. However, the interference was prescribed by law and pursued 

an aim recognised as legitimate by the Court, namely, the protection of the 

private sphere (News Verlags GmbH & Co.KG v. Austria, no. 31457/96, 

§ 44, ECHR 2000-I). The question at issue between the parties in the 

present case was whether the interference had been proportionate, and in 

particular whether the balancing exercise undertaken by the national courts 

of the applicant company’s right to freedom of expression against X’s right 

to respect for his private life was in conformity with the criteria established 

by the Court’s case-law. In that connection regard had to be had to the role 

of the person concerned, the purpose of the publication and the severity of 

the sanction imposed on the press. 
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with respect to the allegations (see Pedersen and Baadsgaard, cited above, 

§ 78, and Tønsbergs Blad A.S. and Haukom v. Norway, no. 510/04, § 89, 

ECHR 2007-III). 

83.  The Court reiterates that the right to protection of reputation is a 

right which is protected by Article 8 of the Convention as part of the right to 

respect for private life (see Chauvy and Others, cited above, § 70; Pfeifer, 

cited above, § 35; and Polanco Torres and Movilla Polanco v. Spain, 

no. 34147/06, § 40, 21 September 2010). The concept of “private life” is a 

broad term not susceptible to exhaustive definition, which covers the 

physical and psychological integrity of a person and can therefore embrace 

multiple aspects of a person’s identity, such as gender identification and 

sexual orientation, name or elements relating to a person’s right to their 

image (see S. and Marper v. the United Kingdom [GC], nos. 30562/04 and 

30566/04, § 66, ECHR 2008-...). It covers personal information which 

individuals can legitimately expect should not be published without their 

consent (see Flinkkilä and Others, cited above, § 75, and Saaristo and 

Others v. Finland, no. 184/06, § 61, 12 October 2010). 

In order for Article 8 to come into play, however, an attack on a person’s 

reputation must attain a certain level of seriousness and in a manner causing 

prejudice to personal enjoyment of the right to respect for private life (see 

A. v. Norway, cited above, § 64). The Court has held, moreover, that 

Article 8 cannot be relied on in order to complain of a loss of reputation 

which is the foreseeable consequence of one’s own actions such as, for 

example, the commission of a criminal offence (see Sidabras and Džiautas 

v. Lithuania, nos. 55480/00 and 59330/00, § 49, ECHR 2004-VIII). 

84.  When examining the necessity of an interference in a democratic 

society in the interests of the “protection of the reputation or rights of 

others”, the Court may be required to verify whether the domestic 

authorities struck a fair balance when protecting two values guaranteed by 

the Convention which may come into conflict with each other in certain 

cases, namely, on the one hand, freedom of expression protected by 

Article 10 and, on the other, the right to respect for private life enshrined in 

Article 8 (see Hachette Filipacchi Associés v. France, no. 71111/01, § 43, 

14 June 2007, and MGN Limited v. the United Kingdom, no. 39401/04, 

§ 142, 18 January 2011). 

(iii)  Margin of appreciation 

85.  The Court reiterates that, under Article 10 of the Convention, the 

Contracting States enjoy a certain margin of appreciation in assessing 

whether and to what extent an interference with the freedom of expression 

guaranteed under that provision is necessary (see Tammer v. Estonia, 

no. 41205/98, § 60, ECHR 2001-I, and Pedersen and Baadsgaard, cited 

above, § 68). 
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86.  However, this margin goes hand in hand with European supervision, 

embracing both the legislation and the decisions applying it, even those 

delivered by an independent court (see Karhuvaara and Iltalehti v. Finland, 

no. 53678/00, § 38, ECHR 2004-X, and Flinkkilä and Others, cited above, 

§ 70). In exercising its supervisory function, the Court’s task is not to take 

the place of the national courts, but rather to review, in the light of the case 

as a whole, whether the decisions they have taken pursuant to their power of 

appreciation are compatible with the provisions of the Convention relied on 

(see Petrenco v. Moldova, no. 20928/05, § 54, 30 March 2010; Polanco 

Torres and Movilla Polanco, cited above, § 41; and Petrov v. Bulgaria 

(dec.), no. 27103/04, 2 November 2010). 

87.  In cases such as the present one the Court considers that the outcome 

of the application should not, in principle, vary according to whether it has 

been lodged with the Court under Article 10 of the Convention by the 

publisher who has published the offending article or under Article 8 of the 

Convention by the person who was the subject of that article. Indeed, as a 

matter of principle these rights deserve equal respect (see Hachette 

Filipacchi Associés (ICI PARIS) v. France, no. 12268/03, § 41, 

23 July 2009; Timciuc v. Romania (dec.), no. 28999/03, § 144, 

12 October 2010; and Mosley v. the United Kingdom, no. 48009/08, § 111, 

10 May 2011; see also point 11 of the Resolution of the Parliamentary 

Assembly – paragraph 51 above). Accordingly, the margin of appreciation 

should in principle be the same in both cases. 

88.  Where the balancing exercise between those two rights has been 

undertaken by the national authorities in conformity with the criteria laid 

down in the Court’s case-law, the Court would require strong reasons to 

substitute its view for that of the domestic courts (see MGN Limited, cited 

above, §§ 150 and 155, and Palomo Sánchez and Others v. Spain [GC], 

nos. 28955/06, 28957/06, 28959/06 and 28964/06, § 57, 

12 September 2011). 

(iv)  Criteria relevant for the balancing exercise 

89.  Where the right to freedom of expression is being balanced against 

the right to respect for private life, the criteria laid down in the case-law that 

are relevant to the present case are set out below. 

(α)  Contribution to a debate of general interest 

90.  An initial essential criterion is the contribution made by photos or 

articles in the press to a debate of general interest (see Von Hannover, cited 

above, § 60; Leempoel & S.A. ED. Ciné Revue v. Belgium, no. 64772/01, 

§ 68, 9 November 2006; and Standard Verlags GmbH v. Austria (no. 2), 

no. 21277/05 § 46, 4 June 2009). The definition of what constitutes a 

subject of general interest will depend on the circumstances of the case. The 

Court nevertheless considers it useful to point out that it has recognised the 
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existence of such an interest not only where the publication concerned 

political issues or crimes (see White v. Sweden, no. 42435/02, § 29, 

19 September 2006; Egeland and Hanseid, cited above, § 58; and Leempoel 

& S.A. ED. Ciné Revue, cited above, § 72), but also where it concerned 

sporting issues or performing artists (see Nikowitz and Verlagsgruppe News 

GmbH v. Austria, no. 5266/03, § 25, 22 February 2007; Colaço Mestre and 

SIC – Sociedade Independente de Comunicação, S.A. v. Portugal, 

nos. 11182/03 and 11319/03, § 28, 26 April 2007; and Sapan v. Turkey, 

no. 44102/04, § 34, 8 June 2010). However, the rumoured marital 

difficulties of a president of the Republic or the financial difficulties of a 

famous singer were not deemed to be matters of general interest (see 

Standard Verlags GmbH, cited above, § 52, and Hachette Filipacchi 

Associés (ICI PARIS), cited above, § 43). 

(β)   How well known is the person concerned and what is the subject of the 

report? 

91.  The role or function of the person concerned and the nature of the 

activities that are the subject of the report and/or photo constitute another 

important criterion, related to the preceding one. In that connection a 

distinction has to be made between private individuals and persons acting in 

a public context, as political figures or public figures. Accordingly, whilst a 

private individual unknown to the public may claim particular protection of 

his or her right to private life, the same is not true of public figures (see 

Minelli v. Switzerland (dec.), no. 14991/02, 14 June 2005, and Petrenco, 

cited above, § 55). A fundamental distinction needs to be made between 

reporting facts capable of contributing to a debate in a democratic society, 

relating to politicians in the exercise of their official functions for example, 

and reporting details of the private life of an individual who does not 

exercise such functions (see Von Hannover, cited above, § 63, and Standard 

Verlags GmbH, cited above, § 47). 

Whilst in the former case the press exercises its role of “public 

watchdog” in a democracy by imparting information and ideas on matters of 

public interest, that role appears less important in the latter case. Similarly, 

although in certain special circumstances the public’s right to be informed 

can even extend to aspects of the private life of public figures, particularly 

where politicians are concerned, this will not be the case – even where the 

persons concerned are quite well known to the public – where the published 

photos and accompanying commentaries relate exclusively to details of the 

person’s private life and have the sole aim of satisfying the curiosity of a 

particular readership in that respect (see Von Hannover, cited above, § 65 

with the references cited therein, and Standard Verlags GmbH, cited above, 

§ 53; see also point 8 of the Resolution of the Parliamentary Assembly – 

20190602



paragraph 51 above). In the latter case, freedom of expression calls for a 

narrower interpretation (see Von Hannover, cited above, § 66; Hachette 

Filipacchi Associés (ICI PARIS), cited above, § 40; and MGN Limited, cited 

above, § 143). 

(γ)  Prior conduct of the person concerned 

92.  The conduct of the person concerned prior to publication of the 

report or the fact that the photo and the related information have already 

appeared in an earlier publication are also factors to be taken into 

consideration (see Hachette Filipacchi Associés (ICI PARIS), cited above, 

§§ 52 and 53, and Sapan, cited above, § 34). However, the mere fact of 

having cooperated with the press on previous occasions cannot serve as an 

argument for depriving the party concerned of all protection against 

publication of the report or photo at issue (see Egeland and Hanseid, cited 

above, § 62). 

(δ)  Method of obtaining the information and its veracity 

93.  The way in which the information was obtained and its veracity are 

also important factors. Indeed, the Court has held that the safeguard 

afforded by Article 10 to journalists in relation to reporting on issues of 

general interest is subject to the proviso that they are acting in good faith 

and on an accurate factual basis and provide “reliable and precise” 

information in accordance with the ethics of journalism (see, for example, 

Fressoz and Roire v. France [GC], no. 29183/95, § 54, ECHR 1999-I; 

Pedersen and Baadsgaard, cited above, § 78; and Stoll v. Switzerland [GC], 

no. 69698/01, § 103, ECHR 2007-V). 

(ε)  Content, form and consequences of the publication 

94.  The way in which the photo or report are published and the manner 

in which the person concerned is represented in the photo or report may also 

be factors to be taken into consideration (see Wirtschafts-Trend 

Zeitschriften-Verlagsgesellschaft m.b.H. v. Austria (no. 3), nos. 66298/01 

and 15653/02, § 47, 13 December 2005; Reklos and Davourlis v. Greece, 

no. 1234/05, § 42, 15 January 2009; and Jokitaipale and Others v. Finland, 

no. 43349/05, § 68, 6 April 2010). The extent to which the report and photo 

have been disseminated may also be an important factor, depending on 

whether the newspaper is a national or local one, and has a large or a limited 

circulation (see Karhuvaara and Iltalehti, cited above, § 47, and Gurgenidze 

v. Georgia, no. 71678/01, § 55, 17 October 2006). 
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(ζ)  Severity of the sanction imposed 

95.  Lastly, the nature and severity of the sanctions imposed are also 

factors to be taken into account when assessing the proportionality of an 

interference with the exercise of the freedom of expression (see Pedersen 

and Baadsgaard, cited above, § 93, and Jokitaipale and Others, cited 

above, § 77). 

(b)  Application to the present case 

(i)  Contribution to a debate of general interest 

96.  The Court notes that the articles in question concern the arrest and 

conviction of the actor X, that is, public judicial facts that may be 

considered to present a degree of general interest. The public do, in 

principle, have an interest in being informed – and in being able to inform 

themselves – about criminal proceedings, whilst strictly observing the 

presumption of innocence (see News Verlags GmbH & Co. KG, cited above, 

§ 56; Dupuis and Others, cited above, § 37; and Campos Dâmaso, cited 

above, § 32; see also Recommendation Rec(2003)13 of the Committee of 

Ministers and in particular principles nos. 1 and 2 appended thereto – 

paragraph 50 above). That interest will vary in degree, however, as it may 

evolve during the course of the proceedings – from the time of the arrest – 

according to a number of different factors, such as the degree to which the 

person concerned is known, the circumstances of the case and any further 

developments arising during the proceedings. 

(ii)  How well known is the person concerned and what is the subject of the 

report? 

97.  The Court notes the substantially different conclusions reached by 

the national courts in assessing how well known X was. In the Regional 

Court’s opinion, X was not a figure at the centre of public attention and had 

not courted the public to a degree that he could be considered to have 

waived his right to the protection of his personality rights, despite being a 

well-known actor and frequently appearing on television (see paragraph 23 

above). The Court of Appeal, however, found that X was a well-known and 

very popular figure and had played the part of a police superintendent over a 

long period of time without himself having become a model law-

enforcement officer, which would have justified the public’s interest in the 

question whether in his private life he actually behaved like his character 

(see paragraphs 33 and 34 above). 

98.  The Court considers that it is, in principle, primarily for the domestic 

courts to assess how well known a person is, especially where that person is 

mainly known at national level. It notes in the present case that at the 

material time X was the main actor in a very popular detective series, in 
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which he played the main character, Superintendent Y. The actor’s 

popularity was mainly due to that television series, of which, when the first 

article appeared, 103 episodes had been broadcast, the last 54 of which had 

starred X in the role of Superintendent Y. Accordingly, he was not, as the 

Regional Court appeared to suggest, a minor actor whose renown, despite a 

large number of appearances in films (more than 200 – see paragraph 22 

above), remained limited. It should also be noted in that connection that the 

Court of Appeal referred not only to the existence of X’s fan clubs, but also 

to the fact that his admirers could have been encouraged to imitate him by 

taking drugs, if the offence had not been committed out of public view (see 

paragraph 32 above). 

99.  Furthermore, whilst it can be said that the public does generally 

make a distinction between an actor and the character he or she plays, there 

may nonetheless be a close link between the popularity of the actor in 

question and his or her character where, as in the instant case, the actor is 

mainly known for that particular role. In the case of X, that role was, 

moreover, that of a police superintendent, whose mission was law 

enforcement and crime prevention. That fact was such as to increase the 

public’s interest in being informed of X’s arrest for a criminal offence. 

Having regard to those factors and to the terms employed by the domestic 

courts in assessing the degree to which X was known to the public, the 

Court considers that he was sufficiently well known to qualify as a public 

figure. That consideration thus reinforces the public’s interest in being 

informed of X’s arrest and of the criminal proceedings against him. 

100.  With regard to the subject of the articles, the domestic courts found 

that the offence committed by X was not a petty offence as cocaine was a 

hard drug. The offence was nevertheless of medium, or even minor, 

seriousness, owing both to the small quantity of drugs in X’s possession – 

which, moreover, were for his own personal consumption – and to the high 

number of offences of that type and related criminal proceedings. The 

domestic courts did not attach much importance to the fact that X had 

already been convicted of a similar offence, pointing out that this had been 

his only previous offence and, moreover, had been committed some years 

previously. They concluded that the applicant company’s interest in 

publishing the articles in question was solely due to the fact that X had 

committed an offence which, if it had been committed by a person unknown 

to the public, would probably never have been reported on (see 

paragraph 20 above). 

The Court can broadly agree with that assessment. It would observe, 

however, that X was arrested in public, in a tent at the beer festival in 

Munich. In the Court of Appeal’s opinion, that fact was a matter of 

important public interest in this case, even if that interest did not extend to 

the description and characterisation of the offence in question as it had been 

committed out of public view. 
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105.  Consequently, as the first article was based on information 

provided by the press officer at the Munich public prosecutor’s office, it had 

a sufficient factual basis (see Bladet Tromsø and Stensaas, cited above, 

§ 72; Eerikäinen and Others, cited above, § 64; and Pipi v. Turkey (dec.), 

no. 4020/03, 15 May 2009). The truth of the information related in both 

articles was, moreover, not in dispute between the parties to the domestic 

proceedings, and neither is it in dispute between the parties to the 

proceedings before the Court (see Karhuvaara and Iltalehti, cited above, 

§ 44). 

106.  However, in the opinion of the domestic courts examining the case, 

the fact that the information had emanated from the Munich public 

prosecutor’s office merely meant that the applicant company could rely on 

its veracity; it did not dispense it from the duty to balance its interest in 

publishing the information against X’s right to respect for his private life. 

They found that that balancing exercise could only be undertaken by the 

press because a public authority was not in a position to know how or in 

what form the information would be published (see paragraphs 27-30 

above). 

107.  In the Court’s opinion, there is nothing to suggest that such a 

balancing exercise was not undertaken. The fact is, however, that having 

regard to the nature of the offence committed by X, the degree to which X is 

well known to the public, the circumstances of his arrest and the veracity of 

the information in question, the applicant company – having obtained 

confirmation of that information from the prosecuting authorities 

themselves – did not have sufficiently strong grounds for believing that it 

should preserve X’s anonymity. In that context, it should also be pointed out 

that all the information revealed by the applicant company on the day on 

which the first article appeared was confirmed by the prosecutor W. to other 

magazines and to television channels. Likewise, when the second article 

appeared, the facts leading to X’s conviction were already known to the 

public (see, mutatis mutandis, Aleksey Ovchinnikov v. Russia, no. 24061/04, 

§ 49, 16 December 2010). Moreover, the Court of Appeal itself considered 

that the applicant company’s liability did not extend beyond minor 

negligence given that the information disclosed by the public prosecutor’s 

office had led it to believe that the report was lawful (see paragraph 35 

above). In the Court’s view, it has not therefore been shown that the 

applicant company acted in bad faith when publishing the articles in 

question. 

(v)  Content, form and consequences of the impugned articles 

108.  The Court observes that the first article merely related X’s arrest, 

the information obtained from W. and the legal assessment of the 

seriousness of the offence by a legal expert (see paragraph 13 above). The 

second article only reported the sentence imposed by the court at the end of 
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a public hearing and after X had confessed (see paragraph 15 above). The 

articles did not therefore reveal details about X’s private life, but mainly 

concerned the circumstances of and events following his arrest (see 

Flinkkilä and Others, cited above, § 84, and Jokitaipale and Others, cited 

above, § 72). They contained no disparaging expression or unsubstantiated 

allegation (see the case-law cited in paragraph 82 above). The fact that the 

first article contained certain expressions which, to all intents and purposes, 

were designed to attract the public’s attention cannot in itself raise an issue 

under the Court’s case-law (see Flinkkilä and Others, cited above, § 74, and 

Pipi, above-cited decision). 

The Court notes, moreover, that the Regional Court imposed an 

injunction on publication of the photos accompanying the impugned articles 

and that the applicant company did not challenge that injunction. It therefore 

considers that the form of the articles in question did not constitute a ground 

for banning their publication. Furthermore, the Government did not show 

that publication of the articles had resulted in serious consequences for X. 

(vi)  Severity of the sanction imposed on the applicant company 

109.  Regarding, lastly, the severity of the sanctions imposed on the 

applicant company, the Court considers that, although these were lenient, 

they were capable of having a chilling effect on the applicant company. In 

any event, they were not justified in the light of the factors set out above. 

(c)  Conclusion 

110.  In conclusion, the grounds advanced by the respondent State, 

although relevant, are not sufficient to establish that the interference 

complained of was necessary in a democratic society. Despite the margin of 

appreciation enjoyed by the Contracting States, the Court considers that 

there is no reasonable relationship of proportionality between, on the one 

hand, the restrictions imposed by the national courts on the applicant 

company’s right to freedom of expression and, on the other hand, the 

legitimate aim pursued. 

111.  Accordingly, there has been a violation of Article 10 of the 

Convention. 

III.  APPLICATION OF ARTICLE 41 OF THE CONVENTION 

112.  Article 41 of the Convention provides: 

“If the Court finds that there has been a violation of the Convention or the Protocols 

thereto, and if the internal law of the High Contracting Party concerned allows only 

partial reparation to be made, the Court shall, if necessary, afford just satisfaction to 

the injured party.” 
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READING: Bărbulescu v. Romania, No. 61496/08, 5 September 2017, para. 10-31, 55-81, 108-141 of the 

majority opinion. 
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  JUDGMENT  3 

 

THE FACTS 

I.  THE CIRCUMSTANCES OF THE CASE 

10.  The applicant was born in 1979 and lives in Bucharest. 
11.  From 1 August 2004 to 6 August 2007 he was employed in the 

sales engineer. At his employer s request, for the purpose of responding to 
customers  enquiries, he created an instant messaging account using Yahoo 
Messenger, an online chat service offering real-time text transmission over 
the internet. He already had another personal Yahoo Messenger account. 

12.  The employer s internal regulations prohibited the use of company 
resources by employees in the following terms: 

A rticle 50 

company premises shall be strictly 
forbidden, in particular: 

... 

  

13.  The regulations did not contain any reference to the possibility for 
the employer to monitor employees  communications. 

14.  It appears from documents submitted by the Government that the 
applicant had been informed of the employer s internal regulations and had 
signed a copy of them on 20 December 2006 after acquainting himself with 
their contents. 

15.  On 3 July 2007 the Bucharest office received and circulated among 
all its employees an information notice that had been drawn up and sent by 
the Cluj head office on 26 June 2007. The employer asked employees to 
acquaint themselves with the notice and to sign a copy of it. The relevant 
parts of the notice read as follows: 

  ... Time spent in the company must be quality time for everyone! Come to work 
to deal with company and professional matters, and not your own personal problems! 
Don t spend your time using the internet, the phone or the fax machine for matters 
unconnected to work or your duties. This is what [elementary education], common 
sense and the law dictate! The employer has a duty to supervise and monitor 
employees  work and to take punitive measures against anyone at fault! 

Your misconduct will be carefully monitored and punished! 

2.  Because of repeated [disciplinary] offences vis-à-vis her superior, [as well as] her 
private use of the internet, the telephone and the photocopier, her negligence and her 
failure to perform her duties, Ms B.A. was dismissed on disciplinary grounds! Take a 
lesson from her bad example! Don t make the same mistakes! 

3.  Have a careful read of the collective labour agreement, the company s internal 
regulations, your job description and the employment contract you have signed! These 
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16.  It also appears from the documents submitted by the Government, 
including the employer s attendance register, that the applicant acquainted 
himself with the notice and signed it between 3 and 13 July 2007. 

17.  In addition, it transpires that from 5 to 13 July 2007 the employer 
recorded the applicant s Yahoo Messenger communications in real time. 

18.  On 13 July 2007 at 4.30 p.m. the applicant was summoned by his 
employer to give an explanation. In the relevant notice he was informed that 
his Yahoo Messenger communications had been monitored and that there 
was evidence that he had used the internet for personal purposes, in breach 
of the internal regulations. Charts were attached indicating that his internet 
activity was greater than that of his colleagues. At that stage, he was not 
informed whether the monitoring of his communications had also concerned 
their content. The notice was worded as follows: 

Messenger) for personal purposes during working hours, as shown by the attached 
 

19.  On the same day, the applicant informed the employer in writing that 
he had used Yahoo Messenger for work-related purposes only. 

20.  At 5.20 p.m. the employer again summoned him to give an 
explanation in a notice worded as follows: 

2007 using the S. Bucharest [internet] site ID had a private purpose, as shown by the 
attached forty-  

21.  The forty-five pages mentioned in the notice consisted of a transcript 
of the messages which the applicant had exchanged with his brother and his 
fiancée during the period when he had been monitored; the messages related 
to personal matters and some were of an intimate nature. The transcript also 
included five messages that the applicant had exchanged with his fiancée 
using his personal Yahoo Messenger account; these messages did not 
contain any intimate information. 

22.  Also on 13 July, the applicant informed the employer in writing that 
in his view it had committed a criminal offence, namely breaching the 
secrecy of correspondence. 

23.  On 1 August 2007 the employer terminated the applicant s contract 
of employment. 

24.  The applicant challenged his dismissal in an application to the 
court, firstly, to 

set aside the dismissal; secondly, to order his employer to pay him the 
amounts he was owed in respect of wages and any other entitlements and to 
reinstate him in his post; and thirdly, to order the employer to pay him 
100,000 Romanian lei (approximately 30,000 euros) in damages for the 
harm resulting from the manner of his dismissal, and to reimburse his costs 
and expenses. 
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25.  As to the merits, relying on Copland v. the United Kingdom 
(no. 62617/00, §§ 43-44, ECHR 2007-I), he argued that an employee s 
telephone and email communications from the workplace were covered by 

protected by Article 8 of the Convention. He also submitted that the 
decision to dismiss him was unlawful and that by monitoring his 
communications and accessing their contents his employer had infringed 
criminal law. 

26.  With regard specifically to the harm he claimed to have suffered, the 
applicant noted the manner of his dismissal and alleged that he had been 
subjected to harassment by his employer through the monitoring of his 

were involved in one way or another in the dismissal pro  
27.  The applicant submitted evidence including a full copy of the 

transcript of his Yahoo Messenger communications and a copy of the 
information notice (see paragraph 15 above). 

28.  In a judgment of 7 December 2007 the County Court rejected the 
applicant s application and confirmed that his dismissal had been lawful. 
The relevant parts of the judgment read as follows: 

the provisions of Article 267 of the Labour Code. 

In the instant case it has been shown, through the written documents included in the 
file, that the employer conducted the disciplinary investigation in respect of the 
applicant by twice summoning him in writing to explain himself [and] specifying the 
subject, date, time and place of the interview, and that the applicant had the 
opportunity to submit arguments in his defence regarding his alleged acts, as is clear 
from the two explanatory notices included in the file (see copies on sheets 89 and 91). 

The court takes the view that the monitoring of the internet conversations in which 
the employee took part using the Yahoo Messenger software on the company s 
computer during working hours  regardless of whether or not the employer s actions 
were illegal in terms of criminal law  cannot undermine the validity of the 
disciplinary proceedings in the instant case. 

The fact that the provisions containing the requirement to interview the suspect 
(învinuitul) in a case of alleged misconduct and to examine the arguments submitted 
in that person s defence prior to the decision on a sanction are couched in imperative 
terms highlights the legislature s intention to make respect for the rights of the 
defence a prerequisite for the validity of the decision on the sanction. 

In the present case, since the employee maintained during the disciplinary 
investigation that he had not used Yahoo Messenger for personal purposes but in 
order to advise customers on the products being sold by his employer, the court takes 
the view that an inspection of the content of the [applicant s] conversations was the 
only way in which the employer could ascertain the validity of his arguments. 

The employer s right to monitor (monitoriza) employees in the workplace, 
[particularly] as regards their use of company computers, forms part of the broader 
right, governed by the provisions of Article 40 (d) of the Labour Code, to supervise 
how employees perform their professional tasks. 
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Given that it has been shown that the employees  attention had been drawn to the 
fact that, shortly before the applicant s disciplinary sanction, another employee had 
been dismissed for using the internet, the telephone and the photocopier for personal 
purposes, and that the employees had been warned that their activities were being 
monitored (see notice no. 2316 of 3 July 2007, which the applicant had signed [after] 
acquainting himself with it  see copy on sheet 64), the employer cannot be accused 
of showing a lack of transparency and of failing to give its employees a clear warning 
that it was monitoring their computer use. 

Internet access in the workplace is above all a tool made available to employees by 
the employer for professional use, and the employer indisputably has the power, by 
virtue of its right to supervise its employees  activities, to monitor personal internet 
use. 

Such checks by the employer are made necessary by, for example, the risk that 
through their internet use, employees might damage the company s IT systems, carry 
out illegal activities in cyberspace for which the company could incur liability, or 
disclose the company s trade secrets. 

The court considers that the acts committed by the applicant constitute a disciplinary 
offence within the meaning of Article 263 § 2 of the Labour Code since they amount 
to a culpable breach of the provisions of Article 50 of S. s internal regulations ..., 
which prohibit the use of computers for personal purposes. 

The aforementioned acts are deemed by the internal regulations to constitute serious 
misconduct, the penalty for which, in accordance with Article 73 of the same internal 
regulations, [is] termination of the contract of employment on disciplinary grounds. 

Having regard to the factual and legal arguments set out above, the court considers 
that the decision complained of is well-founded and lawful, and dismisses the 
application as unfounded  

29.  
-

instance court and contended in addition that that court had not struck a fair 
balance between the interests at stake, unjustly prioritising the employer s 
interest in enjoying discretion to control its employees  time and resources. 
He further argued that neither the internal regulations nor the information 
notice had contained any indication that the employer could monitor 
employees  communications. 

30.  The Court of Appeal dismissed the applicant s appeal in a judgment 
of 17 June 2008, the relevant parts of which read: 

-instance court has rightly concluded that the internet is a tool made 
available to employees by the employer for professional use, and that the employer is 
entitled to set rules for the use of this tool, by laying down prohibitions and provisions 
which employees must observe when using the internet in the workplace; it is clear 
that personal use may be refused, and the employees in the present case were duly 
informed of this in a notice issued on 26 June 2007 in accordance with the provisions 
of the internal regulations, in which they were instructed to observe working hours, to 
be present at the workplace [during those hours and] to make effective use of working 
time. 

In conclusion, an employer who has made an investment is entitled, in exercising 
the rights enshrined in Article 40 § 1 of the Labour Code, to monitor internet use in 
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the workplace, and an employee who breaches the employer s rules on personal 
internet use is committing a disciplinary offence that may give rise to a sanction, 
including the most serious one. 

There is undoubtedly a conflict between the employer s right to engage in 
monitoring and the employees  right to protection of their privacy. This conflict has 
been settled at European Union level through the adoption of Directive no. 95/46/EC, 
which has laid down a number of principles governing the monitoring of internet and 
email use in the workplace, including the following in particular. 

- Principle of necessity: monitoring must be necessary to achieve a certain aim. 

- Principle of purpose specification: data must be collected for specified, explicit 
and legitimate purposes. 

- Principle of transparency: the employer must provide employees with full 
information about monitoring operations. 

- Principle of legitimacy: data-processing operations may only take place for a 
legitimate purpose. 

- Principle of proportionality: personal data being monitored must be relevant and 
adequate in relation to the specified purpose. 

- Principle of security: the employer is required to take all possible security 
measures to ensure that the data collected are not accessible to third parties. 

In view of the fact that the employer has the right and the duty to ensure the smooth 
running of the company and, to that end, [is entitled] to supervise how its employees 
perform their professional tasks, and the fact [that it] enjoys disciplinary powers 
which it may legitimately use and which [authorised it in the present case] to monitor 
and transcribe the communications on Yahoo Messenger which the employee denied 
having exchanged for personal purposes, after he and his colleagues had been warned 
that company resources should not be used for such purposes, it cannot be maintained 
that this legitimate aim could have been achieved by any other means than by 
breaching the secrecy of his correspondence, or that a fair balance was not struck 
between the need to protect [the employee s] privacy and the employer s right to 
supervise the operation of its business. 

... 

Accordingly, having regard to the considerations set out above, the court finds that 
the decision of the first-instance court is lawful and well-founded and that the appeal 
is unfounded; it must therefore be dismissed, in accordance with the provisions of 

 

31.  In the meantime, on 18 September 2007 the applicant had lodged a 
criminal complaint against the statutory representatives of S., alleging a 
breach of the secrecy of correspondence. On 9 May 2012 the Directorate for 
Investigating Organised Crime and Terrorism (DIICOT) of the prosecutor s 
office attached to the Supreme Court of Cassation and Justice ruled that 
there was no case to answer, on the grounds that the company was the 
owner of the computer system and the internet connection and could 
therefore monitor its employees  internet activity and use the information 
stored on the server, and in view of the prohibition on personal use of the IT 
systems, as a result of which the monitoring had been foreseeable. The 
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applicant did not avail himself of the opportunity provided for by the 
applicable procedural rules to challenge the prosecuting authorities  
decision in the domestic courts. 

II.  RELEVANT DOMESTIC LAW 

A .  The Constitution 

32.  The relevant parts of the Romanian Constitution provide: 

A rticle 26 

  The public authorities shall respect and protect intimate, family and private 
 

A rticle 28 

conversations and any other lawful means of communication is  

B .  The C riminal Code 

33.  The relevant parts of the Criminal Code as in force at the material 
time read as follows: 

A rticle 195  Breach of secrecy of correspondence 

  Anyone who unlawfully opens somebody else s correspondence or intercepts 
somebody else s conversations or communication by telephone, by telegraph or by 
any other long-distance means of transmission shall be liable to imprisonment for 

 

C .  The C ivil Code 

34.  The relevant provisions of the Civil Code as in force at the time of 
the events were worded as follows: 

A rticle 998 

person through whose fault the damage was  

A rticle 999 
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of undertakings, or a group of enterprises engaged in a joint economic activity and 
monitoring systems at the work place. 

3.  Each Member State shall notify to the Commission those provisions of its law 
which it adopts pursuant to paragraph 1, by 25 May 2018 and, without delay, any 
subsequent amendmen  

V.  COMPARATIVE LAW 

52.  The documents available to the Court concerning the legislation of 
the Council of Europe member States, in particular a study of thirty-four of 
them, indicate that all the States concerned recognise in general terms, at 
constitutional or statutory level, the right to privacy and to secrecy of 
correspondence. However, only Austria, Finland, Luxembourg, Portugal, 
Slovakia and the United Kingdom have explicitly regulated the issue of 
workplace privacy, whether in labour laws or in special legislation. 

53.  With regard to monitoring powers, thirty-four Council of Europe 
member States require employers to give employees prior notice of 
monitoring. This may take a number of forms, for example notification of 
the personal data-protection authorities or of workers  representatives. The 
existing legislation in Austria, Estonia, Finland, Greece, Lithuania, 
Luxembourg, Norway, Poland, Slovakia and the former Yugoslav Republic 
of Macedonia requires employers to notify employees directly before 
initiating the monitoring. 

54.  In, Austria, Denmark, Finland, France, Germany, Greece, Italy, 
Portugal and Sweden, employers may monitor emails marked by employees 
as 
Luxembourg employers may not open emails that are either marked as 

and Slovenia, as well as the Republic of Moldova to a certain extent, also 
limit the extent to which employers may monitor their employees  
communications, according to whether the communications are professional 
or personal in nature. In Germany and Portugal, once it has been established 
that a message is private, the employer must stop reading it. 

THE LAW 

I.  ALLEGED VIOLATION OF ARTICLE 8 OF THE CONVENTION 

55.  The applicant submitted that his dismissal by his employer had been 
based on a breach of his right to respect for his private life and 
correspondence and that, by not revoking that measure, the domestic courts 
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had failed to comply with their obligation to protect the right in question. 
He relied on Article 8 of the Convention, which provides: 

  Everyone has the right to respect for his private and family life, his home and 
his correspondence. 

2.  There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic society 
in the interests of national security, public safety or the economic well-being of the 
country, for the prevention of disorder or crime, for the protection of health or morals, 

 

A .  The Chamber s findings 

56.  In its judgment of 12 January 2016 the Chamber held, firstly, that 
Article 8 of the Convention was applicable in the present case. Referring to 
the concept of reasonable expectation of privacy, it found that the present 
case differed from Copland (cited above, § 41) and Halford v. the United 
Kingdom (25 June 1997, § 45, Reports of Judgments and Decisions 
1997-III) in that the applicant s employer s internal regulations in the 
present case strictly prohibited employees from using company computers 
and resources for personal purposes. The Chamber had regard to the nature 
of the applicant s communications and the fact that a transcript of them had 
been used as evidence in the domestic court proceedings, and concluded that 
the applicant
was at stake. 

57.  Next, the Chamber examined the case from the standpoint of the 
State s positive obligations, since the decision to dismiss the applicant had 
been taken by a private-law entity. It therefore determined whether the 
national authorities had struck a fair balance between the applicant s right to 
respect for his private life and correspondence and his employer s interests. 

58.  The Chamber noted that the applicant had been able to bring his case 
and raise his arguments before the labour courts. The courts had found that 
he had committed a disciplinary offence by using the internet for personal 
purposes during working hours, and to that end they had had regard to the 
conduct of the disciplinary proceedings, in particular the fact that the 
employer had accessed the contents of the applicant s communications only 
after the applicant had declared that he had used Yahoo Messenger for 
work-related purposes. 

59.  The Chamber further noted that the domestic courts had not based 
their decisions on the contents of the applicant s communications and that 
the employer s monitoring activities had been limited to his use of Yahoo 
Messenger. 

60.  Accordingly, it held that there had been no violation of Article 8 of 
the Convention. 
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B .  Scope of the case before the G rand Chamber 

61.  The Court notes that in the proceedings before the Chamber the 
applicant alleged that his employer s decision to terminate his contract had 
been based on a breach of his right to respect for his private life and 
correspondence as enshrined in Article 8 of the Convention and that, by not 
revoking that measure, the domestic courts had failed to comply with their 
obligation to protect the right in question. The Chamber declared this 
complaint admissible on 12 January 2016. 

62.  The Court reiterates that the case referred to the Grand Chamber is 
the application as it has been declared admissible by the Chamber (see K . 
and T. v. F inland [GC], no. 25702/94, §§ 140-41, ECHR 2001-VII; D .H . 
and Others v. the Czech Republic [GC], no. 57325/00, § 109, ECHR 
2007-IV; and Blokhin v. Russia [GC], no. 47152/06, § 91, ECHR 2016). 

63.  In his observations before the Grand Chamber, the applicant 
complained for the first time about the rejection in 2012 of the criminal 
complaint filed by him in connection with an alleged breach of the secrecy 
of correspondence (see paragraph 90 below). 

64.  This new complaint was not mentioned in the decision of 12 January 
2016 as to admissibility, which defines the boundaries of the examination of 
the application. It therefore falls outside the scope of the case as referred to 
the Grand Chamber, which accordingly does not have jurisdiction to deal 
with it and will limit its examination to the complaint that was declared 
admissible by the Chamber. 

C .  Applicability of A rticle 8 of the Convention 

1.  The parties  submissions 

(a)  The Government 

65.  The Government argued that the applicant could not claim any 
he communications he had exchanged 

via an instant messaging account created for professional use. With 
reference to the case-law of the French and Cypriot courts, they submitted 
that messages sent by an employee using the technical facilities made 
available to him by his employer had to be regarded as professional in 
nature unless the employee explicitly identified them as private. They noted 
that it was not technically possible using Yahoo Messenger to mark 
messages as private; nevertheless, the applicant had had an adequate 
opportunity, during the initial stage of the disciplinary proceedings, to 
indicate that his communications had been private, and yet had chosen to 
maintain that they had been work-related. The applicant had been informed 
not only of his employer s internal regulations, which prohibited all 
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personal use of company resources, but also of the fact that his employer 
had initiated a process for monitoring his communications. 

66.  The Government relied on three further arguments in contending that 
Article 8 of the Convention was not applicable in the present case. Firstly, 
there was no evidence to suggest that the transcript of the applicant s 
communications had been disclosed to his work colleagues; the applicant 
himself had produced the full transcript of the messages in the proceedings 
before the domestic courts, without asking for any restrictions to be placed 
on access to the documents concerned. Secondly, the national authorities 
had used the transcript of the messages as evidence because the applicant 
had so requested, and because the prosecuting authorities had already found 
that the monitoring of his communications had been lawful. Thirdly, the 
information notice had contained sufficient indications for the applicant to 
have been aware that his employer could monitor his communications, and 
this had rendered them devoid of any private element. 

(b)  The applicant 

67.  The applicant did not make any submissions as to the applicability of 
Article 8 of the Convention, but repeatedly maintained that his 
communications had been private in nature. 

68.  He further argued that, since he had created the Yahoo Messenger 
account in question and was the only person who knew the password, he 
had had a reasonable expectation of privacy regarding his communications. 
He also asserted that he had not received prior notification from his 
employer about the monitoring of his communications. 

2.  The Court s assessment 

69.  The Court notes that the question arising in the present case is 
whether the matters complained of by the applicant fall within the scope of 
Article 8 of the Convention. 

70.  At this stage of its examination it considers it useful to emphasise 

(see , nos. 55480/00 and 59330/00, § 43, 
ECHR 2004-VIII). Article 8 of the Convention protects the right to personal 
development (see K .A. and A.D . v. Belgium, nos. 42758/98 and 45558/99, 
§ 83, 17 February 2005), whether in terms of personality (see Christine 
Goodwin v. the United Kingdom [GC], no. 28957/95, § 90, ECHR 2002-VI) 
or of personal autonomy, which is an important principle underlying the 
interpretation of the Article 8 guarantees (see Pretty v. the United Kingdom, 
no. 2346/02, § 61, ECHR 2002-III). The Court acknowledges that everyone 
has the right to live privately, away from unwanted attention (see Smirnova 
v. Russia, nos. 46133/99 and 48183/99, § 95, ECHR 2003-IX (extracts)). It 
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personal life as he or she chooses, thus excluding entirely the outside world 
not encompassed within that circle (see Niemietz v. Germany, 16 December 
1992, § 29, Series A no. 251-

that is, the possibility for the individual to develop his or her social identity. 
In that respect, the right in question enshrines the possibility of approaching 
others in order to establish and develop relationships with them (see 
Bigaeva v. Greece, no. 26713/05, § 22, 28 May 2009, and 
v. Turkey, no. 20999/04, § 45 in fine, 19 October 2010). 

71.  
professional activities (see F ernández Martínez v. Spain [GC], 
no. 56030/07, § 110, ECHR 2014 (extracts), and Oleksandr Volkov 
v. Ukraine, no. 21722/11, §§ 165-66, ECHR 2013), or activities taking place 
in a public context (see Von Hannover v. Germany (no. 2) [GC], 
nos. 40660/08 and 60641/08, § 95, ECHR 2012). Restrictions on an 
individual s professional life may fall within Article 8 where they have 
repercussions on the manner in which he or she constructs his or her social 
identity by developing relationships with others. It should be noted in this 
connection that it is in the course of their working lives that the majority of 
people have a significant, if not the greatest, opportunity to develop 
relationships with the outside world (see Niemietz, cited above, § 29). 

72.  
noted that in the wording of Article 8 this word is not qualified by any 

that, in the context of correspondence by means of telephone calls, no such 
qualification is to be made. In a number of cases relating to correspondence 
with a lawyer, it has not even envisaged the possibility that Article 8 might 
be inapplicable on the ground that the correspondence was of a professional 
nature (see Niemietz, cited above, § 32, with further references). 
Furthermore, it has held that telephone conversations are covered by the 

Article 8 (see Roman Zakharov v. Russia [GC], no. 47143/06, § 173, ECHR 
2015). In principle, this is also true where telephone calls are made from or 
received on business premises (see Halford, cited above, § 44, and Amann 
v. Switzerland [GC], no. 27798/95, § 44, ECHR 2000-II). The same applies 
to emails sent from the workplace, which enjoy similar protection under 
Article 8, as does information derived from the monitoring of a person s 
internet use (see Copland, cited above, § 41 in fine). 

73.  It is clear from the Court s case-law that communications from 
business premises as well as from the home may be covered by the notions 

the Convention (see Halford, cited above, § 44; and Copland, cited above, 
§ 41). In order to ascertain whether the 
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examined whether individuals had a reasonable expectation that their 

 Köpke v. Germany (dec.), no. 420/07, 5 October 2010). In that 
context, it has stated that a reasonable expectation of privacy is a significant 
though not necessarily conclusive factor (see Köpke, cited above). 

74.  Applying these principles in the present case, the Court first 
observes that the kind of internet instant messaging service at issue is just 
one of the forms of communication enabling individuals to lead a private 
social life. At the same time, the sending and receiving of communications 

employer s computer. The Court notes, however, that the applicant s 
employer instructed him and the other employees to refrain from any 
personal activities in the workplace. This requirement on the employer s 
part was reflected in measures including a ban on using company resources 
for personal purposes (see paragraph 12 above). 

75.  The Court further notes that with a view to ensuring that this 
requirement was met, the employer set up a system for monitoring its 
employees  internet use (see paragraphs 17 and 18 above). The documents 
in the case file, in particular those relating to the disciplinary proceedings 
against the applicant, indicate that during the monitoring process, both the 
flow and the content of the applicants  communications were recorded and 
stored (see paragraphs 18 and 20 above). 

76.  The Court observes in addition that despite this requirement on the 
employer s part, the applicant exchanged messages of a personal nature 
with his fiancée and his brother (see paragraph 21 above). Some of these 
messages were of an intimate nature (ibid.). 

77.  The Court considers that it is clear from the case file that the 
applicant had indeed been informed of the ban on personal internet use laid 
down in his employer s internal regulations (see paragraph 14 above). 
However, it is not so clear that he had been informed prior to the monitoring 
of his communications that such a monitoring operation was to take place. 
Thus, the Government submitted that the applicant had acquainted himself 
with the employer s information notice on an unspecified date between 
3 and 13 July 2007 (see paragraph 16 above). Nevertheless, the domestic 
courts omitted to ascertain whether the applicant had been informed of the 
monitoring operation before the date on which it began, given that the 
employer recorded communications in real time from 5 to 13 July 2007 (see 
paragraph 17 above). 

78.  In any event, it does not appear that the applicant was informed in 
advance of the extent and nature of his employer s monitoring activities, or 
of the possibility that the employer might have access to the actual contents 
of his communications. 

79.  The Court also takes note of the applicant s argument that he himself 
had created the Yahoo Messenger account in question and was the only 
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person who knew the password (see paragraph 68 above). In addition, it 
observes that the material in the case file indicates that the employer also 
accessed the applicant s personal Yahoo Messenger account (see paragraph 
21 above). Be that as it may, the applicant had created the Yahoo Messenger 
account in issue on his employer s instructions to answer customers  
enquiries (see paragraph 11 above), and the employer had access to it. 

80.  It is open to question whether  and if so, to what extent  the 
employer s restrictive regulations left the applicant with a reasonable 
expectation of privacy. Be that as it may, an employer s instructions cannot 
reduce private social life in the workplace to zero. Respect for private life 
and for the privacy of correspondence continues to exist, even if these may 
be restricted in so far as necessary. 

81.  In the light of all the above considerations, the Court concludes that 
the applicant s communications in the workplace were covered by the 

circumstances of the present case, Article 8 of the Convention is applicable. 

D .  Compliance with A rticle 8 of the Convention 

1.  The parties  submissions and third-party comments 

(a)  The applicant 

82.  In his written observations before the Grand Chamber, the applicant 
submitted that the Chamber had not taken sufficient account of certain 
factual aspects of the case. Firstly, he emphasised the specific features of 
Yahoo Messenger, which was designed for personal use. His employer s 
decision to use this tool in a work context did not alter the fact that it was 
essentially intended to be used for personal purposes. He thus considered 
himself to be the sole owner of the Yahoo Messenger account that he had 
opened at his employer s request. 

83.  Secondly, the applicant argued that his employer had not introduced 
any policy on internet use. He had not had any warning of the possibility 
that his communications might be monitored or read; nor had he given any 
consent in that regard. If such a policy had been in place and he had been 
informed of it, he would have refrained from disclosing certain aspects of 
his private life on Yahoo Messenger. 

84.  Thirdly, the applicant contended that a distinction should be drawn 
between personal internet use having a profit-  

 which had not sought to derive any profit 
and had not caused any damage to his employer; he pointed out in that 
connection that during the disciplinary proceedings against him, the 
employer had not accused him of having caused any damage to the 
company. The applicant highlighted developments in information and 
communication technologies, as well as in the social customs and habits 
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2.  The Court s assessment 

(a)  Whether the case concerns a negative or a positive obligation 

108.  The Court must determine whether the present case should be 
examined in terms of the State s negative or positive obligations. It 

secure to everyone within their jurisdiction the rights and freedoms defined 

Convention is to protect individuals against arbitrary interference by public 
authorities, it may also impose on the State certain positive obligations to 
ensure effective respect for the rights protected by Article 8 (see, among 
other authorities, X and Y v. the Netherlands, 26 March 1985, § 23, Series A 
no. 91; Von Hannover (no. 2), cited above, § 98; and Hämäläinen 
v. F inland [GC], no. 37359/09, § 62, ECHR 2014). 

109.  In the present case the Court observes that the measure complained 
of by the applicant, namely the monitoring of Yahoo Messenger 
communications, which resulted in disciplinary proceedings against him 
followed by his dismissal for infringing his employer s internal regulations 
prohibiting the personal use of company resources, was not taken by a State 
authority but by a private commercial company. The monitoring of the 
applicant s communications and the inspection of their content by his 
employer in order to justify his dismissal cannot therefore be regarded as 

 
110.  Nevertheless, the Court notes that the measure taken by the 

employer was accepted by the national courts. It is true that the monitoring 
of the applicant s communications was not the result of direct intervention 
by the national authorities; however, their responsibility would be engaged 
if the facts complained of stemmed from a failure on their part to secure to 
the applicant the enjoyment of a right enshrined in Article 8 of the 
Convention (see, mutatis mutandis, Obst v. Germany, no. 425/03, §§ 40 and 
43, 23 September 2010, and Schüth v. Germany, no. 1620/03, §§ 54 and 57, 
ECHR 2010). 

111.  In the light of the particular circumstances of the case as described 
in paragraph 109 above, the Court considers, having regard to its conclusion 
concerning the applicability of Article 8 of the Convention (see paragraph 
81 above) and to the fact that the applicant s enjoyment of his right to 
respect for his private life and correspondence was impaired by the actions 
of a private employer, that the complaint should be examined from the 
standpoint of the State s positive obligations. 

112.  While the boundaries between the State s positive and negative 
obligations under the Convention do not lend themselves to precise 
definition, the applicable principles are nonetheless similar. In both contexts 
regard must be had in particular to the fair balance that has to be struck 
between the competing interests of the individual and of the community as a 
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whole, subject in any event to the margin of appreciation enjoyed by the 
State (see Palomo Sánchez and Others v. Spain [GC], nos. 28955/06 and 
3 others, § 62, ECHR 2011). 

(b)  General pr inciples applicable to the assessment of the State s positive 
obligation to ensure respect for private life and cor respondence in an 
employment context 

113.  The Court reiterates that the choice of the means calculated to 
secure compliance with Article 8 of the Convention in the sphere of the 
relations of individuals between themselves is in principle a matter that falls 
within the Contracting States  margin of appreciation. There are different 
ways of ensuring respect for private life, and the nature of the State s 
obligation will depend on the particular aspect of private life that is at issue 
(see Söderman v. Sweden [GC], no. 5786/08, § 79, ECHR 2013, with 
further references). 

114.  The Court s task in the present case is therefore to clarify the nature 
and scope of the positive obligations that the respondent State was required 
to comply with in protecting the applicant s right to respect for his private 
life and correspondence in the context of his employment. 

115.  The Court observes that it has held that in certain circumstances, 
the State s positive obligations under Article 8 of the Convention are not 
adequately fulfilled unless it secures respect for private life in the relations 
between individuals by setting up a legislative framework taking into 
consideration the various interests to be protected in a particular context 
(see X and Y v. the Netherlands, cited above, §§ 23, 24 and 27, and M.C . 
v. Bulgaria, no. 39272/98, § 150, ECHR 2003-XII, both concerning sexual 
assaults of minors; see also K .U . v. F inland, no. 2872/02, §§ 43 and 49, 
ECHR 2008, concerning an advertisement of a sexual nature placed on an 
internet dating site in the name of a minor; Söderman, cited above, § 85, 
concerning the effectiveness of remedies in respect of an alleged violation 
of personal integrity committed by a close relative; and Codarcea 
v. Romania, no. 31675/04, §§ 102-04, 2 June 2009, concerning medical 
negligence). 

116.  The Court accepts that protective measures are not only to be found 
in labour law, but also in civil and criminal law. As far as labour law is 
concerned, it must ascertain whether in the present case the respondent State 
was required to set up a legislative framework to protect the applicant s 
right to respect for his private life and correspondence in the context of his 
professional relationship with a private employer. 

117.  In this connection it considers at the outset that labour law has 
specific features that must be taken into account. The employer-employee 
relationship is contractual, with particular rights and obligations on either 
side, and is characterised by legal subordination. It is governed by its own 
legal rules, which differ considerably from those generally applicable to 
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relations between individuals (see Saumier v. F rance, no. 74734/14, § 60, 
12 January 2017). 

118.  From a regulatory perspective, labour law leaves room for 
negotiation between the parties to the contract of employment. Thus, it is 
generally for the parties themselves to regulate a significant part of the 
content of their relations (see, mutatis mutandis, Wretlund v. Sweden (dec.), 
no. 46210/99, 9 March 2004, concerning the compatibility with Article 8 of 
the Convention of the obligation for the applicant, an employee at a nuclear 
plant, to undergo drug tests; with regard to trade-union action from the 
standpoint of Article 11, see Gustafsson v. Sweden, 25 April 1996, § 45, 
Reports 1996-II, and, mutatis mutandis, Demir and Baykara v. Turkey [GC], 
no. 34503/97, §§ 140-46, ECHR 2008, for the specific case of civil 
servants). It also appears from the comparative-law material at the Court s 
disposal that there is no European consensus on this issue. Few member 
States have explicitly regulated the question of the exercise by employees of 
their right to respect for their private life and correspondence in the 
workplace (see paragraph 52 above). 

119.  In the light of the above considerations, the Court takes the view 
that the Contracting States must be granted a wide margin of appreciation in 
assessing the need to establish a legal framework governing the conditions 
in which an employer may regulate electronic or other communications of a 
non-professional nature by its employees in the workplace. 

120.  Nevertheless, the discretion enjoyed by States in this field cannot 
be unlimited. The domestic authorities should ensure that the introduction 
by an employer of measures to monitor correspondence and other 
communications, irrespective of the extent and duration of such measures, is 
accompanied by adequate and sufficient safeguards against abuse (see, 
mutatis mutandis, Klass and Others v. Germany, 6 September 1978, § 50, 
Series A no. 28, and Roman Zakharov, cited above, §§ 232-34). 

121.  The Court is aware of the rapid developments in this area. 
Nevertheless, it considers that proportionality and procedural guarantees 
against arbitrariness are essential. In this context, the domestic authorities 
should treat the following factors as relevant: 

(i)  whether the employee has been notified of the possibility that the 
employer might take measures to monitor correspondence and other 
communications, and of the implementation of such measures. While in 
practice employees may be notified in various ways depending on the 
particular factual circumstances of each case, the Court considers that for 
the measures to be deemed compatible with the requirements of Article 8 of 
the Convention, the notification should normally be clear about the nature of 
the monitoring and be given in advance; 

(ii)  the extent of the monitoring by the employer and the degree of 
intrusion into the employee s privacy. In this regard, a distinction should be 
made between monitoring of the flow of communications and of their 
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content. Whether all communications or only part of them have been 
monitored should also be taken into account, as should the question whether 
the monitoring was limited in time and the number of people who had 
access to the results (see Köpke, cited above). The same applies to the 
spatial limits to the monitoring; 

(iii)  whether the employer has provided legitimate reasons to justify 
monitoring the communications and accessing their actual content (see 
paragraphs 38, 43 and 45 above for an overview of international and 
European law in this area). Since monitoring of the content of 
communications is by nature a distinctly more invasive method, it requires 
weightier justification; 

(iv)  whether it would have been possible to establish a monitoring 
system based on less intrusive methods and measures than directly 
accessing the content of the employee s communications. In this 
connection, there should be an assessment in the light of the particular 
circumstances of each case of whether the aim pursued by the employer 
could have been achieved without directly accessing the full contents of the 
employee s communications; 

(v)  the consequences of the monitoring for the employee subjected to it 
(see, mutatis mutandis, the similar criterion applied in the assessment of the 
proportionality of an interference with the exercise of freedom of expression 
as protected by Article 10 of the Convention in Axel Springer AG 
v. Germany [GC], no. 39954/08, § 95, 7 February 2012, with further 
references); and the use made by the employer of the results of the 
monitoring operation, in particular whether the results were used to achieve 
the declared aim of the measure (see Köpke, cited above); 

(vi)  whether the employee had been provided with adequate safeguards, 
especially when the employer s monitoring operations were of an intrusive 
nature. Such safeguards should in particular ensure that the employer cannot 
access the actual content of the communications concerned unless the 
employee has been notified in advance of that eventuality. 

In this context, it is worth reiterating that in order to be fruitful, labour 
relations must be based on mutual trust (see Palomo Sánchez and Others, 
cited above, § 76). 

122.  Lastly, the domestic authorities should ensure that an employee 
whose communications have been monitored has access to a remedy before 
a judicial body with jurisdiction to determine, at least in substance, how the 
criteria outlined above were observed and whether the impugned measures 
were lawful (see Obst, cited above, § 45, and Köpke, cited above). 

123.  In the present case the Court will assess how the domestic courts to 
which the applicant applied dealt with his complaint of an infringement by 
his employer of his right to respect for his private life and correspondence in 
an employment context. 
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(c)  Application of the above general pr inciples in the present case 

124.  The Court observes that the domestic courts held that the interests 
at stake in the present case were, on the one hand, the applicant s right to 
respect for his private life, and on the other hand, the employer s right to 
engage in monitoring, including the corresponding disciplinary powers, in 
order to ensure the smooth running of the company (see paragraphs 28 and 
30 above). It considers that, by virtue of the State s positive obligations 
under Article 8 of the Convention, the national authorities were required to 
carry out a balancing exercise between these competing interests. 

125.  The Court observes that the precise subject of the complaint 
brought before it is the alleged failure of the national courts, in the context 
of a labour-law dispute, to protect the applicant s right under Article 8 of the 
Convention to respect for his private life and correspondence in an 
employment context. Throughout the proceedings the applicant complained 
in particular, both before the domestic courts and before the Court, about his 
employer s monitoring of his communications via the Yahoo Messenger 
accounts in question and the use of their contents in the subsequent 
disciplinary proceedings against him. 

126.  As to whether the employer disclosed the contents of the 
communications to the applicant s colleagues (see paragraph 26 above), the 
Court observes that this argument is not sufficiently substantiated by the 
material in the case file and that the applicant did not produce any further 
evidence at the hearing before the Grand Chamber (see paragraph 91 
above). 

127.  It therefore considers that the complaint before it concerns the 
applicant s dismissal based on the monitoring carried out by his employer. 
More specifically, it must ascertain in the present case whether the national 
authorities performed a balancing exercise, in accordance with the 
requirements of Article 8 of the Convention, between the applicant s right to 
respect for his private life and correspondence and the employer s interests. 
Its task is therefore to determine whether, in the light of all the 
circumstances of the case, the competent national authorities struck a fair 
balance between the competing interests at stake when accepting the 
monitoring measures to which the applicant was subjected (see, mutatis 
mutandis, Palomo Sánchez and Others, cited above, § 62). It acknowledges 
that the employer has a legitimate interest in ensuring the smooth running of 
the company, and that this can be done by establishing mechanisms for 
checking that its employees are performing their professional duties 
adequately and with the necessary diligence. 

128.  In the light of the above considerations, the Court will first examine 
the manner in which the domestic courts established the relevant facts in the 
present case. Both the County Court and the Court of Appeal held that the 
applicant had had prior notification from his employer (see paragraphs 28 
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and 30 above). The Court must then ascertain whether the domestic courts 
observed the requirements of the Convention when considering the case. 

129.  At this stage, the Court considers it useful to reiterate that when it 
comes to establishing the facts, it is sensitive to the subsidiary nature of its 
task and must be cautious in taking on the role of a first-instance tribunal of 
fact, where this is not rendered unavoidable by the circumstances of a 
particular case (see Mustafa Tunç and Fecire Tunç v. Turkey [GC], 
no. 24014/05, § 182, 14 April 2015). Where domestic proceedings have 
taken place, it is not the Court s task to substitute its own assessment of the 
facts for that of the domestic courts and it is for the latter to establish the 
facts on the basis of the evidence before them (see, among other authorities, 
Edwards v. the United Kingdom, 16 December 1992, § 34, Series A 
no. 247-B). Though the Court is not bound by the findings of domestic 
courts and remains free to make its own assessment in the light of all the 
material before it, in normal circumstances it requires cogent elements to 
lead it to depart from the findings of fact reached by the domestic courts 
(see Giuliani and Gaggio v. Italy [GC], no. 23458/02, § 180, ECHR 2011 
(extracts), and Aydan v. Turkey, no. 16281/10, § 69, 12 March 2013). 

130.  The evidence produced before the Court indicates that the applicant 
had been informed of his employer s internal regulations, which prohibited 
the personal use of company resources (see paragraph 12 above). He had 
acknowledged the contents of the document in question and had signed a 
copy of it on 20 December 2006 (see paragraph 14 above). In addition, the 
employer had sent all employees an information notice dated 26 June 2007 
reminding them that personal use of company resources was prohibited and 
explaining that an employee had been dismissed for breaching this rule (see 
paragraph 15 above). The applicant acquainted himself with the notice and 
signed a copy of it on an unspecified date between 3 and 13 July 2007 (see 
paragraph 16 above). The Court notes lastly that on 13 July 2007 the 
applicant was twice summoned by his employer to provide explanations as 
to his personal use of the internet (see paragraphs 18 and 20 above). 
Initially, after being shown the charts indicating his internet activity and that 
of his colleagues, he argued that his use of his Yahoo Messenger account 
had been purely work-related (see paragraphs 18 and 19 above). 
Subsequently, on being presented fifty minutes later with a forty-five-page 
transcript of his communications with his brother and fiancée, he informed 
his employer that in his view it had committed the criminal offence of 
breaching the secrecy of correspondence (see paragraph 22 above). 

131.  The Court notes that the domestic courts correctly identified the 
interests at stake  by referring explicitly to the applicant s right to respect 
for his private life  and also the applicable legal principles (see paragraphs 
28 and 30 above). In particular, the Court of Appeal made express reference 
to the principles of necessity, purpose specification, transparency, 
legitimacy, proportionality and security set forth in Directive 95/46/EC, and 
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pointed out that the monitoring of internet use and of electronic 
communications in the workplace was governed by those principles (see 
paragraph 30 above). The domestic courts also examined whether the 
disciplinary proceedings had been conducted in an adversarial manner and 
whether the applicant had been given the opportunity to put forward his 
arguments. 

132.  It remains to be determined how the national authorities took the 
criteria set out above (see paragraph 121) into account in their reasoning 
when weighing the applicant s right to respect for his private life and 
correspondence against the employer s right to engage in monitoring, 
including the corresponding disciplinary powers, in order to ensure the 
smooth running of the company. 

133.  As to whether the applicant had received prior notification from his 
employer, the Court observes that it has already concluded that he did not 
appear to have been informed in advance of the extent and nature of his 
employer s monitoring activities, or of the possibility that the employer 
might have access to the actual content of his messages (see paragraph 78 
above). With regard to the possibility of monitoring, it notes that the County 

 attention had been drawn to the 
fact that, shortly before the applicant s disciplinary sanction, another 

 (see paragraph 28 above) and that the Court 
of Appeal found that the applicant had been warned that he should not use 
company resources for personal purposes (see paragraph 30 above). 
Accordingly, the domestic courts omitted to determine whether the 
applicant had been notified in advance of the possibility that the employer 
might introduce monitoring measures, and of the scope and nature of such 
measures. The Court considers that to qualify as prior notice, the warning 
from the employer must be given before the monitoring activities are 
initiated, especially where they also entail accessing the contents of 
employees  communications. International and European standards point in 
this direction, requiring the data subject to be informed before any 
monitoring activities are carried out (see paragraphs 38 and 43 above; see 
also, for a comparative-law perspective, paragraph 53 above). 

134.  As regards the scope of the monitoring and the degree of intrusion 
into the applicant s privacy, the Court observes that this question was not 
examined by either the County Court or the Court of Appeal (see paragraphs 
28 and 30 above), even though it appears that the employer recorded all the 
applicant s communications during the monitoring period in real time, 
accessed them and printed out their contents (see paragraphs 17 and 21 
above). 

135.  Nor does it appear that the domestic courts carried out a sufficient 
assessment of whether there were legitimate reasons to justify monitoring 
the applicant s communications. The Court is compelled to observe that the 
Court of Appeal did not identify what specific aim in the present case could 

20190602



  JUDGMENT  41 

 

have justified such strict monitoring. Admittedly, this question had been 
touched upon by the County Court, which had mentioned the need to avoid 
the company s IT systems being damaged, liability being incurred by the 
company in the event of illegal activities in cyberspace, and the company s 
trade secrets being disclosed (see paragraph 28 above). However, in the 
Court s view, these examples can only be seen as theoretical, since there 
was no suggestion that the applicant had actually exposed the company to 
any of those risks. Furthermore, the Court of Appeal did not address this 
question at all. 

136.  In addition, neither the County Court nor the Court of Appeal 
sufficiently examined whether the aim pursued by the employer could have 
been achieved by less intrusive methods than accessing the actual contents 
of the applicant s communications. 

137.  Moreover, neither court considered the seriousness of the 
consequences of the monitoring and the subsequent disciplinary 
proceedings. In this respect the Court notes that the applicant had received 
the most severe disciplinary sanction, namely dismissal. 

138.  Lastly, the Court observes that the domestic courts did not 
determine whether, when the employer summoned the applicant to give an 
explanation for his use of company resources, in particular the internet (see 
paragraphs 18 and 20 above), it had in fact already accessed the contents of 
the communications in issue. It notes that the national authorities did not 
establish at what point during the disciplinary proceedings the employer had 
accessed the relevant content. In the Court s view, accepting that the content 
of communications may be accessed at any stage of the disciplinary 
proceedings runs counter to the principle of transparency (see, to this effect, 
Recommendation CM/Rec(2015)5, cited in paragraph 43 above; for a 
comparative-law perspective, see paragraph 54 above). 

139.  Having regard to the foregoing, the Court finds that the Court of 
Appeal s conclusion that a fair balance was struck between the interests at 
stake (see paragraph 30 above) is questionable. Such an assertion appears 
somewhat formal and theoretical. The Court of Appeal did not explain the 
specific reasons linked to the particular circumstances of the applicant and 
his employer that led it to reach that finding. 

140.  That being so, it appears that the domestic courts failed to 
determine, in particular, whether the applicant had received prior notice 
from his employer of the possibility that his communications on Yahoo 
Messenger might be monitored; nor did they have regard either to the fact 
that he had not been informed of the nature or the extent of the monitoring, 
or to the degree of intrusion into his private life and correspondence. In 
addition, they failed to determine, firstly, the specific reasons justifying the 
introduction of the monitoring measures; secondly, whether the employer 
could have used measures entailing less intrusion into the applicant s 
private life and correspondence; and thirdly, whether the communications 
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might have been accessed without his knowledge (see paragraphs 120 and 
121 above). 

141.  Having regard to all the above considerations, and notwithstanding 
the respondent State s margin of appreciation, the Court considers that the 
domestic authorities did not afford adequate protection of the applicant s 
right to respect for his private life and correspondence and that they 
consequently failed to strike a fair balance between the interests at stake. 
There has therefore been a violation of Article 8 of the Convention. 

II.  APPLICATION OF ARTICLE 41 OF THE CONVENTION 

142.  Article 41 of the Convention provides: 

thereto, and if the internal law of the High Contracting Party concerned allows only 
partial reparation to be made, the Court shall, if necessary, afford just satisfaction to 

 

A .  Damage 

1.  Pecuniary damage 

143.  Before the Chamber, the applicant claimed 59,976.12 euros (EUR) 
in respect of the pecuniary damage he had allegedly sustained. He explained 
that this amount represented the current value of the wages to which he 
would have been entitled if he had not been dismissed. At the hearing before 
the Grand Chamber, the applicant s representatives stated that they 
maintained their claim for just satisfaction. 

144.  In their observations before the Chamber, the Government stated 
that they were opposed to any award in respect of the pecuniary damage 
alleged to have been sustained. In their submission, the sum claimed was 
based on mere speculation and there was no link between the applicant s 
dismissal and the damage alleged. 

145.  The Court observes that it has found a violation of Article 8 of the 
Convention in that the national courts failed to establish the relevant facts 
and to perform an adequate balancing exercise between the applicant s right 
to respect for his private life and correspondence and the employer s 
interests. It does not discern any causal link between the violation found and 
the pecuniary damage alleged, and therefore dismisses this claim. 

2.  Non-pecuniary damage 

146.  Before the Chamber, the applicant also claimed EUR 200,000 in 
respect of the non-pecuniary damage he had allegedly sustained as a result 
of his dismissal. He stated that because of the disciplinary nature of the 
dismissal, he had been unable to find another job, that his standard of living 
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