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Since 2013, the United Nations has adopted two resolutions on privacy issues enti-
tled “the right to privacy in the digital age”11 in response to the development of new 
technologies and to revelations on mass surveillance undertaken in some states 
(the Snowden revelations). They strongly condemn mass surveillance and highlight 
the impact such surveillance can have on the fundamental rights to privacy and 
freedom of expression, and on the functioning of a vibrant and democratic soci-
ety. Though not legally binding, they sparked an important international, high-level 
political debate about privacy, new technologies and surveillance. They also led to 
the establishment of a Special Rapporteur on the right to privacy, with a mandate 
to promote and protect this right. The rapporteur’s specific tasks include gathering 
information on national practices and experiences in relation to privacy and the chal-
lenges arising from new technologies, the exchange and promotion of best practice, 
and identifying potential obstacles.

While earlier resolutions focused on the negative effects of mass surveillance and 
the responsibility of states to constrain the powers of intelligence authorities, more 
recent resolutions reflect a key development in the debate on privacy in the United 
Nations.12 The resolutions adopted in 2016 and 2017 reaffirm the need to limit the 
powers of intelligence agencies and condemn mass surveillance. However, they also 
explicitly state that “the increasing capabilities of business enterprises to collect, 
process and use personal data can pose a risk to the enjoyment of the right to pri-
vacy in the digital age”. Thus, in addition to the responsibility of state authorities, the 
resolutions point to the private sector’s responsibility to respect human rights, and 
call for companies to inform users about the collection, use, sharing and retention of 
personal data and to establish transparent processing policies. 

1.1.3. The European Convention on Human Rights
The Council of Europe was formed in the aftermath of the Second World War to 
bring together the states of Europe to promote the rule of law, democracy, human 
rights and social development. For this purpose, it adopted the ECHR in 1950, which 
entered into force in 1953.

11 See UN, General Assembly, Resolution on the right to privacy in the digital age, A/RES/68/167, New 
York, 18 December 2013; and UN, General Assembly, Revised draft resolution on the right to privacy in 
the digital age, A/C.3/69/L.26/Rev.1, New York, 19 November 2014. 

12 UN, General Assembly, Revised draft resolution on the right to privacy in the digital age, A/C.3/71/L.39/
Rev.1, New York, 16 November 2016; UN, Human Rights Council, The right to privacy in the digital age, 
A/HRC/34/L.7/Rev.1, 22 March 2017. 

http://conventions.coe.int/Treaty/en/Treaties/Html/005.htm
http://undocs.org/A/RES/68/167
https://ccdcoe.org/sites/default/files/documents/UN-141119-TheRightToPrivacyInTheDigitalAge.pdf
https://ccdcoe.org/sites/default/files/documents/UN-141119-TheRightToPrivacyInTheDigitalAge.pdf
http://www.un.org/ga/search/view_doc.asp?symbol=A/C.3/71/L.39/Rev.1
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Contracting Parties have an international obligation to comply with the ECHR. All 
CoE member states have now incorporated or given effect to the ECHR in their 
national law, which requires them to act in accordance with the convention’s provi-
sions. Contracting Parties must respect the rights stipulated in the convention when 
exercising any activity or power. This includes activities undertaken for national 
security. Landmark judgments of the European Court of Human Rights (ECtHR) have 
involved state activities in the sensitive areas of national security law and practice.13 
The Court has not hesitated to affirm that surveillance activities constitute an inter-
ference with the respect for private life.14 

To ensure that the Contracting Parties observe their obligations under the ECHR, 
the ECtHR was set up in Strasbourg, France in 1959. The ECtHR ensures that states 
observe their obligations under the Convention by considering complaints from 
individuals, groups of individuals, NGOs or legal persons alleging violations of the 
convention. The ECtHR can also examine inter-state cases brought by one or more 
CoE member states against another member state.

As of 2018, the Council of Europe comprises 47 Contracting Parties, 28 of which 
are also EU Member States. An applicant before the ECtHR does not need to be a 
national of one of the Contracting Parties, although alleged violations must take 
place within the jurisdiction of one of the Contracting Parties. 

The right to personal data protection forms part of the rights protected under 
 Article 8 of the ECHR, which guarantees the right to respect for private and 
 family life, home and correspondence, and lays down the conditions under which 
 restrictions of this right are permitted.15

The ECtHR has examined many situations involving data protection issues. These 
include interception of communications,16 various forms of surveillance by both 
the private and public sectors,17 and protection against storage of personal data 

13 See, for example: ECtHR, Klass and Others v. Germany, No. 5029/71, 6 September 1978; ECtHR, Rotaru 
v. Romania [GC], No. 28341/95, 4 May 2000 and ECtHR, Szabó and Vissy v. Hungary, No. 37138/14, 
12 January 2016. 

14 Ibid. 
15 Council of Europe, European Convention on Human Rights, CETS No. 005, 1950.
16 See, for example: ECtHR, Malone v. the United Kingdom, No. 8691/79, 2 August 1984; ECtHR, Copland 

v. the United Kingdom, No. 62617/00, 3 April 2007, or ECtHR, Mustafa Sezgin Tanrıkulu v. Turkey, 
No. 27473/06, 18 July 2017.

17 See, for example: ECtHR, Klass and Others v. Germany, No. 5029/71, 6 September 1978; ECtHR, Uzun v. 
Germany, No. 35623/05, 2 September 2010.

http://hudoc.echr.coe.int/eng?i=001-57510
http://hudoc.echr.coe.int/eng?i=001-58586
http://hudoc.echr.coe.int/eng?i=001-58586
http://hudoc.echr.coe.int/eng?i=001-160020
http://conventions.coe.int/Treaty/en/Treaties/Html/005.htm
http://hudoc.echr.coe.int/eng?i=001-57533
http://hudoc.echr.coe.int/eng?i=001-79996
http://hudoc.echr.coe.int/eng?i=001-79996
http://hudoc.echr.coe.int/eng?i=001-175464
http://hudoc.echr.coe.int/eng?i=001-57510
http://hudoc.echr.coe.int/eng?i=001-100293
http://hudoc.echr.coe.int/eng?i=001-100293
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by public authorities.18 The respect for private life is not an absolute right, as the 
exercise of the right to privacy could compromise other rights, such as freedom of 
expression and access to information and vice versa. Hence, the Court strives to find 
a balance between the different rights at stake. It has clarified that Article 8 of the 
ECHR not only obliges states to refrain from any actions that might violate this con-
vention right, but that they are in certain circumstances also under positive obliga-
tions to actively secure effective respect for private and family life.19 The appropriate 
chapters describe many of these cases in detail.

1.1.4. Council of Europe Convention 108
With the emergence of information technology in the 1960s, there was a grow-
ing need for more detailed rules to safeguard individuals by protecting their per-
sonal data. By the mid-1970s, the Committee of Ministers of the Council of Europe 
adopted various resolutions on personal data protection, referring to Article 8 of 
the ECHR.20 In 1981, a Convention for the protection of individuals with regard to 
automatic processing of personal data (Convention 108)21 was opened for signature. 
Convention 108 was, and still remains, the only legally binding international instru-
ment in the data protection field.

Convention 108 applies to all data processing carried out by both the private and 
public sectors, including data processing by the judiciary and law enforcement 
authorities. It protects individuals against abuses that may accompany the pro-
cessing of personal data, and seeks, at the same time, to regulate the transborder 
flows of personal data. As regards the processing of personal data, the principles 
laid down in the convention concern, in particular, fair and lawful collection and 
automatic processing of data, for specified legitimate purposes. This means that the 
data should not be used for ends incompatible with these purposes and should be 
kept for no longer than is necessary. They also concern the quality of the data, in 

18 See, for example: ECtHR, Roman Zakharov v. Russia, No. 47143/06, 4 December 2015; ECtHR, Szabó 
and Vissy v. Hungary, No. 37138/14, 12 January 2016.

19 See for example: ECtHR, I v. Finland, No. 20511/03, 17 July 2008; ECtHR, K.U. v. Finland, No. 2872/02, 
2 December 2008.

20 Council of Europe, Committee of Ministers (1973), Resolution (73) 22 on the protection of the privacy of 
individuals vis-à-vis electronic data banks in the private sector, 26 September 1973; Council of Europe, 
Committee of Ministers (1974), Resolution (74) 29 on the protection of the privacy of individuals vis-à-
vis electronic data banks in the public sector, 20 September 1974.

21 Council of Europe, Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data, CETS No. 108, 1981.

http://conventions.coe.int/Treaty/en/Treaties/Html/181.htm
http://conventions.coe.int/Treaty/en/Treaties/Html/181.htm
http://hudoc.echr.coe.int/fre?i=001-159324
http://hudoc.echr.coe.int/eng?i=001-160020
http://hudoc.echr.coe.int/eng?i=001-160020
http://hudoc.echr.coe.int/eng?i=001-87510
http://hudoc.echr.coe.int/eng?i=001-89964
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=0900001680502830
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016804d1c51


Context and background of European data protection law

25

particular that they must be adequate, relevant and not excessive (proportionality), 
as well as accurate.

In addition to providing guarantees on the processing of personal data and data 
security obligations, it outlaws, in the absence of proper legal safeguards, the pro-
cessing of ‘sensitive’ data – such as on a person’s race, politics, health, religion, sex-
ual life or criminal record.

The convention also enshrines the individual’s right to know that information 
is stored on him or her and, if necessary, to have it corrected. Restrictions on the 
rights laid down in the convention are possible only when overriding interests, such 
as state security or defence, are at stake. In addition, the convention provides for 
the free flow of personal data between its Contracting Parties and imposes some 
restrictions on flows to states where legal regulation does not provide equivalent 
protection.

It should be noted that Convention 108 is binding for states that have ratified it. It is 
not subject to the judicial supervision of the ECtHR, but has been taken into consid-
eration in the case law of the ECtHR within the context of Article 8 of the ECHR. Over 
the years, the Court has ruled that personal data protection is an important part of 
the right to respect for private life (Article 8), and has been guided by the principles 
of Convention 108 in determining whether or not there has been an interference 
with this fundamental right.22 

To further develop the general principles and rules laid down in Convention 108, 
the CoE’s Committee of Ministers adopted several non-legally binding recommen-
dations. These recommendations have influenced the development of data protec-
tion law in Europe. For example, for years, the only instrument in Europe providing 
guidance on the use of personal data in the police sector was the Police Recom-
mendation.23 The principles contained in the recommendation, such as the means 
of retaining data files and the need to implement clear rules on the persons allowed 
access to those files, were further developed and are reflected in the subsequent EU 
legislation.24 More recent recommendations seek to address the challenges of the 

22 See, for example: ECtHR, Z v. Finland, No. 22009/93, 25 February 1997. 
23 Council of Europe, Committee of Ministers (1987), Recommendation Rec(87)15 to member states 

regulating the use of personal data in the police sector, Strasbourg, 17 September 1987.
24 Directive 95/46/EC of the European Parliament and the Council of 24 October 1995 on the protection  

of individuals with regard to the processing of personal data and on the free movement of such data,  
OJ L 281, 23 November 1995.

http://hudoc.echr.coe.int/eng?i=001-58033
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digital age – for instance, in relation to data processing in the context of employment 
(see Chapter 9).

All EU Member States have ratified Convention 108. In 1999, amendments to Con-
vention 108 were proposed to enable the EU to become a party but never entered 
into force.25 In 2001, an Additional Protocol to Convention 108 was adopted. It intro-
duced provisions on transborder data flows to non-parties, so-called third coun-
tries, and on the mandatory establishment of national data protection supervisory 
authorities.26

Convention 108 is open for accession by non-Contracting Parties of the CoE. The 
Convention’s potential as a universal standard, together with its open character, 
serve as a basis for promoting data protection at global level. To date, 51 countries 
are parties to Convention 108. They include all member states of the Council of 
Europe (47 countries); Uruguay, the first non-European country to accede in August 
2013; and Mauritius, Senegal and Tunisia, which acceded in 2016 and 2017.

The convention recently underwent a process of modernisation. A public consulta-
tion carried out in 2011 confirmed the two main objectives of that work: reinforc-
ing the protection of privacy in the digital arena and strengthening the convention’s 
follow-up mechanism. The modernisation process focused on these objectives and 
was completed with the adoption of a protocol amending Convention 108 (Protocol 
CETS No. 223). The work was carried out in parallel with other reforms to interna-
tional data protection instruments, and alongside the reform of EU data protection 
rules, launched in 2012. Regulators at the Council of Europe and EU level have taken 
the utmost care to ensure consistency and compatibility between the two legal 
frameworks. The modernisation preserves the convention’s general and flexible 
character and reinforces its potential as a universal instrument on data protection 
law. It reaffirms and stabilises important principles and provides new rights to indi-
viduals, while simultaneously increasing the responsibilities of entities that process 
personal data and ensuring greater accountability. For example, individuals whose 
personal data are being processed have the right to obtain knowledge of the rea-
soning of such data processing and the right to object to that processing. To counter 

25 Council of Europe, Amendments to the Convention for the protection of individuals with regard to 
automatic processing of Personal Data (ETS No. 108) adopted by the Committee of Ministers, in 
Strasbourg, on 15 June 1999.

26 Council of Europe, Additional Protocol to the Convention for the protection of individuals with regard to 
automatic processing of personal data, regarding supervisory authorities and transborder data flows, 
CETS No. 181, 2001. With the modernisation of Convention 108, this Protocol is no longer applied as its 
provisions have been updated and integrated into the Modernised Convention 108.

http://www.coe.int/en/web/data-protection/convention108/modernisation
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institutions and bodies in the exercise of their functions. In addition, it establishes an 
independent supervisory authority to monitor the application of its provisions, the 
European Data Protection Supervisor (EDPS). The EDPS is vested with supervisory 
powers and the duty to monitor the processing of personal data in the EU institu-
tions and bodies, and to hear and investigate complaints for alleged breaches of the 
data protection rules. It also provides advice to EU institutions and bodies on all mat-
ters concerning personal data protection, ranging from proposals for new legislation 
to the drawing up of internal rules relating to data-processing.

In January 2017, the European Commission presented a proposal for a new regula-
tion on data processing by EU institutions, which will repeal the current regulation. 
As with the reform of the e-Privacy Directive, the reform of Regulation No. 45/2001 
will modernise and align its rules with the new data protection regime established 
under the General Data Protection Regulation.

The role of the CJEU

The CJEU has jurisdiction in determining whether or not a Member State has fulfilled 
its obligations under EU data protection law, and in interpreting EU legislation to 
ensure its effective and uniform application throughout the Member States. Since 
adoption of the Data Protection Directive in 1995, a considerable body of case law 
has accumulated, clarifying the scope and meaning of the data protection principles 
and the fundamental right to personal data protection as enshrined in Article 8 of 
the Charter. Even though the directive has been repealed and a new legal instru-
ment – the General Data Protection Regulation – is now in force, that pre-existing 
case law remains relevant and valid for the interpretation and application of EU data 
protection principles, to the extent that the core principles and concepts of the Data 
Protection Directive were kept in the GDPR.

1.2. Limitations on the right to personal data 
protection 

Key points

• The right to personal data protection is not an absolute right; it may be limited if nec-
essary for an objective of general interest or to protect the rights and freedoms of 
others.
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• The conditions for limiting the rights to respect for private life and to personal data 
protection are listed in Article 8 of the ECHR and Article 52 (1) of the Charter. They have 
been developed and interpreted through the case law of the ECtHR and the CJEU. 

• Under CoE data protection law, processing personal data constitutes lawful interfer-
ence with the right to respect for private life and can only be carried out if it:

• is in accordance with the law; 

• pursues a legitimate aim; 

• respects the essence of the fundamental rights and freedoms; 

• is necessary and proportionate in a democratic society to achieve a legitimate 
purpose.

• The EU legal order places similar conditions on limitations on the exercise of the funda-
mental rights protected by the Charter. Any limitation to any fundamental right, includ-
ing to personal data protection, can be lawful only if it:

• is in accordance with the law; 

• respects the essence of the right; 

• subject to the principle of proportionality, is necessary; and 

• pursues an objective of general interest recognised by the EU, or the need to pro-
tect the rights of others.

The fundamental right to personal data protection under Article 8 of the Charter is 
not an absolute right, “but must be considered in relation to its function in society”.40 
Article 52 (1) of the Charter thus recognises that limitations may be imposed on the 
exercise of rights such as those set forth in Articles 7 and 8 of the Charter, as long 
as those limitations are provided for by law, respect the essence of those rights and 
freedoms and, subject to the principle of proportionality, are necessary and genu-
inely meet objectives of general interest recognised by the EU or the need to protect 
the rights and freedoms of others.41 Similarly, in the ECHR system, data protection is 
guaranteed by Article 8, and the exercise of that right may be limited where neces-
sary to pursue a legitimate purpose. This section refers to the conditions for inter-
ference under the ECHR, as interpreted by the case law of the ECtHR, as well as the 
conditions for lawful limitations under Article 52 of the Charter.

40 See, for example, CJEU, Joined cases C-92/09 and C-93/09, Volker und Markus Schecke GbR and 
Hartmut Eifert v. Land Hessen [GC], 9 November 2010, para. 48.

41 Ibid., para. 50.

http://curia.europa.eu/juris/document/document.jsf?text=&docid=79001&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=511023
http://curia.europa.eu/juris/document/document.jsf?text=&docid=79001&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=511023
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1.2.1. Requirements for justified interference under 
the ECHR

Processing personal data may constitute an interference with the data subject’s right 
to respect for private life, protected by Article 8 of the ECHR.42 As explained above 
(see Section 1.1.1 and Section 1.1.4.), contrary to the EU legal order, the ECHR does not 
affirm personal data protection as a distinct fundamental right. Rather, personal data 
protection forms part of the rights protected under the right to respect for private life. 
Thus, not any operation involving the processing of personal data could fall under the 
scope of Article 8 of the ECHR. For Article 8 to be triggered, it first has to be deter-
mined whether a private interest, or a person’s private life, have been compromised. 
Through its case law, the ECtHR has treated the notion of “private life” as a broad 
concept, covering even aspects of professional life and public behaviour. It has also 
ruled that the protection of personal data is an important part of the right to respect 
for private life. However, despite the broad interpretation of private life, not all types 
of processing would per se compromise the rights protected under Article 8. 

Where the ECtHR considers that the processing operation at stake affects the indi-
viduals’ right to respect for private life, it will examine whether the interference is 
justified. The right to respect for private life is not an absolute right, but must be bal-
anced against, and reconciled with, other legitimate interests and rights, be they of 
other persons (private interests) or of society as a whole (public interests).

The cumulative conditions under which an interference could be justified are:

In accordance with the law

According to the case law of the ECtHR, an interference is in accordance with the law 
if it is based on a provision of domestic law that has certain qualities. The law must 
be “accessible to the persons concerned and foreseeable as to its effects”.43 A rule 
is foreseeable “if it is formulated with sufficient precision to enable any individual –  
if need be with appropriate advice – to regulate his conduct”.44 Furthermore, “[t]he 

42 ECtHR, S. and Marper v. the United Kingdom [GC], Nos. 30562/04 and 30566/04, 8 December 2008, 
para. 67.

43 ECtHR, Amann v. Switzerland [GC], No. 27798/95, 16 February 2000, para. 50; see also ECtHR, Kopp 
v. Switzerland, No. 23224/94, 25 March 1998, para. 55 and ECtHR, Iordachi and Others v. Moldova, 
No. 25198/02, 10 February 2009, para. 50.

44 ECtHR, Amann v. Switzerland [GC], No. 27798/95, 16 February 2000, para. 56; see also ECtHR, Malone v. 
the United Kingdom, No. 8691/79, 2 August 1984, para. 66; ECtHR, Silver and Others v. the United 
Kingdom, Nos. 5947/72, 6205/73, 7052/75, 7061/75, 7107/75, 7113/75, 25 March 1983, para. 88.

http://hudoc.echr.coe.int/eng?i=001-90051
http://hudoc.echr.coe.int/eng?i=001-58497
http://hudoc.echr.coe.int/eng?i=001-58144
http://hudoc.echr.coe.int/eng?i=001-58144
http://hudoc.echr.coe.int/eng?i=001-91245
http://hudoc.echr.coe.int/eng?i=001-58497
http://hudoc.echr.coe.int/eng?i=001-57533
http://hudoc.echr.coe.int/eng?i=001-57533
http://hudoc.echr.coe.int/eng?i=001-57577
http://hudoc.echr.coe.int/eng?i=001-57577
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degree of precision required of ‘the law’ in this connection will depend on the par-
ticular subject-matter”.45

Examples: In Rotaru v. Romania,46 the applicant alleged a violation of his 
right to respect for his private life on account of the Romanian Intelligence 
Service’s holding and use of a file containing his personal information. The 
ECtHR found that, while the domestic law allowed for the gathering, recording 
and archiving in secret files of information affecting national security, it did 
not lay down any limits on the exercise of those powers, which remained at 
the discretion of the authorities. For example, domestic law did not define 
the type of information that could be processed, the categories of people 
against whom surveillance measures could be taken, the circumstances in 
which such measures could be taken or the procedure to be followed. The 
Court therefore concluded that the domestic law did not comply with the 
requirement of foreseeability under Article 8 of the ECHR and that this article 
had been violated.

In Taylor-Sabori v. the United Kingdom,47 the applicant had been the target 
of police surveillance. Using a ‘clone’ of the applicant’s pager, the police 
were able to intercept messages sent to him. The applicant was arrested 
and charged with conspiracy to supply a controlled drug. Part of the 
prosecution’s case against him consisted of the contemporaneous written 
notes of the pager messages, which the police had transcribed. However, 
at the time of the applicant’s trial, there was no provision in British law 
governing the interception of communications transmitted via a private 
telecommunications system. The interference with his rights had therefore 
not been “in accordance with the law”. The ECtHR concluded that this violated 
Article 8 of the ECHR.

45 ECtHR, The Sunday Times v. the United Kingdom, No. 6538/74, 26 April 1979, para. 49; see also ECtHR, 
Silver and Others v. the United Kingdom, Nos. 5947/72, 6205/73, 7052/75, 7061/75, 7107/75, 
7113/75, 25 March 1983, para. 88.

46 ECtHR, Rotaru v. Romania [GC], No. 28341/95, 4 May 2000, para. 57; see also ECtHR, Association for 
European Integration and Human Rights and Ekimdzhiev v. Bulgaria, No. 62540/00, 28 June 2007; 
ECtHR, Shimovolos v. Russia, No. 30194/09, 21 June 2011; and ECtHR, Vetter v. France, No. 59842/00, 
31 May 2005.

47 ECtHR, Taylor-Sabori v. the United Kingdom, No. 47114/99, 22 October 2002.

http://hudoc.echr.coe.int/eng?i=001-57584
http://hudoc.echr.coe.int/eng?i=001-57577
http://hudoc.echr.coe.int/eng?i=001-58586
http://hudoc.echr.coe.int/eng?i=001-81323
http://hudoc.echr.coe.int/eng?i=001-81323
http://hudoc.echr.coe.int/eng?i=001-105217
http://hudoc.echr.coe.int/eng?i=001-69188
http://hudoc.echr.coe.int/eng?i=001-60696
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Vukota-Bojić v. Switzerland48 concerned secret surveillance of a social 
insurance claimant by private investigators commissioned by her insurance 
company. The ECtHR held that, while the surveillance measure at issue 
in the complaint had been ordered by a private insurance company, that 
company had been given the right by the State to provide benefits arising 
from compulsory medical insurance and to collect insurance premiums. A 
State could not absolve itself from responsibility under the convention by 
delegating its obligations to private bodies or individuals. Domestic law had 
to provide sufficient safeguards against abuse for interference with the rights 
under Article 8 of the ECHR to be “in accordance with the law”. In the case 
at hand, the ECtHR concluded that there had been a violation of Article 8 of 
the ECHR because domestic law had failed to indicate with sufficient clarity 
the scope and manner of exercise of the discretion conferred on insurance 
companies acting as public authorities in insurance disputes to conduct secret 
surveillance of an insured person. In particular, it did not include sufficient 
safeguards against abuse. 

Pursuing a legitimate aim

The legitimate aim may be either one of the named public interests or protection 
of the rights and freedoms of others. Legitimate aims that could justify an interfer-
ence are, pursuant to Article 8 (2) of the ECHR, the interests of national security, 
public safety or the economic well-being of a country, the prevention of disorder or 
crime, the protection of health or morals, and the protection of rights and freedoms 
of other persons. 

Example: In Peck v. the United Kingdom,49 the applicant attempted suicide 
on the street by cutting his wrists, unaware that a CCTV camera was filming 
him. The police, who were watching the CCTV cameras, rescued him and 
subsequently passed the CCTV footage to the media, which published it 
without masking the applicant’s face. The ECtHR found that there were no 
relevant or sufficient reasons that would justify the direct disclosure of 
the footage by the authorities to the public without having obtained the 
applicant’s consent or masking his identity. The Court concluded that there 
had been a violation of Article 8 of the ECHR.

48 ECtHR, Vukota-Bojić v. Switzerland, No. 61838/10, 18 October 2016, para. 77. 
49 ECtHR, Peck v. the United Kingdom, No. 44647/98, 28 January 2003, para. 85.

http://hudoc.echr.coe.int/eng?i=001-167490
http://hudoc.echr.coe.int/eng?i=001-60898
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Necessary in a democratic society

The ECtHR has stated that “the notion of necessity implies that the interference 
corresponds to a pressing social need and, in particular, that it is proportionate to 
the legitimate aim pursued”.50 When assessing whether a measure is necessary to 
address a pressing social need, the ECtHR examines its relevance and suitability in 
relation to the pursued aim. To this end, it may take into consideration whether the 
interference tries to address an issue which, if not addressed, could have a detri-
mental effect on society, whether there is evidence that the interference may miti-
gate such detrimental effect, and what the broader societal views on the issue at 
stake are. 51 For instance, the collection and storing of personal data by security ser-
vices of particular individuals found to have links with terrorist movements would 
be an interference with the individuals’ right to respect for private life, which nev-
ertheless serves a serious, pressing social need: national security and the fight 
against terrorism. To meet the necessity test, the interference will also have to be 
proportionate. In the case law of the ECtHR, proportionality is addressed within the 
 concept of necessity. Proportionality requires that an interference with the rights 
protected under the ECHR should not go any further than what is needed to fulfil the 
legitimate aim pursued. Important factors to take into account when performing the 
proportionality test is the scope of the interference, notably the number of persons 
affected, and the safeguards or caveats put in place to limit its scope or detrimental 
effects on the rights of individuals.52 

Example: In Khelili v. Switzerland,53 during a police check the police found 
the applicant to be carrying calling cards which read: “Nice, pretty woman, 
late thirties, would like to meet a man to have a drink together or go out 
from time to time. Tel. no. [...]”. The applicant alleged that, following that 
discovery, the police entered her name in their records as a prostitute, an 
occupation which she consistently denied. The applicant requested that the 
word ‘prostitute’ be deleted from the police computer records. The ECtHR 
acknowledged in principle that retaining an individual’s personal data on 
the ground that that person might commit another offence may under 

50 ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987, para. 58.
51 Article 29 Data Protection Working Party (Article 29 Working Party) (2014), Opinion on the application 

of the necessity and proportionality concepts and data protection within the law enforcement sector, WP 
211, Brussels, 27 February 2014, pp. 7–8. 

52 Ibid., pp. 9–11.
53 ECtHR, Khelili v. Switzerland, No. 16188/07, 18 October 2011.

http://hudoc.echr.coe.int/eng?i=001-57519
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp211_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp211_en.pdf
http://hudoc.echr.coe.int/eng?i=001-107032
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certain circumstances be proportionate. However, in the applicant’s case, 
the allegation of unlawful prostitution appeared too vague and general, 
was not supported by concrete facts since she had never been convicted 
of unlawful prostitution, and could therefore not be considered to meet a 
‘pressing social need’ within the meaning of Article 8 of the ECHR. Regarding 
it as a matter for the authorities to prove the accuracy of the data stored on 
the applicant, and to the seriousness of the interference with the applicant’s 
rights, the Court ruled that retention of the word ‘prostitute’ in the police 
files for years had not been necessary in a democratic society. The Court 
concluded that there had been a violation of Article 8 of the ECHR.

Example: In S. and Marper v. the United Kingdom,54 the two applicants were 
arrested and charged with criminal offences. The police took their fingerprints 
and DNA samples, as provided for under the Police and Criminal Evidence 
Act. The applicants were never convicted of the offences: one was acquitted 
in court, and the criminal proceedings against the second applicant were 
discontinued. Nonetheless, their fingerprints, DNA profiles and cellular 
samples were kept and stored by the police in a database, and national 
legislation authorised their retention without an applicable time limit. While 
the United Kingdom argued that the retention assisted in the identification 
of future offenders, and thus pursued the legitimate aim of crime prevention 
and detection, the ECtHR considered the interference with the applicants’ 
right to respect for private life to be unjustified. It recalled that the core 
principles of data protection require the retention of personal data to be 
proportionate in relation to the collection purpose and that retention periods 
must be limited. The Court accepted that extending the database to include 
DNA profiles not only of convicted persons, but also of all individuals who 
were suspected but not convicted, could have contributed to the detection 
and prevention of crime in the United Kingdom. However, it was “struck by 
the blanket and indiscriminate nature of the power of retention”.55

Given the wealth of genetic and health information contained in the cellular 
samples, the interference with the applicants’ right to private life was 
particularly intrusive. Fingerprints and samples could be taken from arrested 
persons, and retained indefinitely in the police database, irrespective of the 
nature and gravity of the offence, and even for minor offences not punishable 

54 ECtHR, S. and Marper v. the United Kingdom [GC], Nos. 30562/04 and 30566/04, 4 December 2008. 
55 Ibid., para. 119. 

http://hudoc.echr.coe.int/eng?i=001-90051
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by imprisonment. Moreover, the possibilities for acquitted individuals to have 
their data removed from the database were limited. Finally, the ECtHR gave 
special consideration to the fact that one applicant was eleven years old 
when arrested. Retaining the personal data of a minor who is not convicted 
may be especially harmful given their vulnerability and the importance of 
their development and integration in society.56 The Court held, unanimously, 
that the retention constituted a disproportionate interference with the right to 
private life that could not be regarded as necessary in a democratic society. 

Example: In Leander v. Sweden,57 the ECtHR ruled that the secret scrutiny 
of people applying for employment in posts of importance for national 
security was not, in itself, contrary to the requirement of being necessary 
in a democratic society. The special safeguards laid down in national law 
for protecting the interests of the data subject – for example, controls 
exercised by parliament and the Chancellor of Justice – resulted in the 
ECtHR’s conclusion that the Swedish personnel control system met the 
requirements of Article 8 (2) of the ECHR. Having regard to the wide margin 
of appreciation available to it, the respondent state was entitled to consider 
that in the applicant’s case the interests of national security prevailed over 
the individual ones. The Court concluded that there had not been a violation 
of Article 8 of the ECHR.

1.2.2. Conditions for lawful limitations under the EU 
Charter of Fundamental Rights

The structure and wording of the Charter is different than that of the ECHR. The 
Charter does not use the notion of interferences with guaranteed rights, but 
contains a provision on limitation(s) on the exercise of the rights and freedoms 
recognised by the Charter.

According to Article 52 (1), limitations on the exercise of the rights and freedoms 
recognised by the Charter and, accordingly, on the exercise of the right to the pro-
tection of personal data, are admissible only if they: 

• are provided for by law; and

56 Ibid., para. 124. 
57 ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987, paras. 59 and 67.

http://hudoc.echr.coe.int/eng?i=001-57519
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1.3.1. Freedom of expression 
One of the rights that interacts most significantly with the right to data protection is 
the right to freedom of expression.

Freedom of expression is protected by Article 11 of the Charter (‘Freedom of expres-
sion and information’). This right includes the “freedom to hold opinions and to 
receive and impart information and ideas without interference by public authority 
and regardless of frontiers”. Freedom of information, according to both Article 11 of 
the Charter and Article 10 of the ECHR, protects the right not only to impart but also 
to receive information.

Limitations on the freedom of expression must comply with the criteria provided for 
in Article 52 (1) of the Charter, described above. Additionally, Article 11 corresponds 
to Article 10 of the ECHR. Pursuant to Article 52 (3) of the Charter, insofar as it con-
tains rights that correspond to rights guaranteed by the ECHR, “the meaning and 
scope of those rights shall be the same as those laid down by the said Convention”. 
The limitations that may lawfully be imposed on the right guaranteed by Article 11 
of the Charter may therefore not exceed those provided for in Article 10 (2) of the 
ECHR – that is to say, they must be prescribed by law and be necessary in a demo-
cratic society “for the protection [...] of the reputation or rights of others”. Such rights 
encompass, notably, the right to respect for private life and the right to personal 
data protection.

The relationship between the protection of personal data and freedom of expres-
sion is governed by Article 85 of the General Data Protection Regulation, entitled 
“Processing and freedom of expression and information”. According to this article, 
Member States shall reconcile the right to personal data protection with the right to 
freedom of expression and information. In particular, exemptions and derogations 
from specific chapters of the General Data Protection Regulation shall be made for 
journalistic purposes or the purpose of academic, artistic or literary expression, inso-
far as they are necessary to reconcile the right to personal data protection with the 
freedom of expression and information. 

Example: In Tietosuojavaltuutettu v. Satakunnan Markkinapörssi Oy and 
Satamedia Oy,86 the CJEU was asked to define the relationship between 

86 CJEU, C-73/07, Tietosuojavaltuutettu v. Satakunnan Markkinapörssi Oy and Satamedia Oy [GC], 
16 December 2008, paras. 56, 61 and 62.

http://curia.europa.eu/juris/celex.jsf?celex=62007CJ0073&lang1=en&type=NOT&ancre=
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data protection and freedom of the press.87 It had to examine a company’s 
dissemination, through an SMS service, of tax data on some 1.2 million 
natural persons lawfully obtained from the Finnish tax authorities. The Finish 
data protection supervisory authority had issued a decision requiring the 
company to stop disseminating these data. The company challenged this 
decision in a national court, which requested clarification from the CJEU on 
the interpretation of the Data Protection Directive. In particular, the CJEU had 
to verify whether the processing of personal data, which the tax authorities 
made available to allow mobile telephone users to receive tax data relating 
to other natural persons, must be considered as an activity carried out solely 
for journalistic purposes. After having concluded that the company’s activities 
were ‘processing of personal data’ within the meaning of Article 3 (1) of 
the Data Protection Directive, the CJEU analysed Article 9 of the directive 
(on processing of personal data and freedom of expression). It first noted 
the importance of the right to freedom of expression in every democratic 
society and held that notions relating to that freedom, such as journalism, 
should be interpreted broadly. It then observed that, to achieve a balance 
between the two fundamental rights, the derogations and limitations of the 
right to data protection must apply only insofar as strictly necessary. In those 
circumstances, the CJEU held that activities such as those carried out by the 
companies at issue concerning data from documents that are in the public 
domain under national legislation may be classified as ‘journalistic activities’ 
if their object is the disclosure to the public of information, opinions or ideas, 
irrespective of the medium used to transmit them. It also ruled that these 
activities are not limited to media undertakings and may be undertaken for 
profit-making purposes. However, the CJEU left it to the national court to 
determine whether this was the case with the particular facts of this case.

The same case was also examined by the ECtHR, after the national court 
decided, based on the guidance from the CJEU, that the supervisory authority’s 
order to discontinue publication of all tax information was a justified interference 
with the company’s freedom of expression. The ECtHR upheld this approach.88 It 
found that, even though there was an interference with the companies’ right to 

87 The case concerned the interpretation of the Data Protection Directive, Art. 9 – now replaced by Art. 85 
of the General Data Protection Regulation – which read: “Member States shall provide for exemptions or 
derogations from the provisions of this Chapter, Chapter IV and Chapter VI for the processing of personal 
data carried out solely for journalistic purposes or the purpose of artistic or literary expression only if 
they are necessary to reconcile the right to privacy with the rules governing freedom of expression”.

88 ECtHR, Satakunnan Markkinapörssi Oy and Satamedia Oy v. Finland, No. 931/13, 27 June 2017. 

http://hudoc.echr.coe.int/eng?i=001-175121
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impart information, the interference was in accordance with the law, pursued 
a legitimate aim and was necessary in a democratic society. 

The Court recalled the case law criteria that should guide national authorities, 
and the ECtHR itself, when balancing freedom of expression with the right 
to respect for private life. Where political speech or a debate on a matter of 
public interest are at stake, there is little scope for restriction of the right to 
receive and impart information as the public has a right to be informed, “and 
this is an essential right in a democratic society”.89 However, press articles 
aiming solely to satisfy the curiosity of a particular readership regarding 
details of a person’s private life cannot be deemed to contribute to a debate 
of public interest. The derogation from data protection rules for journalistic 
purposes is intended to allow journalists to access, collect and process data to 
be able to perform their journalistic activities. Thus, there was indeed a public 
interest in providing access to, and allowing the applicant companies to collect 
and process, the large amounts of taxation data at stake. By contrast, the 
Court found that there was no public interest in the bulk dissemination of such 
raw data by the newspapers, in unaltered form and without any analytical 
input. The information on taxation might have enabled curious members of 
the public to categorise individuals according to their economic status and 
satisfy the public’s thirst for information about the private lives of others. This 
could not be regarded as contributing to a debate of public interest. 

Example: In Google Spain,90 the CJEU considered whether Google was obliged 
to delete outdated information about the applicant’s financial difficulties 
from its search list results. When a search was undertaken on the Google 
search engine using the applicant’s name, the results of the search provided 
links to old newspaper articles mentioning his connection with bankruptcy 
proceedings. The applicant considered this an infringement on his rights 
to respect for private life and for the protection of personal data, as the 
proceedings had been concluded years ago, making such references irrelevant.

The CJEU first clarified that internet search engines and search results 
providing personal data can establish a detailed profile of an individual. In 
light of an increasingly digitised society, the requirement for personal data  
 

89 Ibid., para. 169. 
90 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos (AEPD), Mario 

Costeja González [GC], 13 May 2014, paras. 81–83.

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:62012CA0131
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:62012CA0131
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to be accurate and for its publication not to go beyond what is necessary, 
i.e. provide information to the public, is fundamental to ensuring a high 
level of data protection to individuals. The “controller in respect of that 
processing must ensure, within the framework of its responsibilities, powers 
and capabilities, that that processing meets the requirements” of EU law, 
in order that the legal guarantees established have full effect. This means 
that the right to have one’s personal data erased when the processing is no 
longer necessary or outdated also covers search engines, which were found 
to be controllers, not merely processors (see Section 2.3.1).

On examining whether Google was required to remove the links related to the 
applicant, the CJEU held that, under certain conditions, individuals have the 
right to obtain erasure of their personal data from an internet search engine’s 
search results. This right may be invoked where information relating to an 
individual is inaccurate, inadequate, irrelevant or excessive for the purposes 
of the data processing. The CJEU acknowledged that this right is not absolute; 
it needs to be balanced with other rights, in particular the interest and right of 
the general public in having access to the information. Each request for erasure 
needs a case-by-case assessment to seek a balance between the fundamental 
rights to personal data protection and private life of the data subject on the 
one hand, and the legitimate interests of all internet users on the other. The 
CJEU provided guidance on the factors to take into consideration during the 
balancing exercise. The nature of the information in question is a particularly 
important factor. If information is sensitive to the private life of the individual, 
and where there is no public interest in the availability of the information, data 
protection and privacy would override the right of the general public to have 
access to the information. On the contrary, if it appears that the data subject 
is a public figure, or that the information is of such nature to justify granting 
the general public access to such information, then the interference with the 
fundamental rights to data protection and privacy is justified.

Following the judgment, the Article 29 Working Party adopted guidelines 
on the implementation of the CJEU ruling. The guidelines include a list of 
common criteria to be used by the supervisory authorities when handling 
complaints related to individuals’ requests for deletion and to guide them 
in this balancing of rights exercise.91

91 Article 29 Working Party (2014), Guidelines on the implementation of the CJEU judgment on “Google 
Spain and Inc v. Agencia Española de Protección de Datos (AEPD) and Mario Costeja González” C-131/12, 
WP 225, Brussels, 26 November 2014. 

http://www.google.fr/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0ahUKEwi5gfPhvfLUAhWFaVAKHXiJD5UQFggiMAA&url=http%3A%2F%2Fwww.dataprotection.ro%2Fservlet%2FViewDocument%3Fid%3D1080&usg=AFQjCNFVXJCkfdoyAJBAOdMv3nyOyTachw
http://www.google.fr/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0ahUKEwi5gfPhvfLUAhWFaVAKHXiJD5UQFggiMAA&url=http%3A%2F%2Fwww.dataprotection.ro%2Fservlet%2FViewDocument%3Fid%3D1080&usg=AFQjCNFVXJCkfdoyAJBAOdMv3nyOyTachw
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Concerning the reconciliation of the right to data protection with the right to freedom 
of expression, the ECtHR has issued several landmark judgments.

Example: In Axel Springer AG v. Germany,92 the ECtHR held that an injunction 
restraining the applicant company from publishing an article on the arrest and 
conviction of a well-known actor violated Article 10 of the ECHR. The ECtHR 
reiterated the criteria to be considered when balancing the right to freedom of 
expression against the right to respect for private life, as established in its case law:

• whether the event that the published article concerned was of general 
interest;

• whether the person concerned was a public figure; and

• how the information was obtained and whether it was reliable. 

The ECtHR found that the actor’s arrest and conviction was a public judicial 
fact and was therefore of public interest; that the actor was sufficiently 
well-known to qualify as a public figure; and that the information had 
been provided by the public prosecutor’s office and its accuracy was not in 
dispute by the parties. Therefore, the publication restrictions imposed on 
the company had not been reasonably proportionate to the legitimate aim 
of protecting the applicant’s private life. The Court concluded that there had 
been a violation of Article 10 of the ECHR.

Example: Coudec and Hachette Filipacchi Associés v. France93 concerned the 
publication by a French weekly magazine of an interview with Ms Coste, 
who claimed that Prince Albert of Monaco was the father of her son. The 
interview also described the relationship of Ms Coste with the prince, and the 
manner in which he reacted to the birth of the child, accompanied by photos 
of the prince with the child. Prince Albert brought proceedings against the 
publishing company for violation of his right to protection of private life. The 
French courts held that the publication of the article had caused irreversible 
damage to Prince Albert and ordered the publisher to pay damages and to 
publish the details of the judgment on the magazine’s front cover. 

92 ECtHR, Axel Springer AG v. Germany [GC], No. 39954/08, 7 February 2012, paras. 90 and 91.
93 ECtHR, Coudec and Hachette Filipacchi Associés v. France [GC], No. 40454/07, 10 November 2015. 

http://hudoc.echr.coe.int/eng?i=001-109034
http://hudoc.echr.coe.int/eng?i=001-158861
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The publishers of the magazine brought the case before the ECtHR, claiming 
that the judgment of the French courts interfered unjustifiably with their 
right to freedom of expression. The ECtHR had to balance Prince Albert’s 
right to respect for private life with the publisher’s right of expression and 
the general public’s right to have the information. The right of Ms Coste to 
share her story with the public and the child’s interest in having the father-
child relationship officially established were also important considerations.

The ECtHR held that publication of the interview constituted an interference 
with the prince’s private life and went on to examine whether the 
interference was necessary. It considered that the publication concerned a 
public figure and a matter of public interest, as the citizens of Monaco had 
an interest in knowing about the existence of a child of the prince, as the 
future of a hereditary monarchy is “intrinsically linked to the existence of 
descendants” and thus a matter of concern for the public.94 The Court also 
noted that the article had allowed Ms Coste and her child to exercise their 
right to freedom of expression. The domestic courts had failed to give due 
consideration to the principles and criteria developed through ECtHR case 
law for the balancing of the right to respect for private life and the right to 
freedom of expression. It concluded that France violated Article 10 of the 
ECHR on the freedom of expression.

In the ECtHR case law, one of the crucial criteria regarding the balancing of these 
rights is whether or not the expression in question contributes to a debate of gen-
eral public interest.

Example: In Mosley v. the United Kingdom,95 a national weekly newspaper 
published intimate photographs of the applicant, a well-known figure who 
subsequently successfully brought a civil claim against the publisher and 
was awarded damages. Despite the monetary compensation awarded, he 
complained that he remained a victim of a violation of his right to privacy 
as he had been denied the opportunity to seek an injunction before the 
publication of the photos in question owing to the absence of any legal 
requirement for the newspaper to give advance notice of publication. 

94 Ibid., paras. 104–116. 
95 ECtHR, Mosley v. the United Kingdom, No. 48009/08, 10 May 2011, paras. 129 and 130.

http://hudoc.echr.coe.int/eng?i=001-104712
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The ECtHR noted that, although the dissemination of such material was 
generally for the purposes of entertainment rather than education, it 
undoubtedly benefited from the protection of Article 10 of the ECHR, 
which might yield to the requirements of Article 8 of the ECHR where the 
information was of a private and intimate nature and there was no public 
interest in its dissemination. However, particular care had to be taken 
when examining constraints which might operate as a form of censorship 
prior to publication. In light of the chilling effect to which a pre-notification 
requirement might give rise, the doubts about its effectiveness, and the wide 
margin of appreciation in that area, the ECtHR concluded that the existence 
of a legally binding pre-notification requirement was not required under 
Article 8. Accordingly, the Court concluded that there had been no violation 
of Article 8.

Example: In Bohlen v. Germany,96 the applicant, a well-known singer and 
artistic producer, had published an autobiographical book and subsequently 
been forced to remove some passages following court rulings. The story 
was widely covered in national media, and a tobacco company launched a 
humorous advertising campaign referring to this event, using the applicant’s 
first name without his consent. The applicant unsuccessfully sought damages 
from the advertising company, alleging a violation of his rights under Article 8 
of the ECHR. The ECtHR reiterated the criteria that guide the balancing 
between the right to respect for private life and the right to freedom of 
expression and held that there was no violation of Article 8. The applicant 
was a public figure and the advertisement did not refer to the details of 
his private life, but to a public event that had already been covered by the 
media and formed part of a public debate. In addition, the advertisement was 
of a humorous nature and did not contain anything degrading or negative 
regarding the applicant.

Example: In Biriuk v. Lithuania,97 the applicant argued before the ECtHR that 
Lithuania had failed to fulfil its obligation to secure respect of her right 
to private life, because even though a serious violation of her privacy 
had been committed by a major newspaper, she was awarded a derisory 
sum of pecuniary damages by the national courts examining the case. 
When awarding the non-pecuniary damages, national courts had applied 

96 ECtHR, Bohlen v. Germany, No. 53495/09, 19 February 2015, paras. 45–60. 
97 ECtHR, Biriuk v. Lithuania, No. 23373/03, 25 November 2008.

http://hudoc.echr.coe.int/eng?i=001-152646
http://hudoc.echr.coe.int/eng?i=001-89827
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the provisions of the national law on the provision of information to the 
public, which imposed a low ceiling on compensation for non-pecuniary 
damage caused by the unlawful dissemination to the public by the media of 
information about a person’s private life. The case stemmed from the biggest 
Lithuanian daily newspaper’s publication of a front page article reporting 
that the applicant was HIV positive. The article also criticised the applicant’s 
behaviour and questioned her moral standards. 

The ECtHR recalled that the protection of personal data, not least medical 
data, is of fundamental importance to the right to respect of private life under 
the ECHR. The confidentiality of health data is particularly important, since 
disclosure of medical data (the HIV status of the applicant in this case) may 
dramatically affect a person’s private and family life, his or her employment 
situation, and inclusion in society. The Court attached particular significance 
to the fact that, according to the report in the newspaper, the hospital’s 
medical staff had provided information about the applicant’s HIV status in an 
evident breach of their obligation to medical secrecy. There had thus been 
no legitimate interference with the applicant’s right to private life.

The article had been published by the press, and freedom of expression is 
also a fundamental right under the ECHR. However, when examining whether 
the existence of a public interest justified the publication of that type of 
information about the applicant, the Court found that the main purpose of 
the publication was to increase the newspaper’s sales by satisfying reader 
curiosity. Such a purpose could not be deemed to contribute to any debate of 
general interest to society. As this was a case of “outrageous abuse of press 
freedom”, the severe limitations in redressing the damage and the low sum of 
non-pecuniary damages provided under national law meant that Lithuania had 
failed to fulfil its positive obligation to protect the applicant’s right to private 
life. The ECtHR found that there had been a violation of Article 8 of the ECHR.

The right to freedom of expression and the right to personal data protection are not 
always in conflict. There are instances where the effective protection of personal 
data guarantees freedom of expression. 

Example: The CJEU in Tele2 Sverige stated that the interference caused 
by Directive 2006/24 (Data Retention Directive) with the fundamental 
rights laid down in Articles 7 and 8 of the Charter was “wide-ranging, and 
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it must be considered to be particularly serious. Furthermore…the fact 
that data are retained and subsequently used without the subscriber or 
registered user being informed is likely to generate in the minds of the 
persons concerned the feeling that their private lives are the subject of 
constant surveillance”. The CJEU also found that the generalised retention 
of traffic and location data could have an effect on the use of electronic 
communication and “consequently on the exercise by the users thereof of 
their freedom of expression guaranteed in Article 11 of the Charter”.98 In that 
sense, by requiring strict safeguards for data retention not to be carried out 
in a generalised manner, data protection rules ultimately contribute to the 
exercise of freedom of expression.

Concerning the right to receive information, which also forms part of freedom of 
expression, there is a growing realisation of the importance of government trans-
parency for the functioning of a democratic society. Transparency is an objective 
of general interest that could thus justify an interference with the right to data pro-
tection, if necessary and proportionate, as explained in Section 1.2. In the past two 
decades, in consequence, the right to access documents held by public authorities 
has been acknowledged as an important right of every EU citizen, and any natural or 
legal person residing or having its registered office in a Member State.

Under CoE law, reference can be made to the principles enshrined in the Recom-
mendation on access to official documents, which inspired the drafters of the Con-
vention on Access to Official Documents (Convention 205).99 

Under EU law, the right of access to documents is guaranteed by Regula-
tion 1049/2001 regarding public access to European Parliament, Council and  
Commission documents (Access to Documents Regulation).100 Article 42 of the Char-
ter and Article 15 (3) of the TFEU have extended this right of access “to documents 

98 CJEU, Joined cases C-203/15 and C-698/15, Tele2 Sverige AB v. Post- och telestyrelsen and Secretary of 
State for the Home Department v. Tom Watson and Others [GC], 21 December 2016, para. 37 and 101; 
CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister for Communications, 
Marine and Natural Resources and Others and Kärntner Landesregierung and Others [GC], 8 April 2014, 
para. 28.

99 Council of Europe, Committee of Ministers (2002), Recommendation Rec (81) 19 and Recommendation 
Rec (2002) 2 to member states on access to official documents, 21 February 2002; Council of Europe, 
Convention on Access to Official Documents, CETS No. 205, 18 June 2009. The Convention has not yet 
entered into force.

100 Regulation (EC) No. 1049/2001 of the European Parliament and of the Council of 30 May 2001 
regarding public access to European Parliament, Council and Commission documents, OJ 2001 L 145. 

http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d2dc30d67cc52344bc6b4775bd0f8f4f14c63d60.e34KaxiLc3qMb40Rch0SaxyMchz0?text=&docid=186492&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1156371
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d2dc30d67cc52344bc6b4775bd0f8f4f14c63d60.e34KaxiLc3qMb40Rch0SaxyMchz0?text=&docid=186492&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1156371
http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=511178
http://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=511178
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of the institutions, bodies, offices and agencies of the Union, regardless of their 
form”. 

This right may come into conflict with the right to data protection if access to a docu-
ment would reveal others’ personal data. Article 86 of the General Data Protection 
Regulation clearly provides that personal data in official documents held by pub-
lic authorities and bodies may be disclosed by the authority or body concerned in 
accordance with Union101 or Member State law to reconcile public access to official 
documents with the right to data protection pursuant to the regulation. 

Requests for access to documents or information held by public authorities may 
therefore need balancing with the right to data protection of persons whose data 
are contained in the requested documents. 

Example: In Volker und Markus Schecke and Hartmut Eifert v. Land Hessen,102 
the CJEU had to judge the proportionality of the publication, required by EU 
legislation, of the name of the beneficiaries of EU agricultural subsidies and 
the amounts they received. The publication aimed to enhance transparency 
and contribute to public control of the appropriate use of public funds by 
the administration. Several beneficiaries contested the proportionality of 
this publication.

The CJEU, noting that the right to data protection is not absolute, argued 
that the publication on a website of data naming the beneficiaries of two 
EU agricultural aid funds and the precise amounts received constitutes an 
interference with their private life, in general, and with the protection of 
their personal data, in particular.

The CJEU found that such interference with Articles 7 and 8 of the Charter 
was provided for by law and met an objective of general interest recognised 
by the EU – namely, enhancing the transparency of community funds use. 
However, the CJEU held that the publication of the names of natural persons 
who are beneficiaries of EU agricultural aid from these two funds and the 
exact amounts received constituted a disproportionate measure and was not 
justified having regard to Article 52 (1) of the Charter. It acknowledged the 

101 Article 42 of the Charter, Article 15 (3) of the TFEU and Regulation 1049/2009.
102 CJEU, Joined cases C-92/09 and C-93/09, Volker und Markus Schecke GbR and Hartmut Eifert v. Land 

Hessen [GC], 9 November 2010, paras. 47–52, 58, 66–67, 75, 86 and 92.

http://curia.europa.eu/juris/celex.jsf?celex=62009CJ0092&lang1=en&type=NOT&ancre=
http://curia.europa.eu/juris/celex.jsf?celex=62009CJ0092&lang1=en&type=NOT&ancre=
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importance, in a democratic society, of keeping taxpayers informed of the 
use of public funds. However, as “no automatic priority can be conferred on 
the objective of transparency over the right to protection of personal data”,103 
EU institutions were obliged to balance the Union’s interest in transparency 
with the limitation on the exercise of the rights to privacy and data protection 
that beneficiaries suffered as a result of the publication. 

The CJEU considered that the EU institutions had not properly carried out 
this balancing exercise, since it was possible to envisage measures which 
would affect less adversely the fundamental rights of the individuals, while 
also effectively contributing to the transparency objective pursued by 
the publication. For instance, instead of a general publication affecting all 
beneficiaries, giving their name and the precise amounts received by each 
of them, a distinction could be drawn based on relevant criteria such as the 
periods during which those persons had received the aid, the frequency of 
the aid or its amount and nature.104 The CJEU thus declared partially invalid the 
EU legislation on the publication of information relating to the beneficiaries 
of European agricultural funds.

Example: In Rechnungshof v. Österreichischer Rundfunk and Others,105 
the CJEU reviewed certain Austrian legislation’s compatibility with EU 
data protection law. The legislation required a state body to collect and 
transmit data on income for purposes of publishing the name and income 
of employees of various public entities in an annual report made available 
to the general public. Some individuals refused to communicate their data 
on the ground of data protection. 

In its opinion, the CJEU relied on the protection of fundamental rights as a 
general principle of EU law and on Article 8 of the ECHR, recalling that the 
Charter was not binding at that time. It held that the collection of data on 
an individual’s professional income, and in particular its communication to 
third parties, falls within the scope of the right to respect for private life, and 
constitutes an infringement of this right. The interference could be justified 
if it had been in accordance with the law, pursued a legitimate aim and had 

103 Ibid., para. 85. 
104 Ibid., para. 89. 
105 CJEU, C-465/00, C-138/01 and C-139/09, Rechnungshof v. Österreichischer Rundfunk and Others and 

Christa Neukomm and Jospeh Lauermann v. Österreichischer Rundfunk, 20 May 2003. 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:62000CJ0465
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:62000CJ0465
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been necessary in a democratic society to achieve that aim. The CJEU noted 
that the Austrian legislation pursued a legitimate aim, as its objective was to 
keep salaries of public employees within reasonable limits – a consideration 
that is also related to the economic well-being of the country. However, 
Austria’s interest in ensuring the best use of public funds had to be balanced 
against the seriousness of the interference with the right of the persons 
concerned to respect for their private life. 

While leaving it to the national court to ascertain whether publication of the 
data on the income of individuals was necessary and proportionate to the aim 
pursued by the legislation, the CJEU called for the national court to examine 
whether such an aim could not have been achieved equally effectively by 
less intrusive means. An example would be the transmission of the personal 
data only to the monitoring public bodies and not to the general public. 

In subsequent cases, it became evident that the balancing between data protection 
and access to documents requires a detailed, case-by-case analysis. Neither right 
can automatically overrule the other. The CJEU had the opportunity to interpret the 
right to access to documents containing personal data in two cases.

Example: In European Commission v. Bavarian Lager,106 the CJEU defined the 
scope of personal data protection in the context of access to documents of EU 
institutions, and the relationship between Regulation No. 1049/2001 (Access 
to Documents Regulation) and Regulation No. 45/2001 (EU Institutions Data 
Protection Regulation). Bavarian Lager, established in 1992, imports bottled 
German beer into the United Kingdom, principally for public houses and 
bars. It encountered difficulties, however, because British legislation de facto 
favoured national producers. In response to Bavarian Lager’s complaint, the 
European Commission instituted proceedings against the United Kingdom for 
failure to fulfil its obligations, which led it to amend the disputed provisions 
and align them with EU law. Bavarian Lager then asked the Commission, 
among other documents, for a copy of the minutes of a meeting attended 
by representatives of the Commission, the British authorities and the 
Confédération des Brasseurs du Marché Commun (CBMC). The Commission 
agreed to disclose certain documents relating to the meeting, but blanked out 
five names appearing in the minutes – two persons having expressly objected 

106 CJEU, C-28/08 P, European Commission v. The Bavarian Lager Co. Ltd. [GC], 29 June 2010.

http://curia.europa.eu/juris/celex.jsf?celex=62008CJ0028&lang1=en&type=NOT&ancre=
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to the disclosure of their identity and the Commission having been unable 
to contact the three others. By decision of 18 March 2004, the Commission 
rejected a new Bavarian Lager application to obtain the full minutes of the 
meeting, citing in particular the protection of the private life of those persons, 
as guaranteed by the EU Institutions Data Protection Regulation. 

Since it was not satisfied with this position, Bavarian Lager brought an action 
before the Court of First Instance. That court annulled the Commission decision 
by judgment of 8 November 2007 (case T-194/04, The Bavarian Lager Co. Ltd v. 
Commission of the European Communities), finding that the mere entry of the 
names of the persons in question on the list of persons attending a meeting 
on behalf of the body they represented did not undermine private life and 
did not place the private lives of those persons in any danger.

On appeal by the Commission, the CJEU annulled the Court of First Instance’s 
judgment. The CJEU held that the Access to Documents Regulation establishes 
“a specific and reinforced system of protection of a person whose personal 
data could, in certain cases, be communicated to the public”. According to 
the CJEU, where a request based on the Access to Documents Regulation thus 
seeks to obtain access to documents that include personal data, the provisions 
of the EU Institutions Data Protection Regulation become applicable in their 
entirety. The CJEU then concluded that the Commission was right to reject 
the application for access to the full minutes of the meeting of October 1996. 
In the absence of the consent of the five participants at that meeting, the 
Commission sufficiently complied with its duty of openness by releasing a 
version of the document in question with their names blanked out.

Moreover, according to the CJEU, “as Bavarian Lager has not provided any 
express and legitimate justification or any convincing argument in order 
to demonstrate the necessity for those personal data to be transferred, 
the Commission has not been able to weigh up the various interests of the 
parties concerned. Nor was it able to verify whether there was any reason 
to assume that the data subjects’ legitimate interests might be prejudiced”, 
as required by the EU Institutions Data Protection Regulation.

Example: In Client Earth and PAN Europe v. EFSA,107 the CJEU examined 
whether the decision of the European Food and Safety Authority (EFSA) 

107 CJEU, C-615/13P, ClientEarth, Pesticide Action Network Europe (PAN Europe) v. European Food Safety 
Authority (EFSA), European Commission, 16 July 2015. 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=165906&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=523320
http://curia.europa.eu/juris/document/document.jsf?text=&docid=165906&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=523320
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to refuse applicants full access to documents was necessary to protect the 
privacy and data protection rights of the persons to whom the documents 
referred. The documents concerned a draft guidance report prepared by an 
EFSA working group in collaboration with external experts, on the placement 
of plant protection products on the market. Initially, EFSA granted partial 
access to the applicants, denying access to some working versions of the 
draft guidance document. Subsequently, it granted access to the draft 
version that included the individual comments of the external experts. 
However, it redacted the names of the experts, invoking Article 4 (1) (b) of 
Regulation 45/2001 on the processing of personal data by EU institutions and 
bodies and the need to protect the privacy of the external experts. At first 
instance, the General Court of the EU upheld EFSA’s decision.

On appeal by the applicants, the CJEU reversed the judgment of first instance. 
It concluded that the transfer of personal data in that case was necessary 
to ascertain the impartiality of each of the external experts in carrying out 
their tasks as scientists and to ensure that the decision-making process 
in EFSA remains transparent. According to the CJEU, EFSA did not specify 
how revealing the names of the external experts who had made specific 
comments on the draft guidance document would prejudice the experts’ 
legitimate interests. A general argument that disclosure is likely to undermine 
privacy does not suffice if it is unsupported by evidence specific to each case. 

According to these judgments, interference with the right to data protection in the 
context of access to documents needs a specific and justified reason. The right of 
access to documents cannot automatically overrule the right to data protection.108

This approach is similar to that of the ECtHR with regard to privacy and access to 
documents, as the following judgment demonstrates. In the Magyar Helsinki judg-
ment, the ECtHR stated that Article 10 did not confer on the individual a right of 
access to information held by a public authority or oblige the government to impart 
such information to the individual. However, such a right or obligation could arise –  
firstly, where disclosure of the information is imposed by a judicial order that has 
gained legal force; secondly, where access to the information is instrumental for an 
individual’s exercise of his or her right to freedom of expression – particularly the 
freedom to receive and impart information – and where its denial would interfere 

108 See, however, the detailed deliberations in EDPS (2011), Public access to documents containing personal 
data after the Bavarian Lager ruling, Brussels, 24 March 2011.

http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/BackgroundP/11-03-24_Bavarian_Lager_EN.pdf
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/BackgroundP/11-03-24_Bavarian_Lager_EN.pdf
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with that right.109 Whether, and to which extent, the denial of access to informa-
tion constitutes an interference with an applicant’s freedom of expression has to be 
assessed in each individual case and in light of its particular circumstances, includ-
ing: (i) the purpose of the information request; (ii) the nature of the information 
sought; (iii) the role of the applicant; and (iv) whether the information was ready 
and available.

Example: In Magyar Helsinki Bizottság v. Hungary,110 the applicant, a human 
rights NGO, requested information from the police relating to the work of  
ex officio defence counsel, to complete a study on the functioning of 
the public defenders’ system in Hungary. The police refused to provide 
the information, arguing that it constituted personal data not subject to 
disclosure. Applying the above criteria, the ECtHR held that there had been 
an interference with a right protected under Article 10. More precisely, the 
applicant wished to exercise the right to impart information on a matter 
of public interest, had sought access to information to that end, and the 
information was necessary for the exercise of the applicant’s right to freedom 
of expression. The information on the appointment of public defenders was 
of interest to the public. There was no reason to doubt that the survey in 
question contained information which the applicant undertook to impart to 
the public and which the public had a right to receive. The Court was thus 
satisfied that access to the requested information was necessary for the 
applicant to fulfil the task. Lastly, the information was ready and available. 

The ECtHR concluded that denial of access to information in that case 
had impaired the very substance of the freedom to receive information. 
In reaching this conclusion, it examined in particular the purpose of the 
information requested and its contribution to an important public debate, 
the nature of the information sought and whether it had a public interest, 
and the role played in society by the applicant in the case. 

In its reasoning, the Court noted that the study undertaken by the NGO 
concerned the operation of justice and the right to a fair hearing, which 
was a right of paramount importance under the ECHR. Since the information 
requested did not involve data outside the public domain, the privacy rights 
of the data subjects concerned (the ex officio public defenders) would not 

109 ECtHR, Magyar Helsinki Bizottság v. Hungary [GC], No. 18030/11, 8 November 2016, para. 148. 
110 Ibid., paras. 181, 187–200.

http://hudoc.echr.coe.int/eng?i=001-167828
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have been compromised were the police to give access to the information to 
the applicant. The information requested by the applicant was of a statistical 
nature, relating to the number of times the ex officio counsel had been 
appointed to represent defendants in public criminal proceedings. 

For the Court, given that the study aimed to contribute to an important 
debate on a matter of general interest, any restrictions on the NGO proposed 
publication ought to have been subjected to the utmost scrutiny. The 
information at stake was of public interest, as public interest covers “matters 
which are capable of giving rise to considerable controversy, which concern 
an important social issue, or which involve a problem that the public would 
have an interest in being informed about”.111 It would thus certainly cover 
a discussion on the conduct of justice and fair trials, which was the subject 
matter of the applicant’s study. Balancing the different rights at stake and 
applying the proportionality principle, the ECtHR held that there had been 
an unjustified violation of the applicant’s rights under Article 10 of the ECHR. 

1.3.2. Professional secrecy
Under national law, certain communications may be subject to the obligation of pro-
fessional secrecy. Professional secrecy can be understood as a special ethical duty 
that incurs a legal obligation inherent in certain professions and functions, which 
are based on faith and trust. Persons and institutions that fulfil these functions are 
obliged not to reveal confidential information received by them in the course of per-
forming their duties. Professional secrecy most notably applies to the medical pro-
fession and the lawyer-client privilege, with many jurisdictions also acknowledging 
a professional secrecy obligation on the financial sector. Professional secrecy is not 
a fundamental right, but is protected as a form of the right to respect for private 
life. For instance, the CJEU has ruled that in certain cases, “it may be necessary to 
prohibit the disclosure of certain information which is classified as confidential, in 
order to protect the fundamental right of an undertaking to respect for its private life 
enshrined in Article 8 ECHR and Article 7 of the Charter”.112 The ECtHR has also been 
called to rule on whether restrictions to professional secrecy constitute an infringe-
ment of Article 8 of the ECHR, as illustrated in the highlighted examples. 

111 Ibid., para. 156. 
112 CJEU, Case T-462/12 R, Pilkington Group Ltd v. European Commission, Order of the President of the 

General Court, 11 March 2013, para. 44. 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:62012TO0462



