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Chapter 5 

The Importance of Workplace Privacy  

1.  Introduction 
 
Existing discussions of privacy, including discussions of workplace privacy, too often 

rely on a vague and broad notion of privacy that cannot properly informed detailed 

analyses of specific privacy issues.  As a result, such analyses often rely heavily on ad 

hoc considerations and intuitions, and analyses of different privacy issues do not add up 

to a coherent view on privacy.  What is still lacking in the privacy literature is an 

adequate operationalized notion of privacy that affords a distinction between different 

types of private affairs, privacy rights, and privacy intrusions.  In this paper, I attempt to 

develop such an operationalized notion of privacy and apply it to the analysis of 

workplace privacy issues.  In section 2, I present this operationalized conception of 

privacy, which I then use in section 3 to identify the main privacy issues in today’s 

workplace.  In section 4, I identify the most important privacy rights in the workplace, 

and consider arguments for and against restrictions to these rights based on the 

employer’s interest in good work performance.  I summarize my main conclusions in 

section 5. 

 

2.  Towards an operationalized notion of privacy 

 

Privacy as limited access to personal affairs 

Systematic study of the notion of privacy began with Warren and Brandeis’ famous essay 

titled “The Right to Privacy” (Warren and Brandeis, 1890), in which privacy is defined as 

“the right to be left alone”.  Since then, countless other definitions of privacy have been 

presented, many in the context of elaborate theories of privacy, that try to get at the core 

of this abstract and slippery notion. Theories of privacy generally allude to privacy as a 
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right of persons that is to provide protection against interference by third parties into their 

private affairs.   In many theories, this right to noninterference is defined in terms of 

access and control:  privacy rights are to restrict access to private affairs and give those 

persons whose private affairs are at issue the exclusive right to control such access.   

Some authors have introduced the notions of “information” or “knowledge” as a 

defining feature of privacy (Westin, 1967; Fried, 1986; Parent, 1983).  In such 

information-based conceptions of privacy, privacy is defined in terms of restrictions on 

access to, or control over, personal information, and intrusions on privacy are defined as 

situations in which personal information is collected or disseminated without consent of 

the individual who is the topic of this information.  However, while it appears that many 

privacy issues revolve around the use of personal information, information-based 

conceptions of privacy are clearly flawed, as there is a number of privacy issues that 

cannot be fitted into an informational mold.  That is, there are types of actions that can be 

recognized as intrusions on privacy but that do not seem to centrally revolve around the 

collection or dissemination of personal information.   

Specifically, there are various sorts of intrusions into private affairs in which the 

violation of privacy seems to consist on the fact that these affairs are disturbed or 

disrupted, rather than that information is acquired about them.  For instance, unlawful 

entry or trespassing, which is sometimes described as the violation of the privacy of 

someone’s home, does not seem to revolve around information collection.  Such an event 

may perhaps result in the collection of personal information by the intruder (if the 

intruder is not blind), but the violation of privacy does not seem to centrally reside in this 

collection but rather in the disturbance of private affairs.  Likewise, not keeping a certain 

distance when talking to someone or sitting or standing next to them or touching their 

body may also be construed as violations of privacy even though they do not centrally 

involve the acquisition of personal information. 

Therefore, if privacy is defined in terms of (control over) access, then clearly it is 

not just informational or cognitive access that is involved but also physical access, as 

when someone creates disturbances in private affairs.  This corresponds well with Warren 

and Brandeis’ description of the right to privacy as the right to be left alone: it is not just 

the right to be left alone from the gaze or opinions of others, but also the right to control 
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physical interference by others into one’s private affairs.  Adhering to the notions of 

access of control we may, with Ferdinand Schoeman, say that “A person has privacy to 

the extent that others have limited access to information about him, limited access to the 

intimacies of his life, or limited access to his thoughts or his body.” (Schoeman, 1984, p. 

3).  The right to privacy is then the right of persons to control such access to their 

personal affairs. 

 

Cognitive access, physical access and informed control 

So far, I have distinguished two forms of access to private affairs: cognitive access, 

which is access to information about private affairs of a person, either through direct 

observation or through indirect means, and physical access, which involves direct 

interventions into private affairs that create a disturbance in them.  In discussing 

cognitive access, I have stated that such access may result in the collection or 

dissemination of information.  Privacy violations that involve the collection of 

information about private affairs may be called snooping, and those that involve the 

dissemination of such information may be called exposure. In snooping a third party 

makes personal information available to herself, whereas in exposure she makes it 

available to other parties.  Cognitive access may moreover take various forms, depending 

on how information is collected.  Cognitive access may involve live, unaided observation 

of private affairs, mediated observation (observation mediated through a camera or 

telephone line), or access to separate bearers of personal information (e.g., electronic 

databases, paper documents, photographs). 

Physical intrusions, in which privacy is violated through physical interventions, 

may also be called disturbances.  The term “physical intrusion” is meant in a broad sense 

here, to include physical interruptions of events, disturbances that take place by talking or 

making noise and disturbances that occur in virtual environments; when someone breaks 

into a private chatroom and starts insulting the participants, I would also call this a 

physical intrusion.  Obviously, there are many privacy violations in which cognitive and 

physical intrusions occur jointly.  This is only logical, because while disturbing the 

intruder usually also perceives things that are private (unless the person that creates the 

disturbance is blind and deaf).   
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There are also privacy violations that do not just center on cognitive access 

(snooping or exposure) or physical access (disturbance).  Take, for example, a landlord 

who has installed cameras in the apartments of his tenants, and who does not just observe 

these tenants in their everyday affairs, but also makes systematic use of his observations 

to control the behavior of his tenants.  If, for instance, he sees a tenant breaking house 

rules in their apartments, he may coerce her into obeying them in the future, or punish her 

by temporarily cutting of her electricity or by evicting her.  This landlord is not 

necessarily creating a disturbance (because he may never enter any of the apartments) nor 

is he just snooping.  Rather, he is making systematic use of his cognitive access to his 

tenant’s apartments to control their behavior and living circumstances. 

I would call this type of privacy intrusion “surveillance,” were it not that this term 

is ambiguous; in a broad sense, systematic observation of subjects that does not result in 

direct attempts to control the thoughts and behavior of these subject is sometimes also 

called surveillance. So I opt instead for informed control. What is essential about 

informed control is the ability of a third party to exercise control over a person through 

his knowledge of private affairs of that person.  This control may either be confined to 

the private affair about which the third party knows, or it may (also) affect other aspect of 

the person’s life.  For instance, if the snooping landlord observes that a tenant uses illegal 

substances, he may coerce her into stopping this behavior or doing it less frequently, but 

he may also use this information to blackmail the tenant, without necessarily interfering 

with the drug use itself.  In the first instance, there is informed control over an observed 

private affair in that the conditions under which the private affair takes place are 

controlled.  In the second instance, there is control over broader aspects of a person’s life 

based on knowledge of a private affair.  Notice, moreover, that informed control may 

include physical intrusions on privacy (when the landlord walks into an apartment every 

time he observes that rules are broken), but they are not required.   

To summarize, privacy intrusions come in three kinds: 

 

(1) unauthorized cognitive access (snooping and exposure) 

(2) unauthorized physical access (disturbances) 

(3) informed control (control over a private affair or broader aspects of a person’s life). 
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Types of private affairs 

So far, I have defined privacy in terms of limited access to private affairs, and I have 

described three modes of access to private affairs and corresponding ways in which 

privacy can be intruded on.  I have not, however, said much about the objects of such 

access or intrusion:  private affairs.  What is a private affair, and what kinds are there?  I 

will define private affairs as things connected to one’s private life or work that one 

considers to be private.  It turns out that there are many different kinds of private affairs.   

Private affairs may include behaviors, information bearers, aspects of the body, private 

rooms, personal objects and social events.  Corresponding to these different types of 

private affairs are different types of intrusions on privacy.  For example, violating the 

privacy of a social event like a dinner party (whether through cognitive access, physical 

access or informed control) is different from violating so-called informational privacy 

through access to personal information, which is again qualitatively different from 

violating privacy by going through the contents of someone’s purse. 

 There have been few attempts in the privacy literature to systematically 

distinguish different kinds of private affairs and relate these to a theory of privacy.  

Westin (1967) has made a distinction between informational and relational privacy, 

where relational privacy is the right to determine one’s own personal relationships and 

conduct without other people observing and interfering with them, and informational 

privacy is the right to selective disclosure of personal data.  The private affairs 

corresponding to these two types of privacy are personal relationships and conduct, and 

personal data and their bearers.  Nouwt and Vorselaars (in Bekkers et al., 1999) have 

further introduced the category of physical privacy, to supplement the notions of 

relational and informational privacy.  Physical privacy is the right to control access to 

one’s body; the private affairs it relates to are aspects of one’s body.  Allen (1999) also 

introduces a notion of physical privacy, but defines it more broadly to include both bodily 

integrity and restricted access to the home and one’s personal belongings. 

 I believe that these attempts to define different types of privacy in relation to 

different types of private affairs should be further refined.  Westin’s and Nouwt and 

Vorselaars’ notion of relational privacy lumps together personal relationships and 
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individual conduct, which are really distinct categories.  I therefore propose to distinguish 

them:  one type of private affair consists of individual conduct (e.g., things one does 

when alone at home) and another consists of personal relationships, or social conduct 

involving instances of private communication and social interaction.  Likewise, Allen 

correctly defines physical privacy to not only include bodily integrity but also integrity of 

the home and personal belongings.  But then it also makes sense to distinguish the two:  

the human body is one type of private affair, and personal spaces and objects constitute 

another type, and different types of privacy rights apply to each of them. 

 Consequently, we may distinguish five basic kinds of private affairs, with 

corresponding rights to privacy:  (i) the human body; (ii) personal spaces and objects; (iii) 

bearers of personal information; (iv) individual conduct and (v) social conduct.  I will 

discuss these now in turn. 

 

(i)  The human body 

By the human body, I mean the physical or biological body, with all its unique 

features as they apply to a specific person.  Such unique features include physical 

and biochemical properties such as height, weight, facial characteristics, visual 

features of the nude body, fingerprints, medical conditions, the biochemical 

composition of blood, urine and feces and genetic makeup. Many such aspects of 

the body are privacy-sensitive, although there is often significant variation in the 

degree to which people hold certain aspects of their body to be private.  This 

variation is strongly conditioned by culture, religion and gender.  For example, in 

traditional Islamic cultures the female face is considered to be a private affair and is 

hidden in public areas, while in many nonwestern cultures, the nude body is not 

very privacy-sensitive, and public displays of nudity may be acceptable. 

  The human body is increasingly a contested site, as employers, law 

enforcers and others increasingly seek access to aspects of the body.  Unwanted 

cognitive access may involve observation with the naked eye, mediated observation 

(e.g., through camera observation or body scans), medical tests, genetic tests, drug 

tests and biometric registration (recordings of fingerprints, iris prints and 

faceprints).  Such cognitive access may be used for various types of informed 
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control, including an amount of control over the composition and appearance of the 

body and over biological functions.  Unwanted physical access may include 

invasion of body space, unwanted touch, unwanted medical examinations and drug 

tests, unwanted registration of biometric properties like fingerprints, body searches, 

cavity searches, sexual assault and rape. 

 

(ii)  Personal spaces and objects 

Personal spaces include the home, other personally owned and used spaces like the 

confines of one’s car, and rented or appropriated personal spaces like a private 

chatroom on the internet or a claimed picnic spot.  Personal objects are objects 

owned, hired or appropriated by a person for his or her personal use, such as 

jewelry, vacuum cleaners, refrigerators, teddy bears, etc.  The privacy-sensitivity of 

personal objects or belongings may differ a great deal:  mundane objects like 

pencils and vacuum cleaners will rarely be considered privacy-sensitive, whereas 

potentially revealing or embarrassing items like teddy bears, sexual apparel and 

antidepressants may be highly privacy-sensitive.  Still, people sometimes want to 

keep mundane objects at their homes private as well, since these may still provide a 

lot of information about their personal lives.   

Personal spaces and objects may be the subject of unauthorized cognitive 

and physical access in various ways:  through house searches, break-ins, seizures, 

camera surveillance, remote sensing and ordinary peeking and snooping by curious 

third parties like house guests and fellow employees who cannot keep themselves 

from going through someone’s personal belongings. 

 

(iii)   Bearers of personal information 

Bearers of personal information are media that contain information about aspects of 

a person, for instance about her individual conduct, her thoughts and beliefs, her 

personal relations, aspects of her body or her personal belongings. Such bearers 

may include files, paper records, personal notes, pictures, diaries, electronic 

databases, video tapes, CD-Rs, personal digital assistants (PDIs), etc.  They may 

encode information in various forms, including linguistic, numerical and pictorial, 

20180114



5:8 

and may include video and audio recordings.  Bearers of personal information may 

be owned or used by the person in question.  If so, they are a special type of 

personal object (as defined in the previous paragraph).  However, many bearers of 

personal information are not owned and used by the subject of the information but 

by third parties, including doctors, insurance companies, banks, employers, 

government institutions, media agencies, internet providers, supermarkets and so 

on.   

Bearers of personal information may be the subject of unauthorized 

physical access, resulting in disturbances if they are mishandled, but it is their 

cognitive function that is most important here: cognitive access to them may also 

provide cognitive access to aspects of someone’s private life, and may offer 

concomitant possibilities for informed control. 

 

(iv)  Individual conduct 

Individual conduct is defined in the context of this paper as nonsocial conduct, 

being individual behavior that does not (centrally) include interactions with others.  

A particularly important type of individual conduct from a privacy point of view is 

solitary behavior, being behavior that one performs when one is alone or “by 

oneself,” without companions or observers that are believed to have access to one’s 

behavior.  Solitary behavior is often very privacy-sensitive.  It may include 

behaviors that are quite similar to ones performed in more social or public settings 

(e.g., reading, watching TV, working) but also involves all kinds of intimate 

behaviors (e.g., taking care of bodily functions, autoeroticism), behaviors that do 

not adhere to normal public standards (e.g. laziness, sloppiness, gluttony, wearing 

outrageous combinations of clothing), exercising private personal hobbies, self-

experimentation (e.g., making faces in front of a mirror), and generally, performing 

all kinds of actions that one would not normally perform in public, or even in a 

relatively intimate setting with family or friends.   

Individual conduct, including solitary behavior, is increasingly subjected to 

monitoring (i.e., cognitive access), particularly through camera surveillance and 
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increased electronic registration of behavior (e.g., purchases, money withdrawals, 

vehicle use, computer use, internet use). 

 

(v)  Social conduct 

Next to individual behavior there is social behavior:  interactions with other human 

beings, whether they involve playing pool, making love, working together to plant a 

tree, having an e-mail exchange, or having a chat about the weather.  From a 

privacy point of view, social behavior deserves to be treated separately from 

individual or nonsocial behavior, both because of special privacy considerations 

that apply to (solitary) individual behavior and because of special privacy 

considerations for social behavior, that result from the fact that it includes shared 

intimacy and trust.  Indeed, many social interactions are private to some degree in 

that they are not meant to be (closely) observed or intruded on by third parties.  One 

important form of social interaction that deserves special mention is verbal 

communication.  Verbal communication, whether face-to-face, over the telephone, 

or via e-mail, SMS or internet chat, is often considered private, either because it 

contains privacy-sensitive information or because the conversationalists seek 

seclusion so as to create intimacy, trust or confidentiality between them.   

Like individual conduct, social conduct is increasingly subjected to 

monitoring, particularly through camera surveillance and increased electronic 

monitoring of (technologically mediated) social interactions, for instance through 

telephone and e-mail monitoring. 

 

In summary, I have argued that privacy can be defined in terms of the right of persons to 

control access to their personal affairs.  I have argued that three types of access must be 

distinguished in the context of this definition:  cognitive access (snooping and peeking), 

physical access (disturbances) and informed control (control, by means of cognitive 

access, over a private affair or broader aspects of a person’s life).  I have also argued that 

privacy rights must be specified in the context of five distinct types of (potentially) 

private affairs:  aspects of the human body, personal spaces and objects, bearers of 
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personal information, individual conduct and social conduct (including, centrally, verbal 

communication). 

 

3.  Privacy issues in the workplace 
As stated in the introduction, workplace privacy is increasingly a contested issue in 

organizations.  Many new methods of monitoring workers have been developed in recent 

decades, building particularly on new developments in information technology and 

medical technology.  In this section, I will outline the main privacy issues that play in 

today’s workplace.  I will do this in the context of my previous operational analysis of the 

concept of privacy.  My typologies of private affairs and privacy intrusions are helpful in 

defining and categorizing challenges to workplace privacy, particularly challenges 

induced by new technologies.  I will take as my point of departure the five types of 

potentially private affairs outlined in the previous section, and I will ask to what extent 

they appear in the workplace as contested objects.  In doing so, I will take account of the 

fact that privacy intrusions in the workplace may take the form of unauthorized cognitive 

or physical access or informed control. 

 

(i) The human body in the workplace 

Worker’s bodies are increasingly the subject of scrutiny by employers.  From genetic 

dispositions to fingerprints, from the presence of scar tissue on the lower abdomen to to 

the presence of alcohol traces in worker’s urine, employers increasingly know about, or 

are able to find out about, aspects of their worker’s bodies.  In some professions, 

moreover, such monitoring is accompanied by routine physical interventions, like 

periodical medical and drug tests and body scans.  In an increasingly competitive 

business climate, employers are bent to know whether workers have medical conditions 

of genetic dispositions that may impact their work, or whether workers have a substance 

abuse problem.  Also, organizations increasingly use biometric authentication and 

verification methods to provide security, which also touch on aspects of their worker’s 

bodies. A wide variety of new and improved technologies has been instrumental in 

allowing employers access to aspects of their employee’s bodies, and legislation has 

often not kept up with them. 
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Some of the main workplace privacy issues in relation to worker’s bodies are the 

following: 

 

• Medical tests and medical background checks  

Employers increasingly make use of medical tests and access to existing medical 

records to assess the health of their employees.    Psychological assessments are also 

increasingly sought. Such medical information increasingly plays a role in hiring and 

firing decisions, work benefits and career development, and its use is therefore 

controversial (Simms, 1994; Humber and Almeder, 2001; Rosenberg, 1999).  

• Drug testing  

Some employers routinely test their employees for substance abuse.  Such tests are 

not normally defined as medical tests, and its use is more controversial that medical 

tests (Cranford, 1998; Gilliom, 1994; Rosenberg, 1999).  

 

• Genetic testing   

Genetic testing is usually performed for medical reasons, to determine whether a 

(prospective) employee is genetically predisposed to develop certain medical 

conditions, like cancer and hepatitis.  Genetic tests are hence not ordinary medical 

tests, because the subject may not have any medical conditions, and the conditions for 

which he or she is tested positively may never actually develop.  Their use is 

controversial, because they are not always reliable and the (prospective) employee 

may never actually develop a disease for which there is a genetic predisposition 

(Long, 1999; Chadwick et al., 1999). 

 

• “Pat down” searches and X-ray body scans 

In professions with high security risks, employees may be routinely subjected to “pat 

down” searches, some of which may also require (partial) undressing or even cavity 

searches, and to X-ray body scans.  In an X-ray body scan, a technology used mainly 

at airports, low-dose X-rays are used to see beneath a person’s clothing and 

undergarments.  The result is an image of a nude body, with any devices or foreign 

objects that may be carried on the body.  Major personal details of bodies, such as the 
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size and shape of breasts and genitals, masectomies, catheter tubes and penile 

implants, are revealed in such images (Murphy and Wilds, 2001).   This technology is 

usually used with the consent of the person whose body is scanned but can also be 

used - and is being used - secretly. 

 

• Biometric screening  

Biometrics methods are increasingly used in the workplace as authentication and 

verification devices, for instance to monitor access to a building or area, to keep time 

on workers, or to monitor access to computer systems.  Common biometric methods 

include iris scans, face scans and thumbprints.  Biometric screening involves the 

electronic storage of privacy-sensitive biometric information, as well as the scanning 

process itself, which is experienced by some as privacy-intrusive (see Hes, 

Hooghiemstra and Borking, 1999; Alterman, 2003; Van der Ploeg, 2003). 

 

• Camera surveillance  

In most cases, camera surveillance in the workplace will not reveal private 

information about bodies or bodily conditions.  Yet, it sometimes does so, for 

example if used in areas where employees (partially) undress or take care of their 

body.  Camera surveillance in the workplace increasingly takes place in more (semi-) 

private environments, like offices, restrooms and leisure areas, and has been argued to 

invade privacy (McCahill and Norris, 1999; Dubbeld, 2003). 

 

In most cases where bodily privacy is at issue in the workplace, it is cognitive access that 

is involved, which may in turn result in informed control (over the employee’s drug use, 

health care, career development, etc.).  Physical access to worker’s bodies is not gained 

often, and is usually limited to medical or drug tests and body searches.  (In stating this, I 

am not considering unwanted intimacies, which of course do occur often in workplaces.  I 

am only considering physical intrusions on privacy that happen as a matter of company 

policy.) 
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(ii)  Personal spaces and objects in the workplace 

Workers frequently bring personal belongings with them to the workplace.  These may 

include pens, wallets, handbags, personal digital assistants, laptops, plants, framed 

pictures of the family, and so on.  Handbags and desk drawers may contain personal 

items like cosmetics, personal address books, medication and feminine hygiene products.  

Workers may also use the workplace as a temporary storage space, for example for 

groceries and other personal belongings. Workers also frequently have a workspace for 

their personal use (e.g. an office space) and personal equipment, furniture or tools (e.g., a 

desk, a personal compute, a closet) that they come to use as they own, and that they come 

to control.  Workers often end up personalizing their workspace, not only by bringing in 

their own personal belongings, but also by modifying company property, for example by 

rearranging furniture or by choosing screensavers, backgrounds and settings on their PC.  

Workers tend to have privacy expectations concerning the access by others to personal 

belongings brought to work, and often also have an expectation of privacy regarding their 

workspace, e.g., the expectation that no one enters their office unannounced or goes 

through the contents of their filing cabinets or computer hard drive without their consent.  

Naturally, going through personal items like a handbag will be considered a greater 

violation of privacy than scrutinizing someone’s tools or office furniture. 

Privacy issues that may come up in relation to personal spaces and objects in the 

workplace may include unauthorized access by employers and fellow-workers to 

someone’s personal workspace, camera surveillance of workplaces, workplace searches, 

and surveillance or searches of the contents of PCs.  Workplace searches may include 

searches of employee offices, desks, lockers, personal items like purses and gym bags, 

files and mail. Surveillance and searches of the contents of PCs may involve inspecting 

the software and files on the employers’ PC and taking random “snapshots” of the PC’s 

desktop. In many professions, the working environment is increasingly a PC 

environment.  The virtual work environment of a PC is much easier to inspect than a 

physical work environment, because it is usually possible for employers and system 

operators to have remote access to it, and because it is possible to perform quick searches 

for specific items. 
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(iii) Bearers of personal information in the workplace 

A number of privacy issues in the workplace concern access to media that contain 

personal information about employees. Some such media may be in the possession of 

employees themselves, like personal belongings brought to work by workers that contain 

personal information (diaries, personal address books, photo albums) or items with 

personal information that were produced or received by the employee while at work (e.g., 

personal e-mail, paychecks, internet cookies).  Searches of employee’s belongings and 

surveillance of workplaces and electronic work environments may result in employers 

learning about such private information.   

Other media may not be in possession of the employee herself but may be owned 

by (various departments in) the organization, or be found outside the organization but still 

be obtainable by its management.   Regarding the body, medical records have already 

been mentioned as one type of medium of this sort.  Many more personal records and 

media may be found in organizations, including financial records, personnel files, 

minutes of meetings, video surveillance tapes, and so on.  Such files are usually meant to 

be accessible to a limited number of people, and it would be considered a breach of 

privacy if other persons in the organization were granted access as well.   

Organizations also often perform background checks on prospective employees, 

which are increasingly easy to perform through the rise of the internet and electronic 

databases.    Employees may, depending on legal limitations that may apply, check 

address history, criminal background, civil background, driving history, credit reports, 

and past employment.  Obviously there are many employees who would consider at least 

some of these checks, when performed without their consent, a violation of their privacy. 

 

(iv)  Individual conduct in the workplace 

Individual conduct in the workplace may either consist of working behavior (e.g., typing, 

drawing, soldering) or behavior for personal maintenance and leisure (e.g. snacking, 

reading internet newspapers, visiting the toilet, grooming, listening to music).  Working 

behavior and personal maintenance and leisure of course sometimes mix, as when 

someone is working while listening to music or eating.  The expectations of privacy for 

these three types of behavior will depend on the attitudes and beliefs of the worker, the 
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setting in which work takes place, and previous agreements that have been made.  

Obviously, surveillance cameras in a toilet will generally be considered unacceptable, 

whereas keystroke registration may be considered acceptable if it is part of an agreement 

between employer and employee. 

Privacy issues that may play in relation to individual conduct in the workplace 

include unauthorized access by employers and fellow-workers to a private or temporarily 

privatized space in which someone is engaging in private behavior (e.g., a toilet or an 

office with a do-not-disturb sign), camera surveillance, computer keystroke monitoring, 

internet website monitoring, behavior monitoring using smart badges and motion 

detectors (e.g. to check if an employee washes hands after using the bathroom), location 

tracking using electronic employee badges, and satellite tracking (Givens, 2001).  Camera 

surveillance and PC and internet monitoring are arguably the two most powerful 

techniques for monitoring individual conduct.  Camera surveillance theoretically makes it 

possible to record and observe an employer’s each and every movement. The monitoring 

of PC and internet use by their employees can give employers detailed, complete 

information on what workers type, read, access or download when working on their PC 

(see Ball, 2001; Wood, 1998; Alder, 1998; Brey, 1999; Rosenberg, 1999). 

 

 

(v)  Social conduct in the workplace 

 

Social conduct in the workplace may, like individual conduct, be either work-related 

(e.g., teamwork, staff meetings) or directed at personal maintenance or leisure (e.g., joint 

lunches, social chats).  Mixes occur as well, as when a conversation combines personal 

and work-related elements.  Obviously, social conduct directed at personal maintenance 

or leisure will generally be more privacy-sensitive than social interactions that are work-

related.  However, work-related social interactions may also have a private character, 

involving confidentiality and trust, as when problems at work are a topic of discussion, or 

more generally when those who are interacting have an expectation of privacy. 

As noted earlier, social interactions between persons may occur in unmediated 

form (“face to face” or in person) or be technologically mediated (e.g., telephone, e-mail, 
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internet chat, sms, voice mail, computer-supported collaborative work).  Many privacy 

issues that apply to individual conduct in the workplace apply to social conduct as well.  

Other privacy issues are uniquely associated with social conduct.  These include, amongst 

others, issues involving the monitoring of communications, as in telephone monitoring 

and e-mail monitoring.  Another important privacy-related element in social interaction 

is, as previously mentioned, the potential importance of confidentiality, trust and 

intimacy between persons, for example between an employee and a fellow-worker or 

client, that may be violated by monitoring. 

 

4.  Workplace privacy and employer’s interests 

In most discussions of workplace privacy, it is recognized that employees have legitimate 

claims to privacy rights at work. In most discussion, however, it is held that such rights 

are to be balanced against the rights or interests of employers and other parties, which 

may require limitations on these privacy rights.  In what follows, I will first make the 

case, based on the discussion of workplace privacy issues in the preceding section, that 

employees have legitimate expectations of privacy even while at work.  I will argue that 

the privacy issues outlined in the previous section point to a set of prima facie privacy 

rights for employees that ought to be limited only if there are good reasons to do so.  I 

will then consider some of the main arguments that have been made for restrictions on 

workplace privacy, which usually allude to the employer’s interest in good work 

performance by his employees.  I will then consider weaknesses in these arguments for 

restrictions on workplace privacy, and argue that they do not succeed in justifying strong 

curtailments of privacy rights at work in most circumstances.   

 

Prima facie privacy rights in the workplace 

In discussing privacy in the workplace, it may be useful to distinguish between privacy 

rights that hold in principle and privacy rights that hold in practice, i.e. after calibration 

with circumstantial factors which may include other rights or interests.  In general, rights 

of any kind may have to be weighed against other rights or they may be voluntarily 

forfeited, so that rights that are held in principle may not turn out to hold in practice.  For 

instance, people may have a right to smoke, but it can be justifiably argued that this right 
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may not be exercised in confined public areas because it collides with other people’s 

rights to clean air, or in cleanrooms because it could damage private property.  I therefore 

want to arrive at a conception of the principled or prima facie privacy rights of 

employees, that may be argued to hold in advance of any balancing of such rights against 

other rights or interests, and preceding any possible voluntary forfeitures of such rights.  

On the basis of such principled privacy rights in the workplace, we may then go on to ask 

under what circumstances curtailments of such rights can be justified. 

 A determination of prima facie privacy rights in the workplace should ideally be 

sought through a method of reflexive equilibrium (Van den Hoven, 1997) in which 

existing privacy theory is balanced against privacy intuitions, existing social norms and 

practices, empirical research on the psychological and social dimensions of privacy, and 

other relevant data.  I will not perform a full analysis of this kind here, but take a bit of a 

shortcut, relying mainly on existing privacy norms, laws and intuitions to arrive at a set 

of prima facie privacy rights in the workplace.  I propose that prima facie privacy rights 

apply to a thing or activity in the workplace (e.g., the use of a toilet, an e-mail message, 

the contents of a purse) when such things or activities are generally considered to be 

private outside the workplace.  More precisely: 

 

Prima facie privacy rights apply to an entity (thing or activity) in the workplace if 

and only if entities of that type outside the workplace are generally considered to 

be private affairs. 

 

In the discussion of privacy issues in the workplace in the previous section, I have 

already identified many issues involving affairs that at least some people claim to be 

private.  In some cases, this may involves entities that may also be contested outside the 

workplace as to whether they should be considered private.  This may happen either 

because there are no shared social norms on whether or to what extent an entity should be 

considered private and therefore subject to privacy rights (e.g., some cultures or traditions 

consider the female face to be private, whereas most others do not), or because the 

private nature of a type of entity is heavily dependent on situational factors and subjective 
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intentions (e.g., whether a conversation is private depends in part on the intentions of the 

talkers and on the setting in which they choose to have their conversation).   

For most of the privacy issues identified in the previous section, however, I 

believe that general agreement exists that the entities in question are private in ordinary 

circumstances.  The disagreement about them concerns the extent to which the special 

circumstances of a workplace setting can void these ordinary privacy rights.  At least the 

following matters considered in the previous section would be considered private to some 

degree in ordinary circumstances: 

 

- aspects of the human body that are not visible in everyday life 

- the contents of purses, shopping bags, desk drawers and lockers, 

- rooms that function as a working or living environment for a person or group of persons 

- solitary forms of behavior like toilet visits and solitary work breaks 

- conversations about personal or leisure subjects 

- person-to-person postal, voice mail or e-mail messages 

- files or records with personal information 
 

Prima facie privacy rights apply less obviously to activities that are strongly work-related 

and that involve few personal elements, such as many individual working activities and 

work-related interactions and conversations.  This is because these activities often do not 

include many privacy-sensitive aspects like personal information, intimacy or 

confidentiality.  However, a case can be made that such activities are still subject to some 

privacy rights. Helen Nissenbaum has argued in an important paper that even though 

there is a diminished expectation of privacy in public places, people still have justifiable 

privacy expectations even when they are in public (Nissenbaum, 1998).  Her argument is 

that surveillance in public places that involves the electronic collection, storage and 

analysis of information on a large scale, without the consent of the public, violates 

privacy because this practice does not conform to normal information-governing norms 

in public places.  Such norms require that observers or information collectors make 

themselves known and do their work visibly (e.g., surveilling police officers) and 

maintain contextual integrity, meaning that information deemed appropriate in one 

context is not used in contexts for which it was not intended and for which it was not 
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voluntarily made available.  Such contextual integrity is often not maintained in 

electronic surveillance, because the information may easily be used in different contexts. 

 Nissenbaum’s argument seems to apply to the workplace as well as it does 

to public areas.  Here, solitary working activity and work-related interactions and 

conversations are not usually privacy-sensitive to the extent that  accidental or intentional 

intrusions on them by third parties necessarily constitute serious violations of privacy, but 

sustained intense surveillance of such activities, possibly even done in secret and possibly 

performed without accountability for the use of the information thus collected, appears to 

run contrary to normal information-governing norms and normal expectations of 

contextual integrity, and can therefore be identified as prima facie violations of privacy.  

These violations of privacy clearly do not just rest on cognitive access of the surveillor to 

working activity of employees, but also on the informed control that such cognitive 

access affords, which may result, next to diminished workplace privacy, in diminished 

worker autonomy, the erosion of trust between employee and employer, lower morale, 

and stress and health problems (Persson and Hansson, 2003; Brown, 2000; Brey, 1999). 

 I conclude, then, that prima facie workplace privacy rights apply, to a lesser 

or greater degree, to nearly all the contested items that were discussed in the previous 

section.  

 

Arguments for restrictions on workplace privacy 

The main argument that has been put forth in favor of a limited right to privacy in the 

workplace is that employers have a strong, legitimate interest in monitoring the 

performance of their employees, and that this strong interest cannot be reconciled with 

strong privacy rights for employees.  Good performance here relates to more than the 

question of whether employees work hard enough, create enough work output or create 

output that has enough quality.  Good performance also means not harming the 

organization (for example though carelessness, wastefulness, theft and embezzlement, or 

through baseless lawsuits against an employer) and adequate fulfillment of role 

responsibilities.  Therefore, both to ensure productivity and quality of work and to protect 

himself against harm, the employer must be able to monitor aspects of the employer’s 

work (Miller and Weckert, 2000). 
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Persson and Hansson (2003), in a discussion of arguments pro and con workplace 

privacy, point out that adequate performance by employees is not just a strong interest of 

employers, it is also something for which employers get paid wages and salaries and it is 

part of the contract that workers sign with their employees.  As they emphasize, workers 

are accountable to their employers for their work.  This entails a right to oversee that 

workers do their work, and do it properly.  Many contracts even specifically sign over 

rights from workers to employees, often giving employers the explicit right to test or 

supervise the work performance of the employee.  Persson and Hansson quite rightly 

separate this contractual obligation from a desire to make profits which is present in 

many organizations: clearly, non-profit organizations also have an interest in adequate 

work performance.   

It can be concluded that the interests of employers and the obligations of 

employees present a strong case in favor of at least some monitoring of employees’ work, 

arguably not only of work results, but also of the workplace itself (workplace 

surveillance).  Persson and Hansson also identify two other arguments in favor of 

workplace surveillance.  First, third parties, such as clients, sometimes also have interests 

or rights that may warrant workplace surveillance.  For example, the management of a 

public transport corporation has a duty to reduce passenger risk as far as possible.  This 

may require monitoring of drivers, including, for example, drug testing.  Second, it can 

be argued that surveillance is sometimes in the interest of employees themselves.  For 

example, medical tests and genetic screening can be used to protect the health of workers, 

and drug tests can help decrease drug use and thereby reduce the risk of workplace 

accidents.  In conclusion, several good arguments can be made to restrict workplace 

privacy, based on rights and interests of employers, third parties such as clients, and 

employees themselves. 

  

Arguments against limitations on workplace privacy 

The strongest and most straightforward argument for limitations on workplace privacy is 

undoubtedly the argument that employers have a strong interest, or even a right, to ensure 

good performance by their employees.  I take this to be a matter of fact.  The relevant 

question to be asked, however, is whether this right or interest of employers requires 
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strong limitations on workplace privacy.  If such limitations are not necessary to ensure 

good performance, then it is hard to see how such limitations on privacy could be 

justified.  I have stated earlier that good performance involves quality and quantity of 

work output, doing no harm to the organization, and adequate fulfillment of role 

responsibilities.  It may be asked, then, whether the employer’s interest in any of these 

three aspects of work performance requires strong workplace surveillance. 

As for quality and quantity of work output, it would seem that close surveillance 

of workers often is not necessary to ensure such output.  Clearly, there is no necessity to 

install surveillance cameras or monitor PC use and e-mail traffic if employers could also 

be asked to hand over their work output for inspection at the end of each day, week or 

month.  The adequate fulfillment of role responsibilities by workers is sometimes more 

difficult to evaluate post hoc.  But in most organizations managers have enough normal 

interaction with the employee, his or her fellow-workers and possibly clients to be able to 

know when an employer is not fulfilling role responsibilities.  In most cases, therefore, 

close surveillance of the fulfillment of role responsibilities therefore seems unnecessary. 

The prevention of harm to the organization, which might result amongst others 

from carelessness, wastefulness, theft and embezzlement, clearly sometimes warrants 

workplace surveillance, as when there are clear indications that an employee is engaging 

in fraud or theft.  In such cases, invasions of the employee’s privacy, including searches 

and e-mail and telephone monitoring, may be justified.  At issue, however, is whether the 

prevention of harm to the organization justifies routine searches, routine e-mail and 

telephone monitoring, extensive camera surveillance, and so on.  This would, indeed, be 

hard to justify as it would run counter to the way security is balanced against privacy and 

civil liberties in other sectors of society.  For instance, police does not search your home 

or read your mail or tap your telephone conversations unless they have probable cause 

that you are engaging in illegal activity.  The probable cause principle seems equally 

reasonable for workplace surveillance.  If there is no probable cause that an employee is 

causing harm to the organization, then there may be less privacy-intrusive means to 

protect the organization against harm, like clear rules and procedures, company trainings 

aimed at improving safety, security and waste reduction, regular accounting checks and 

audits, tagging company property, and anonymized screenings of web and e-mail traffic.  
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An exception may apply to heavily-regulated industries (e.g., aviation, military and 

nuclear energy industries) and in organizations where employees have access to highly 

confidential records.  In such organizations, a closer monitoring of employees may be 

required.   

Background checks and tests that are performed as part of the hiring process seem 

to present a special type of workplace privacy issue.  Here, it is not performance that is 

monitored, but the promise of good performance.  The relevant question is: what types of 

personal information may an employer require in order to assess the prospects of good 

workplace performance?  To answer this question, one must not just assess the privacy-

sensitivity of certain types of information, but also their predictive value in assessments 

of employees.  Moreover, issues of social justice and equality are also involved: is it 

reasonable for an employer to exclude employees because they have a genetic disposition 

to develop a certain medical condition or because they have a criminal record, and should 

employers therefore have access to such information?  It would seem that privacy rights 

and considerations of equality and social justice impose serious limitations on the use of 

personal information in the hiring process. 

I conclude that, so far, the burden of proof is on proponents of strong limitations 

on workplace privacy to demonstrate that such limitations are necessary to ensure good 

performance by employees and that alternative, less privacy-intrusive means to ensure 

good performance are not available.  And it seems, so far, that such alternative means are 

often available.  It may still be argued by proponents that contractual obligations or later 

agreements, voluntarily entered into by the employee, may void privacy rights.  These 

contracts or agreements may for example specify that the employee is subject to certain 

types of surveillance, tests or searches.  With such a contract, the employee obviously 

does not have a strong claim to resist such measures.  But as Persson and Hansson rightly 

point out, such a contract does not void the moral obligation of the employer, which may 

sometimes also be a legal obligation, to choose those means for monitoring performance 

that are least privacy-intrusive.  After all, as they point out, “The employee does not sell 

him/herself (that would be slavery) but his or her work” (p. 63-64). 
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5.  Conclusion: privacy rights in the workplace 

In my discussion of workplace privacy, I first presented an operationalized notion of 

privacy in section 2.  Privacy was defined in terms of limited access to private affairs, 

after which three modes of access to private affairs were described (cognitive access, 

involving snooping or exposure, physical access, involving disturbances of private 

affairs, and informed control, involving the regulation of private affairs or wider aspects 

of someone’s life).  Next, five types of private affairs were distinguished, the human 

body, personal spaces and objects, bearers of personal information, individual conduct 

and social conduct, and it was claimed that these types correspond with different sets of 

privacy rights.  In section 3, this operationalized notion of privacy was used to identify 

the main privacy issues in today’s workplace.  These are issues that range from genetic 

testing to video surveillance to e-mail monitoring. 

In section 4, I then presented arguments for privacy rights in the workplace, 

followed by arguments pro and con restrictions on such rights.  I concluded at the end of 

section 4 that while employers may have a strong interest in good work performance, it 

does not follow that strong limitations on workplace privacy are justified.  Most 

arguments I presented for this position are not principled but practical ones:  the fact is 

that strong limitations on workplace privacy are often not necessary to ensure good work 

performance.  And if such limitations are not necessary, then it is hard to see how they 

could be justified.  I have criticized one such justification that has been presented: that the 

limitations may be company policy and part of a contract that the employee has 

voluntarily entered into.  I have argued that organizations have a moral obligation, 

regardless of such contractual agreements, to ensure that privacy intrusions are not 

greater than necessary. 
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Abstract 

Many questions about employee workplace monitoring produce complex answers.  For example, what is employee 
monitoring, who is doing it, and why are employers doing it? This paper will explain what employee monitoring is, 
how organizations can learn what types of activities users need, and why there is a need for the monitoring. This 
paper will also discuss one or two types of employee monitoring. This paper addresses the legal and ethical issues 
involved when observing someone in a work environment. The paper will give employers strategies and practices for 
monitoring employees for improved organizational performance.  

Keywords: Employee monitoring, legal, ethical, management.  

 

Issues of Employee Monitoring: What is Appropriate? 

Should companies monitor employees while at work? What actions should the companies 
monitor?  What types of monitoring are acceptable? A report by the U.S. Office of Technology 
Assessment, defines computerized performance monitoring as, “the computerized collection, 
storage, analysis, and reporting of information about employees' productive activities” (Peters, 
1999). The practice of monitoring a company’s workers is a controversial practice that is 
undeniably on the rise (AMA, 2008). When it comes to the subject of employee monitoring there 
is a grey area; current laws mandate that monitoring is legal, yet the questions of effectiveness 
and ethics arise. Organizations must monitor employees to protect both the company as well as 
the employee, but organizations must also give diligent attention to the ethical treatment of 
employees (Bezek, Britton, 2001). Bhatt (2001) describes employee monitoring and knowledge 
management by pointing out that many organizations “believe that by focusing exclusively on 
people, technologies, or techniques, they can manage knowledge.” Such a strategy will not allow 
a firm to maintain a competitive advantage. Organizations must create an environment of 
accountability and transparency to operate effectively (Bhatt, 2001).  

At the beginning of the 21st Century, the world and more specifically the United States has gone 
from an Industrial Age to an Information Age (Hart, 2000). At the dawn of the Internet Age, 
employers face serious risks from employee abuse of this relatively new communication 
medium.  To limit these risks, Frayer (2002) suggests that employers are using innovative 
monitoring technology, which enables them “secretly to view, record, and report literally 
everything employees do on their computers.” Nowadays, increasing numbers of employees use 
computers to perform work tasks. Of the 50% to 75% of workers having access to a computer, 
approximately 85% have internet access (AMA, 2008). With computers being so regularly 
available to such a wide spectrum of people with a diverse sense of work ethics, knowledge, and 
varying intentions, employers feel forced to monitor the activities of their employees.  
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E-mail and the Internet are integral parts of the typical worker's daily routine. Because of its 
speed and overall convenience, e-mail has replaced the inter-office memorandum as the 
preferred method of communication in corporate America. Therefore, many employees are using 
e-mail and the Internet for just business. However, the problems arise when employees use 
business resources for non-business related tasks. Therefore, businesses are responding to legal 
risks by proactively combating problems of employee non-work Internet use. The proactive step 
that businesses are taking is to monitor the activities of their employees, more specifically 
monitoring employees’ electronic activities (Bezek, Britton, 2001). As reported by Court (2004), 
numerous employers across the nation utilize some form of employee monitoring. Court cites 
statistics of Internet and e-mail misuse by workers, and potential liability traps, as the main 
reasons for employee monitoring. The employee monitoring in many cases is there to protect the 
business from legal liability, as well as to produce a more efficient employee. 

An article, discussing citizen’s privacy, reports that over three-quarters of major U.S. 
corporations collect information on employees by various means: videotaping, monitoring 
Internet and e-mail use, or hiring outside investigators (Marshall, 2001).  As of January 2008 
only two states, Delaware and Connecticut, require employers to notify employees of 
monitoring, the remainder of the nation does not have specific laws requiring employee 
notification. According to the 2007 American Management Association survey (AMA, 2008) 
83% inform workers that the company is monitoring content, keystrokes and time spent at the 
keyboard; 84% let employees know the company reviews computer activity; and 71% alert 
employees to e-mail monitoring. 

As described by McEvoy (2002), one problem with workplace monitoring is that despite 
employers informing employees about monitoring, many employees still let their guards down 
and commit acts subject to disciplinary action. Companies provide more employees with Internet 
access and e-mail at work, which gives them a new way to cause potential problems for their 
employers. To address the problem on employee computer misuse, many businesses implement 
systems to monitor the actions of their employees. The 2007 Electronic Monitoring & 
Surveillance Survey (AMA, 2008) cited some reasons for firing employees including violation of 
company policy (64%); inappropriate or language (62%); excessive personal use (26%); breach 
of confidentiality rules.  

The Technology: How Are Employees Monitored 

There are hundreds of software and hardware solutions available on the market to monitor a vast 
array of activities. The price of monitoring or surveillance software ranges from several thousand 
dollars down to free. Most solutions can log keystrokes typed, application and website usage, 
detailed file usage, incoming and outgoing chats and e-mails, internet connections, windows 
interacted with, internet packet data, desktop screenshots, software installations, and much more. 
The software can present all activities logged in easy-to-read graphical reports. Employers can 
set specific alerts to notify management when an employee performs a certain action or is 
perhaps not meeting productivity goals. Keystroke monitoring is perhaps one of the most 
invasive types of monitoring. There are programs that generate reports detailing every key 
pressed on a keyboard. The companies that make the appliances to monitor employees cite uses 
for their products to stop leaking sensitive information, stop breaking laws, stop violating 
company policies, limit legal liability, and to monitor and recover lost crucial communications to 
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name a few. Companies can implement easily and stealthily the advance monitoring systems 
allowing the employer to monitor workers without their knowledge. The corporation may install 
hardware devices at the firewall that will track all electronic transactions or can remotely install 
software made invisible to the computer user. The technology to monitor an employee’s 
activities is extremely sophisticated and fully capable of exposing any action taken on a business 
computer. The practice of employee monitoring is in practice by large and small businesses 
throughout the world. 

It is also very important to note that employers are monitoring more than just computer usage, 
many also employ telephone and video monitoring. According to California state law on 
California Public Utilities Commission, organizations monitoring phone calls are required to 
inform participants of the recording or monitoring of the conversation by either putting a beep 
tone on the line or playing a recorded message (1983, General Order 107-B). Many companies 
also observe employees using video surveillance equipment. Over the last couple of decades, 
devices that they are completely oblivious to are recording an increasing number of events in 
every citizen’s daily lives. There is an all-out assault of tools including hardware, software, 
telephone systems, and video recordings that organizations are using to protect themselves and 
work to increase productivity.  

The Dilemma: Employee Monitoring 

Employers can create complex problems when they monitor employees. Should employers be 
able to monitor their employers? If so, what should they be restricted to monitoring, and do the 
employees have the right to know that employers are monitoring them. Each of these questions 
creates a multifaceted response from both the employer’s side, as well as the viewpoint of the 
employee. As Frayer (2002) notes, increased employee use of the Internet created opportunities 
for several companies to produce sophisticated monitoring software, which enables employers to 
peer into literally everything employees do online.  According to Frayer, organization created 
employee monitoring because there was a substantial need for organizations to monitor their 
workforce.  

If a business owner does nothing to stop these counter-productive activities, then it is not likely 
the owner could stay in business. Workplace monitoring can be beneficial for an organization to 
obtain productivity and efficiency from its employees (Bezek, Britton, 2001). The enormity of 
potential productivity loses, as reported by Court (2004), is approximately one million dollars 
annually for a company with 500 employees surfing the Internet for just a half hour a day. Using 
these facts, if an employee spends two hours per day on the Internet, and the organization has 
500 unmonitored employees, the potential annual loss could be nearly $4 million.   

While computers are often essential work tools, giving employees open, unmonitored, computer 
access causes productivity and efficiency to suffer. There has to be a balance between protecting 
the company’s information assets without going overboard to the point where employees feel 
alienated. Education and communication are the best tools to attain this balance.  Educate 
workers to let them know what monitoring is, what it will monitor, and convey the message that 
this monitoring is not due to lack of trust, but is being used to protect the company. The main 
disconnect between the organization and the employees interpretation is poor communication or 
training (Duffy, 2003). Lawyers generally advise that one way for businesses to avoid liability 
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for monitoring employees’ online activities is to take all necessary steps to eliminate any 
reasonable expectation of privacy that employees may have concerning their use of company e-
mail and other communications systems (Duermyer 2007).  

People, the employees, by nature generally tend to desire more freedom and less monitoring. 
Many people and organizations are against monitoring the activities of people in the work place.  
Opponents include civil liberty groups, privacy advocates, and many employees themselves.  
Among the major criticisms of electronic employee monitoring, as noted by Watson (2001), are 
increased levels of stress, decreased job satisfaction, decreased work life quality, and lower 
levels of customer service.  Monitoring can create a hostile workplace, possibly eliminating the 
whole point of monitoring in the first place (i.e., to increase efficiency).  

Watson (2001) continues to say labor unions and other advocacy groups have complained 
exceedingly about electronic monitoring – charging that it invades employees’ privacy, causes 
work-related stress, and low morale, and employers can use it unfairly. It is possible that 
employees will feel like their employers are treating them unfairly - resulting in the employees 
taking less initiative, and perhaps do only the bare minimum just to keep their job.  Therefore, 
from an employee stance, workplace monitoring could be detrimental to productivity and 
efficiency 

Many articles from Management and law journals such as the American Management 
Association and Mealey’s Cyber Tech Litigation Report support a perceived need for employers 
to monitor their employers. The need comes from more than just a desire to increase 
productivity, but there are also issues relating to protection from potential legal liability.  

Court (2004) discusses a two-year marketing research study indicating that “sex” was the most 
popular search term on the Internet.  That study also revealed that  “Porn”  was the fourth  most-
searched term, with “nude," “XXX,” “Playboy,” and “erotic stories” all being among the top-
twenty Web search terms. More disturbing is the fact  according to the cited study,  that 70% of 
this traffic occurs Monday through Friday, 8am until 5pm. Court further writes that more than 
60% of companies report having disciplined employees for inappropriate use of the Internet, with 
more than 30% of companies having terminated employees for Internet misuse. Court cites 
specific examples of employees at major corporations using work computers for sex-related 
purposes:   

(1) Dow Chemical Company firing fifty workers and suspending 200 more for sending 
and storing pornographic and/or violent e-mail messages; 

(2) The New York Times terminating over twenty employees for sending inappropriate 
and offensive e-mail messages.  

(3) Employees of IBM, Apple Computer, and AT&T were among the most frequent 
visitors to Penthouse Magazine's website, spending the equivalent of over 347 eight-
hour days in a single month.  

These cases are but a few of the numerous incidents that give reason for companies to monitor 
employee computer use.  Any of the companies discussed above could have been subject to 
lawsuits for, among other grounds, hostile environment sexual harassment.   
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Security is yet another reason that gives rise to an organization’s need for employee monitoring. 
Woodbury (2003) explains that opening unsolicited e-mail at work creates danger because 
attached files could contain a virus, wreaking havoc on a workstation hard drive and then 
spreading through a business’ entire computer network. With more monitoring, a business could 
perhaps prevent, or at least detect sooner, a computer network vulnerability created unknowingly 
by employee e-mail. Managing the knowledge of an organization could also help catch 
employees who may be giving away a business’ trade secrets, designs, or formulas, to a 
competitor (Oprea, 2012). Whether it comes to an issue relating to productivity, sexual 
harassment, hostile workplace, or protecting the security of the company and its computer 
network, there is a need for businesses to screen the activities of their employees. 

The Question: Should Employees Have a Right to Privacy? 

Whether an employee should have the right to privacy in the workplace is an issue mentioned 
briefly above. There are many arguments in favor of employee privacy, but there are also strong 
reasons why an organization simply cannot grant this right to its workers. Groups such as the 
American Civil Liberties Union, Workplace Fairness, and National Work Rights Institute argue 
that that secret monitoring infringes on protected workplace rights. Under that logic, it would 
seem that employee monitoring should not exist at all. Yet, Frayer (2002) responds by saying it 
would be “absurd” never to permit employer monitoring of an employee's online activities. For 
example, Frayer notes that monitoring employee computer use would be an effective way to 
confirm or alleviate an employer’s suspicion of an employee who might be using the Internet to 
reveal trade secrets.  

Employee e-mail use creates other workplace privacy problems. As discussed by McEvoy 
(2002), even though e-mail is ubiquitous, and makes employees more efficient, it hangs around 
on workstation and network server hard drives – leaving behind evidence of all employee 
communications. McEvoy further states that employers should advise employees to think 
seriously before clicking the send button with work e-mail. One nasty joke about a supervisor, or 
a lewd joke or image, can create problems in the workplace. Even if an employee thinks, he or 
she deleted an e-mail message someone may retrieve it later since organizations save almost all 
e-mail on a network server.  According to a 2008 article by Tangent Inc, an organization 
performs approximately 90% of the day's business communications via e-mail or by way of 
unsecured instant messages (Alexi, 2008). Communications, including unstructured data, can 
clog up an organizations network bandwidth and take up great amounts of storage space. The 
volume of e-mails and similar data forms in most businesses double every 12 to 18 months. 
Federal Rules of Civil Procedures passed in December of 2006, state that organizations cannot 
delete or overwrite any e-mails, communications, files, directives, or requests that may be 
relevant to current or future litigation. The company must be able to produce necessary data and 
to produce it because that is the law (Alexi, 2008). In addition to the Federal Rules of Civil 
Procedures, there are other governing policies such as Sarbanes Oxley, HIPPA, Gramm-Leach-
Bliley, and about a dozen others that require organizations to preserve and protect data in very 
specific ways.  

As an example of how employees have few electronic privacy rights at work, Collins (2002) 
discusses the case of an insurance company senior executive given two company computers - 
one for the office, and one for home use. The executive signed a computer use agreement stating 
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that he would not go to any pornographic website, or misuse the company computers in any way. 
The insurance company later fired the executive for violating the company’s computer use 
policy, after the executive admitted to repeatedly accessing pornographic websites during work. 
Collins further explains that the executive claimed he did not intentionally visit the porn sites, 
but that the sites simply "popped up" on his work computer’s display. Therefore, the executive 
sued his former insurance company employer, alleging that the company had wrongfully 
terminated him.  

During the litigation, lawyers for the employer wanted to get access to the company computer 
the executive used at home to show that he frequently visited pornographic websites. Collins 
explains that the trial court denied the employer’s motion to search the executive’s home 
computer, but a court of appeals disagreed. The court of appeals held that evidence of the 
executive’s  Internet-use history, stored on his home computer's hard drive (including the length 
of time spent at particular Web sites) could be used to impeach the executive’s claim that porn 
sites just “popped up” on his work computer’s display.  

Therefore, in that case, the employee ultimately did not have a right to privacy for information 
on an employer-supplied computer, even when used at home – a place most would believe to be 
private.   Employees do enjoy a true right to privacy in their everyday lives outside of work, and 
workers may desire that right to extend to the workplace, too.  Nevertheless, the reality is that 
when an employee is at work, the right to privacy is either nonexistent, or significantly less than 
the one enjoyed after-hours.   

Legality of Employee Monitoring 

As mentioned earlier, new technologies often create the need for new rules. Marshall (2001) uses 
the example of the U.S. postal system to show how laws change to address new technologies.  In 
1825, Congress enacted mail anti-tampering laws in response to increased reliance on the mail 
system, brought about because of growing literary in the young nation.  However, it was not until 
1877 did the Supreme Court extend Fourth Amendment Constitutional protection to mail, 
requiring government officials to get a court order to open mail.   

Marshall’s postal system example shows how laws often lag behind technological development. 
Moreover, e-mail is like a new version of postal mail. While laws currently protect someone 
from opening or tampering with postal mail, the same type of laws do not currently (and may 
never) protect e-mail.  

Frayer (2002) writes that the type of employer may dictate which laws (if any) potentially protect 
employees. If the employer is a government entity, then the Fourth Amendment may protect 
employee’s right to privacy. If the employer has a collective bargaining agreement with a labor 
union, then the National Labor Relations Act (NLRA) and the bargaining agreement may protect 
a covered employee’s privacy interests. The NLRA may also protect non-union employees’ 
privacy interests under certain circumstances.   

Different types of employers and employees - with different applicable laws - further complicate 
the legal issues. Current laws do not specifically state that monitoring employees is illegal. In 
fact, some organizations have used information obtained from monitoring employees as key 
evidence in many legal cases.  An article by Meade (2001) on workplace privacy notes that  e-
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mail and Internet-use evidence has been used to prove critical legal issues in a wide variety of  
lawsuits, including race and sex discrimination, trade secret theft,  and even the Microsoft 
antitrust case.  

Another legal issue arising from employee monitoring is an organization’s legal obligation to do 
so. Court (2004) discusses a recent survey reporting that 68% of employers who monitor 
employees' computer activities cite legal liability as their main motivation. Although Court 
writes, no court of law has ever ruled that an employer is required to monitor employees’ 
electronic communications; some have suggested that such monitoring would be wise.   

The courts can hold companies liable if they do not seek to prevent other employees from 
creating a hostile work environment. Employers may face liability for not only what someone 
communicates over the Internet, but also for what someone sees on workplace computer 
displays. For example, several Minneapolis Public Library staffers filed a complaint in 2001 with 
the U.S.  Equal Employment Opportunity Commission stating that the library subjected them to a 
sexually hostile work environment after exposing them to hard-core pornography left on 
computer displays by library patrons American Libraries (2003).   

Court (2004) describes other legal issues involving employee monitoring. For example, he 
discusses a case where a female employee sued her employer for allegedly creating a hostile 
work environment by, among other things, forcing her to look at sexually explicit websites. 
Besides web-based pornography, other electronic communications can create a hostile 
workplace.  An e-mail may contain racist jokes or derogatory statements about males or females. 
Employers should take action against this type of harassment. Organizations are monitoring e-
mail, blocking websites, tapping into phone conversations, and even tracking employees via GPS 
combining technology with policy to manage productivity and minimize litigation, security, and 
other risks. Organizations utilizing knowledge management techniques seek to monitor the 
environment and promot efficient transmission of knowledge (April, 2002; Bhatt, 2001; Keh-
Luh & Chiu-Mei, 2012). To communicate the vitality of compliance with rules and policies, 
more than one fourth of employers have fired workers for misusing e-mail and approximately 
one third have fired employees for misusing the Internet, according to the 2007 Electronic 
Monitoring & Surveillance Survey from American Management Association (AMA, 2008) and 
The ePolicy Institute. 

As mentioned above, laws governing employees depends on the employment relationship. For 
the most part, private employees have no right to privacy. Nevertheless, the Fourth and 
Fourteenth Amendments of the U.S. Constitution protect government employees from unlawful 
searches and seizures. Before the government employer can search a government employee’s 
records or online activities, there must be reasonable cause for the employer to conduct the 
search. Court explains that reasonableness depends on whether an employee has a reasonable 
expectation of privacy with certain property, or in certain workspace areas. That may depend 
upon whether the work area is for the employee's exclusive use or whether office regulations 
placed employees on notice that certain areas were subject to employer intrusions. This 
interpretation of the law leaves the situation open for a case-by-case analysis. What one 
employee may consider reasonable a judge or the person’s supervisor who conducted the search 
may not consider reasonable. After reviewing a large number of cases where the employee 
claimed Fourth Amendment protection, most courts seemed to rule in favor of the employer. 
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Currently, California is the only State with laws to protect the privacy of private employees. 
Some other States have similar bills in legislation with mixed support. Taking away a person’s 
right to privacy at work is a controversial practice. A citizen of the Unites States of America has 
Constitutional rights to privacy in their normal daily life, yet if they go to work for a private 
business these rights no longer apply. Employers must maintain control over their workers to 
protect themselves, because if they do not monitor their employees then they could be liable for 
not doing so (Bezek, Britton, 2001).  

Ethical Issues 

Monitoring the actions of employees creates a debate about whether an employee should have 
the right to privacy.  However, employee monitoring also brings up ethical questions.  Woodbury 
(2003) explains that some of the ethical issues involve employees downloading pornography, 
putting personal web pages on company owned machines, or displaying offensive images on 
computer monitors. Employees have spent hours of their workday playing games on their 
computers, sending personal e-mail, or gambling. Two large problems are day trading and 
shopping online. (Woodbury, 2003) The ethical issues that an employer looks at may differ from 
what an employee considers ethical. It all goes back to a point of view on what is permissible 
and what is right or wrong. Woodbury continues that from the employee’s point of view, 
businesses might act unethically while monitoring keystrokes, looking at private e-mail, or 
providing inadequate equipment that leads to vision, neck, hand, wrist, or arm damage. The 
keystroke monitoring is particularly invasive, because any time an employee rests, perhaps 
stretch for health or having a short chat for sanity's sake, the person is off task (Woodbury, 
2003).  Such strict monitoring can create rulings or workplace decisions that could discipline the 
employee for simply taking a legitimate break. The monitoring programs cannot know when an 
employee has an upset stomach and needs to be away from their desk - it just senses that the 
employee is not currently working. The employers get, in a sense, biased and incomplete data.  

In addition, monitoring programs such as key loggers can be extremely invasive. Rosen (2000) 
describes a sophisticated monitoring program called Assentor that screens every incoming and 
outgoing e-mail for evidence of racism, sexism, or certain body parts. Assentor assigns each e-
mail an offensiveness score and forwards messages with high scores to a supervisor for review. 
The program in this case is not another person, but it is able to calculate a formula to send the e-
mail to a human supervisor to read the e-mail. Rosen writes that courts have ruled that 
government employers are free to search the offices of their employees for work related 
misconduct (when they have clear suspicion of wrongdoing), because people expect less privacy 
in workplaces shared with other employees. Some may view that as being unethical. A 
government employee assume that they are protected by the Fourth Amendment, but then a 
supervisor is able to search through the worker’s e-mails, Internet history, or whatever else they 
may decide needs to be investigated. Looking at employee monitoring from an ethical 
standpoint, the practice should be subject to regulation. Yet current laws and standards provide 
few guidelines for regulating employee monitoring. There are several hundred programs similar 
to the one discussed. The newer programs are more robust, more available, easier to use, and can 
be completely invisible to the end user.  
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Solution 

From the employer’s perspective there are immense benefits to monitoring employees. 
Employers must have a thoughtful strategy to address scope of what they will monitor, how they 
will monitor who will perform the task, and how it will be funded (Bezek, Britton, 2001). Most 
workers would prefer that there be no monitoring, but employers need to have a system in place 
to ensure productivity and limit the risk of legal liability. Knowledge management systems put 
into place can effectively help an organization monitor users and provide benefits of improved 
performance, and increased organizational awareness (Oprea, 2012). Acceptable Use Policies are 
one of the most common company policies that outline how employees can use company 
systems and what they can expect as privacy. The task of creating and updating Acceptable Use 
Policies to address employee monitoring and privacy issues should not rest on the IT Department 
alone according to Duermyer (2007). Instead, policy writing, policy updates and compliance 
needs to be a cross-functional team effort that includes, representatives from human resources 
and if available, legal counsel, along with input from the IT group, who can best council on how 
monitoring can be accomplished, which activities will be monitored, who will be monitored, and 
what data will be available in monitoring reports. If an organization already has a policy in place, 
the company should audit the policy at least annually to determine if the policy is in step with 
current procedures. As with any corporate policy, an e-mail/Internet usage policy needs to be 
concise, easy to understand and consistent with the other business policies.  

Employers must be especially mindful that many employees mistakenly think personal computer 
use at work is private. A computer usage policy needs a clear statement that employees should 
not expect privacy with anything they put on the company computer network.  Employers should 
also state that they cannot "guarantee privacy" of e-mail communications, or indicate that 
employees with e-mail access automatically waive any right to privacy in their electronic 
communications.  

Organizations should have the right to monitor their employees to maintain productivity, protect 
the company and the fellow employees. Even strong opponents to workplace monitoring, 
American Civil Liberties Union, agrees that the employer does have the right. The ACLU 
understands the necessity for some monitoring. The organization calls for fair standards such as 
employers notifying the employee, give the employee access to information being collected, and 
give the employee the right to dispute evidence. A computer usage policy needs to be clear so 
that an employee knows that the computer is property of the employer. If an organization is 
going to monitor its employees, then the company should give every employee a document 
explaining the policy to read and sign.  It would also be prudent for the employer to create a 
training session to describe exactly what the policy does or does not allow. A training session 
would allow employees to ask questions about what is acceptable computer use, instead of 
having them disciplined for a violation. Different types of work would require different types 
(and amount) of monitoring. There is not a standard solution for every organization wishing to 
consider employee monitoring. As a part of the solution, the company should have safeguards in 
place to protect the well-being of the company as well as the employee.  One reason employers 
need to protect themselves is that the a court may hold a company vicariously liable for failing to 
discover discriminatory or threatening e-mails sent over company computer systems. Anti-
discrimination policies should blend readily with e-mail and Internet policies. Organizations 
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should reiterate their policies prohibiting discrimination and violence in the workplace when 
formulating e-mail and Internet policies. An e-mail and Internet policy should be included with a 
new employee’s hiring package. Rosen (2002) recommends that employers warn employees 
about monitoring. Then employer surveillance could become a tolerated (but still intrusive) 
condition of employment.  Clearly, there is a need for organizations to monitor their employees’ 
computer usage.  However, larger questions lie in what to monitor, when to monitor, whom to 
monitor, and even how to monitor. Each of the questions about who, what, when, and how must 
be answered on a company-by-company basis.  

Conclusion 

Maintaining a safe and efficient workplace requires organizations to keep a watchful eye on 
employee activities, which could pose harm to others or create liability for the company. One 
way for a company to maintain efficiency and lower liability is for the employer to monitor its 
employees.  Monitoring, however, is only the first step. Employees must be educated about 
monitoring so that they can understand the lack of privacy that currently exists at work. 
Employees need to be educated to understand how technology works, to understand capabilities 
and limitations. Employers who monitor must be responsible and reasonable. Employers must 
explain to workers what they monitor. There must be a disciplinary plan to punish employees for 
computer-usage policy violations. As the law slowly catches up with technology, many questions 
remain. Privacy advocates will likely continue to push for reforms that would offer greater 
protection for employees. If history is any judge, these efforts will likely fail. It is likely that laws 
will grant organizations and even the government additional permission to monitor more facets 
of every citizen’s daily life, inside and outside of the workplace. Organizations will need actively 
to train employees to correct the problems and misperceptions that currently exist with employee 
computer usage. If a business must monitor the activities of their employees to create a safe work 
environment, then so be it. Although some people and organizations believe that employee 
monitoring is wrong or unethical, there is a clear need for such practice. Employee monitoring is 
here to stay. The status of employee monitoring may change if laws tailor to the always-changing 
computer technology - but employee monitoring will not go away.  
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TECHNOLOGY

Unblinking Eyes Track Employees
Workplace Surveillance Sees Good and Bad
By STEVE LOHR JUNE 21, 2014

A digital Big Brother is coming to work, for better or worse.

Advanced technological tools are beginning to make it possible to measure and
monitor employees as never before, with the promise of fundamentally changing
how we work — along with raising concerns about privacy and the specter of
unchecked surveillance in the workplace.

Through these new means, companies have found, for example, that workers
are more productive if they have more social interaction. So a bank’s call center
introduced a shared 15-minute coffee break, and a pharmaceutical company
replaced coffee makers used by a few marketing workers with a larger cafe area. The
result? Increased sales and less turnover.

Yet the prospect of fine-grained, digital monitoring of workers’ behavior worries
privacy advocates. Companies, they say, have few legal obligations other than
informing employees. “Whether this kind of monitoring is effective or not, it’s a
concern,” said Lee Tien, a senior staff lawyer at the Electronic Frontier Foundation
in San Francisco.

When Jim Sullivan began working as a waiter at a Dallas restaurant a few years
ago, he was being watched — not by the prying eyes of a human boss, but by
intelligent software.
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The digital sentinel, he was told, tracked every waiter, every ticket, and every dish
and drink, looking for patterns that might suggest employee theft. But that torrent of
detailed information, parsed another way, cast a computer-generated spotlight on
the most productive workers.

Mr. Sullivan’s data shone brightly. And when his employer opened a fourth
restaurant in the Dallas area in 2012, Mr. Sullivan was named the manager — a
winner in the increasingly quantified world of work.

Still, even people involved in the workplace analytics business say rules
governing privacy are needed, if the emerging industry is to flourish.

Ben Waber is chief executive of Sociometric Solutions, a start-up that grew out
of his doctoral research at M.I.T.’s Human Dynamics Laboratory, which conducts
research in the new technologies. Sociometric Solutions advises companies using
sensor-rich ID badges worn by employees. These sociometric badges, equipped with
two microphones, a location sensor and an accelerometer, monitor the
communications behavior of individuals — tone of voice, posture and body language,
as well as who spoke to whom for how long.

Sociometric Solutions is already working with 20 companies in the banking,
technology, pharmaceutical and health care industries, involving thousands of
employees. The workers must opt in to have their data collected. Mr. Waber’s
company signs a contract with each one guaranteeing that no individual data is given
to the employer (only aggregate statistics) and that no conversations are recorded.

“Privacy policy,” Mr. Waber said, “is going to have to deal with the workplace
and not just the consumer issues.”

The payoff for well-designed workplace monitoring, Mr. Waber said, can be
significant. The underlying theme of human dynamics research is that people are
social learners, so arranging work to increase productive face-to-face
communication yields measurable benefits.

For example, the company studied workers in Bank of America call centers and
observed that those in tightknit communications groups were more productive and
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less likely to quit. To increase social communication, the shared 15-minute coffee
break was introduced to the daily routine. Afterward, call-handling productivity
increased more than 10 percent, and turnover declined nearly 70 percent, Mr. Waber
said.

Mr. Waber’s company also provided the data-guided insight to help the
pharmaceutical company increase sales with its new cafe area. At a tech company,
his company found, workers who sat at larger tables in the cafeteria, thus
communicating more, were more productive than workers who sat at smaller tables.

Bryan Koop, a commercial office developer who has worked with Sociometric
Solutions, points to the potential for more scientifically designed work
environments. There are current fashions in office design, he said, that are assumed
to increase productivity, like stationing workers at communal bench-style tables and
constructing work cubicles with lower dividers.

“We don’t know if those tactics work,” Mr. Koop said. “What we’re starting to
see is the ability to quantitatively measure things instead of just going by intuition.”

Skeptics warn of a digital-age rerun of Frederick Winslow Taylor’s “scientific
management” from a century ago, whose excesses were satirized in Charlie Chaplin’s
“Modern Times.” Taylor’s instrument of measurement was the stopwatch, used to
time and monitor a worker’s every movement. His time-and-motion studies
determined the best way to do work.

Initially, Taylorism was hailed as a progressive force that would free workers
from the whim of autocratic bosses and benefit all. “This is the way workplace
analytics is being presented now,” said Peter Cappelli, director of the Center for
Human Resources at the Wharton School of the University of Pennsylvania.

But the ideas of Taylorism, he said, were simplified and hardened into a
speedup dogma used by bosses, and workers hated it.

Digital tools for workplace surveillance, according to Lamar Pierce, an associate
professor at Olin Business School at Washington University in St. Louis, can be
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simplistically viewed as either good or bad. “The real challenge for all of us,” he said,
“is what is the right level and in what context is it being done.”

Mr. Pierce was a co-author of a research paper published last year that
examined the effect of the monitoring software used in restaurants, like the one in
Dallas where Mr. Sullivan works, on employee behavior.

The researchers studied the data on all transactions and patterns suggesting
theft, before and after the software was installed, at 392 restaurants, in 39 states.
The savings from the theft alerts themselves were modest, at $108 a week per
restaurant. More startling, revenue increased an average of $2,982 a week at each
restaurant, about 7 percent, a sizable gain in the low-margin restaurant industry.

Servers, knowing they were being monitored, pushed customers to have that
dessert or a second beer, which resulted in the increased revenue for the restaurant
and tips for themselves.

The monitoring software is a product from NCR called Restaurant Guard. The
product, introduced in 2009, exploits the rapid progress in so-called big data
technology, for collecting, storing and analyzing vast amounts of data. “That’s the big
change that makes this possible,” said Jeff Hughes, general manager for digital
insight at NCR.

The software is used in several thousand restaurants. But to test the prototype
software in 2008, Mr. Hughes visited his brother Jim Hughes, who owns a few
Bread Winners Cafes, a midprice restaurant in the Dallas area. The software has
steadily improved, he said, so that it now “lets you see everything that goes on in a
restaurant.”

Today, Mr. Sullivan is the one using software to monitor workers. For example,
he said, the data might show that someone who is efficient at serving several tables is
not very good at sales, if that person’s average ticket is less than the restaurant’s.

That server, Mr. Sullivan said, would benefit from advice on how to talk to
customers and suggest featured dishes and drinks. “The data allows me to go back

20180114

http://apps.olin.wustl.edu/faculty/pierce/cleaninghouse.pdf


and coach and train them,” Mr. Sullivan said, “so we can make more money and so
can they.”

A version of this article appears in print on June 22, 2014, on Page A1 of the New York edition with the
headline: Unblinking Eyes Track Employees.

© 2017 The New York Times Company
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1. Introduction

Technology allows employers to monitor many aspects of their employees' workplace activities.  While employees may feel that
such monitoring is a violation of their privacy rights, many types of monitoring are allowed under the law.  A majority of employers
monitor their employees. They are motivated by concern over litigation and the increasing role that electronic evidence plays in
lawsuits and government agency investigations. 

Employers use technology to provide insight into employee behavior based on the trail of "digital footprints" created each day in
the workplace. This technology can piece together all of these electronic records to provide behavior patterns that employers may
utilize to evaluate employee performance and conduct.  For example, it might look for word patterns, changes in language or
style, and communication patterns between individuals.  This makes it possible for employers to monitor many aspects of their
employees' jobs, especially on telephones, computer terminals, through email and voice mail, and when employees are online.

Almost everything you do on your office computer can be monitored.  Such monitoring is virtually unregulated. Therefore, unless
company policy specifically states otherwise (and even this is not assured), your employer may listen, watch and read most of
your workplace communications.  Courts often have found that when employees are using an employer's equipment, their
expectation of privacy is limited.

It's important to be aware that your employer's promises regarding workplace privacy issues may not always legally binding.
Policies can be communicated in various ways: through employee handbooks, via memos, and in union contracts. For example,
if an employer explicitly states that employees will be notified when telephone monitoring takes place, the employer generally
must honor that policy. There are usually exceptions for investigations of wrong-doing. If you are not already aware of your
employer's workplace privacy policies, it is a good idea to become informed.

2. Computer and Workstation Monitoring

If you have a computer terminal or workstation at your job, it may be your employer's window into your work space. There are
several types of computer monitoring:

Employers can use computer software that enables them to see what is on the screen or stored in the employees' computer
terminals and hard disks. Employers can monitor Internet usage such as web-surfing and email.
Employers can keep track of the amount of time an employee spends away from the computer or idle time at the terminal.
Keystroke monitoring tell an employer how many keystrokes per hour each employee is performing. It also may inform
employees if they are above or below the standard number of keystrokes expected.
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Is my employer allowed to see what is on my terminal while I am working?

Generally, yes. Since the employer owns the computer network and the terminals, he or she is free to use them to monitor
employees. Employees are given some protection from computer and other forms of electronic monitoring under certain
circumstances. Union contracts, for example, may limit the employer's right to monitor. Also, public sector employees may have
some minimal rights under the United States Constitution, in particular the Fourth Amendment which safeguards against
unreasonable search and seizure.

Additional statutory rights for employees in California are explained in Privacy Rights of Employees Using Workplace
Computers in California [2].

How can I tell if I am being monitored at my terminal?

Most computer monitoring equipment allows employers to monitor without the employees' knowledge. However, some employers
do notify employees that monitoring takes place. This information may be communicated in memos, employee handbooks, union
contracts, at meetings or on a sticker attached to the computer.

3. Email Monitoring

Is my work email private? 

If an email system is used at a company, the employer owns it and is allowed to review its contents. Messages sent within the
company as well as those that are sent from your terminal to another company or from another company to you can be subject to
monitoring by your employer. This may include Internet-based email accounts such as Gmail and Yahoo as well as instant
messages.

Employees should assume that their email is being monitored and is not private. Several workplace privacy court cases have
been decided in the employer's favor. See for example:

Smyth v. Pillsbury [3] 
Falmouth Firefighters Union v. Town of Falmouth [4] 

Are emails to an employees's attorney protected by attorney-client privilege?

A New Jersey court has placed some limitations on an employer's policy that personal emails are not private.   In Stengart v.
LovingCare Agency, Inc [5]., the court ruled that attorneys for an employer violated the privacy rights of a former employee and
the rules of professional conduct by reading emails the employee sent to her counsel on a company laptop through her personal
password-protected Yahoo email account.   

The court held that the attorney-client privilege applied to emails even though the employer had a general policy stating that the
employee should have no reasonable expectation of privacy in communication sent over company equipment.  The court zeroed
in on the attorney-client privileged nature of the emails. The court did not address whether the employee would have had a
reasonable expectation of privacy with respect to personal email communications with a non-lawyer.

In Holmes v. Petrovich Development Company, LLC [6], [7] a California court ruled that emails sent by an employee to her
attorney from a computer in her workplace were not protected by attorney-client privilege.  However, unlike the Stengart case, this
employee used a company email account (rather than a personal webmail account) to send the emails.  The court noted that the
employee had been (1) told of the company’s policy that its computers were to be used only for company business, (2) warned
that the company would monitor its computers for compliance with this policy, and (3) advised that employees using company
computers have no right of privacy.  

My employer's email system has an option for marking messages as "private." Are those messages protected?

In most cases, no. Many email systems have this option, but it does not guarantee your messages are kept confidential. An
exception is when an employer's written email policy states that messages marked "private" are kept confidential. Even in this
situation, however, there may be exceptions (see Smyth v. Pillsbury above).

Is there ever a circumstance in which my messages are private?

Some employers use encryption to protect the privacy of their employees' email. Encryption involves scrambling the message at
the sender's terminal, then unscrambling the message at the terminal of the receiver. This ensures the message is read only by
the sender and his or her intended recipient. While this system prevents co-workers and industrial "spies" from reading your
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email, your employer may still have access to the unscrambled messages.

When I delete messages from my terminal, are they still in the system?

Yes. Email systems retain messages in memory even after they have been deleted. Although it appears they are erased, they are
often permanently "backed up" along with other important data from the computer system.

4. Telephone Monitoring

Can my employer listen to my phone calls at work?

In most instances, yes. For example, employers may monitor calls with clients or customers for reasons of quality control.
However, when the parties to the call are all in California, state law requires that they be informed that the conversation is
recorded or monitored by either putting a beep tone on the line or playing a recorded message. (California Public Utilities
Commission General Order 107-B [8])

Not every business is aware of this requirement, so your calls might still be monitored without a warning. Federal law, which
regulates phone calls with persons outside the state, does allow unannounced monitoring for business-related calls. See
Electronic Communications Privacy Act [9], 18 USC 2510, et. seq.

An important exception is made for personal calls. Under federal case law, when an employer realizes the call is personal, he or
she must immediately stop monitoring the call. (Watkins v. L.M. Berry & Co. [10], 704 F.2d 577, 583 (11th Cir. 1983)) However,
when employees are told not to make personal calls from specified business phones, the employee then takes the risk that calls
on those phones may be monitored.

Can my employer obtain a record of my phone calls?

Yes. Telephone numbers dialed from phone extensions can be recorded by a device called a pen register. It allows the employer
to see a list of phone numbers dialed by your extension and the length of each call. This information may be used to evaluate the
amount of time spent by employees with clients.

Employers may use pen registers to monitor employees with jobs in which telephones are used extensively. Frequently,
employees are concerned that the information gathered from the pen register is unfairly used to evaluate their efficiency with
clients without consideration of the quality of service.

If I wear a headset, are my conversations with co-workers subject to monitoring?

Yes. The conversations you have with co-workers are subject to monitoring by your employer in the same way that your
conversations with clients or customers are. If you wear a headset, you should use the same care you would if you were talking to
a customer or client on the phone. Some headsets have "mute" buttons which allow you to turn off the transmitter when you are
not using the telephone.

5. Mobile Devices

Can my employer monitor my employer-provided mobile phone or device?

Under most circumstances, your employer may legally monitor your usage of an employer-provided mobile phone or device. 
Monitoring apps [11] can secretly record your text messages, email, Web usage, location, contacts, call logs, photos and videos. 

What are my rights if I use my own mobile device for work purposes?

Some employers allow employees to use their own personal mobile devices for work purposes, either instead of or in addition to
employer-provided devices.  This is often referred to as bring your own device (BYOD).  BYOD programs pose great challenges
in balancing the security of employer data and protecting employee privacy.  

BYOD policies may appear in a BYOD agreement,  employment contract, orientation materials, employee manual, when an
employee decides to use his device, or when the employee installs an employer’s mobile device management (MDM) software
on his/her own device. It is important for employees to read an employer's BYOD policy before participating in a BYOD program,
and to ask questions. 

The law concerning employee rights when they use their own devices is emerging as more employees use the same mobile
devices for both work and personal purposes.  This means legal issues are less likely to have clear cut answers.  For a more
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complete discussion of these issues, see PRC's guide Bring Your Own Device . . . at Your Own Risk. [12]

What can my employer do with access to my BYOD device?

This would depend upon the BYOD agreement (or other BYOD policy documents) provided by your employer and the specific
software being utilized.  Potentially, an employer could:

Lock, disable or wipe the employee’s personal device or delete any and all data contained on the phone.
Access the device
Access phone records or contacts
Access to social media or other account username and passwords
Monitor GPS and location information
View Web browsing history
View pictures, video, or other media
View personal emails
View chat and messaging histories   

Are my text messages on an employer-provided phone private?

In City of Ontario v. Quon [13] (2010), the Supreme Court unanimously upheld the search of a police officer's personal messages
on a government-owned pager, saying it did not violate his constitutional rights. The warrantless search was not an
unreasonable violation of the officer’s 4th Amendment rights because it was motivated by legitimate work-related purposes.

The city obtained a transcript of Quon’s messages during an investigation to determine whether officers were using their pagers
for personal messages. The transcripts showed that Quon had been exchanging sexually explicit messages. The Court’s
decision generally allows government employers to look at workers' electronic messages if employers have reasonable, work-
related grounds.

The privacy issue in City of Ontario v. Quon involved a government intrusion into personal communications, that is, whether or
not the 4th Amendment applied to the electronic communications of public employees. The 4th Amendment would not apply to a
private employer. However, the decision could have an impact on future court decisions involving private employers.

There is one important lesson to be had from the Quon case: An employer’s policy regarding monitoring need not specify every
means of communication subject to the policy. As an employee, you should assume that any electronic device provided by an
employer may be subject to monitoring, whether or not such a device is specifically mentioned in a written policy.

6. Audio and Video Monitoring

Can employers use video monitoring in the workplace?

For the most part, yes. Video monitoring is a commonplace method of deterring theft, maintaining security and monitoring
employees.  For example, a bank may utilize video monitoring to prevent or collect evidence on a robbery. A company may also
use video monitoring in a parking garage as a security measure for employee safety.  

Employers may also use cameras to monitor employee productivity and prevent internal theft.  Currently, federal law does not
prevent video monitoring even when the employee does not know or consent to being monitored.  

Are there situations where an employer cannot use video cameras?

In some instances, courts have upheld employee privacy. Specifically, courts have sided with employee privacy in instances
where the monitoring has been physically invasive, such as hidden cameras in a locker room or bathroom.  See National
Workrights Institute’s Electronic Monitoring in the Workplace: Common Law & Federal Statutory Protection [14] for a more in-
depth discussion.

Some state laws may have restrictions on where, how and why an employer may videotape employees.  Labor unions may
negotiate limitations on video recordings of unionized workers. Union members should speak with a union representative if they
have concerns about workplace video monitoring.  

What about video cameras that include audio surveillance?

Video cameras that also capture audio recordings may be subject to laws relating to audio recording, including wiretap and
eavesdropping laws.  Federal law does not prohibit audio recording of phone conversations as long as one party on the call
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consents to recording.  Most states have extended this law to include recording in-person conversations.  Some states have laws
that require that all parties in a conversation consent to audio recording.  For a state-specific guideline of laws regarding audio
recording, visit Can We Tape? A Practical Guide to Taping Phone Calls and In-Person Conversation in the 50 States and D.C
[15].

7. GPS Tracking

Generally, employers may use Global Positioning Systems (GPS) devices to track employees in employer-owned vehicles. 
While few courts have addressed GPS tracking, most have held that employers may use GPS tracking devices on company-
owned equipment, where the employee does not have a reasonable expectation of privacy.   California, Minnesota, Tennessee,
and Texas, have laws [16] preventing the use of mobile tracking devices in order to track other individuals.  However, these
statutes do not apply to installing GPS devices in employer-owned vehicles [17]. 

Some employers may use cell phone tracking to monitor employee location.

8. Postal Mail

Employers generally may open mail addressed to you at your workplace.  Although Federal law prohibits mail obstruction, mail is
considered delivered when it reaches the workplace.  The USPS Domestic Mail Manual (DMM) deals with the handling of mail
addressed to an individual at an organization.  The DMM provides:

All mail addressed to a governmental or nongovernmental organization or to an individual by name or title at the address of
the organization is delivered to the organization, as is similarly addressed mail for former officials, employees, contractors,
agents, etc. If disagreement arises where any such mail should be delivered, it must be delivered under the order of the
organization's president or equivalent official.

DMM Chapter 508, Section 1.5.1.

Accordingly, an employer does not violate the law by opening an employee's personal mail addressed to the employee at the
employer's address.  After USPS delivers the mail to your employer, it's up to the organization [18] to decide how to distribute it. 
For example, a mailroom employee might be authorized to open all mail before sorting and delivering it.  This includes any mail
marked "personal" or "confidential" for a specific employee. 

There could be certain limited situations in which opening and reading an employee's mail might be considered an invasion of
privacy.   These situations would be very fact-specific and guided by common law principles of tort law.  Employees should
consult an attorney for guidance.

9. Social Media Monitoring

Can I be fired over what I post on social media sites?

It depends on the policies your employer has in place and your State law.  Many companies have social media policies that limit
what you can and cannot post on social networking sites about your employer. A website called Compliance Building has a
database of social media policies [19] for hundreds of companies. You should ask your supervisor or human resources
department what the policy is for your company.

Some states have laws that prohibit employers from disciplining an employee based on off-duty activity on social networking
sites, unless the activity can be shown to damage the company in some way. In general, posts that are work-related have the
potential to cause the company damage. Anti-discrimination laws prohibit employers from disciplining employees based on age,
race, color, religion, national origin or gender. 

The National Labor Relations Board (NLRB) has issued a number of rulings involving questions about employer social media
policies.  The NLRB has indicated that these cases are extremely fact-specific.  It has provided the following general guidance:

Employer policies should not be so sweeping that they prohibit the kinds of activity protected by federal labor law, such as
the discussion of wages or working conditions among employees.
An employee’s comments on social media are generally not protected if they are mere gripes not made in relation to group
activity among employees.

Can an employer require a job applicant or employee to provide a user name or password for a social media account?

Several states have enacted legislation protecting employees or job applicants from employers that require them to provide a
5
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user name or password for a social media account. For a current list of state laws and pending legislation see NCSL's List [20].
You can visit the Littler Workplace Policy Institute [21] for a comprehensive discussion of the history and background of social
media password protection legislation and the differences between state laws.

10. Resources

There are several organizations that are actively involved in workplace monitoring issues and that advocate stronger government
regulation of employee monitoring activities.  Some of these groups can provide assistance to employees having workplace
issues:

National Work Rights Institute
166 Wall St.
Princeton, NJ 08540
(609) 683-0313
Web: www.workrights.org [22]

9 to 5, the National Association of Working Women
207 East Buffalo St., #211
Milwaukee, WI 53202
(414) 274-0925
Hotline (800) 522-0925
Web: www.9to5.org [23]

Workplace Fairness
www.workplacefairness.org
[24]Affiliated with the National Employment Lawyers Association, www.nela.org [25]

American Civil Liberties Union (ACLU)
125 Broad Street, 18th Floor
New York, NY 10004-2400
(212) 549-2500
Web: www.aclu.org [26]

Many State Agencies [27] deal with workplace issues. [27]

You can find an attorney who specializes in employment law via the National Employment Lawyers Association [28].

The 2007 (most recent available) Electronic Monitoring & Surveillance Survey [29] from American Management Association and
The ePolicy Institute shows the pervasiveness of employee monitoring.
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