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Consumer Data Privacy Law 

INDL7306 

 
Course Description 

This course examines the complicated and porous scheme of legal privacy protections governing online and offline 
individual consumer information in the United States. The course will examine topics including the evolution of Big 
Data and how it impacts consumer privacy, the role of privacy policies, the Federal Trade Commission’s  (FTC) 
enforcement of privacy violations, the increasing incidence and regulation of large scale data b reaches, Electronic 
Communications Privacy Act (ECPA), the Computer Fraud and Abuse Act (CFAA); the Video Privacy Protection Act 
and the Cable Communications Policy Act, protections for children’s information under the Children ‘s Online 
Privacy Protection Act (COPAA), Statutes providing protections against marketing calls and spam, the role of tort 
lawsuits for individual consumer privacy violations, whether personal information may be regarded as a form of 
personal property and, if so, how that may impact an individual’s ability to control access to, and use of, her 
consumer information. 

 

Readings 
All readings for this course are available in a custom-made textbook, which is available through XanEdu.  

Please consult the “Order Book(s)” link for ordering information. 

 

Weekly Schedule 
Week  Topic 

1 Introduction to Consumer Privacy 
2 Contract Law and Privacy Policies 
3 The Federal Trade Commission 
4 Data Breaches 
5 Consumer Privacy Protection through Tort Law/Information as Property 
6 Federal Consumer Privacy Legislation (Part 1) 
7 Federal Consumer Privacy Legislation (Part 2) 
8 Federal Consumer Privacy Legislation (Part 3) 

 
Course Outcomes 

Upon completion of the course, students will be able to: 

 
CO 1. Analyze the impact of big data on consumer privacy concerns. 

CO 2. Evaluate the current American legal framework for consumer privacy protection 

CO 3. Identify the key challenges for individual consumers in controlling access to, and use of, their personal 

information. 

CO 4. Evaluate the role of the Federal Trade Commission as a regulator of consumer privacy. 

CO 5. Examine the effectiveness and enforceability of consumer privacy policies, and contrast the advantages 

and disadvantages of “opt in” versus “opt out” models of privacy protection 

CO 6.  Identify the government departments and agencies that play a role in protecting consumer privacy. 
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Overview of Course Activities 

Activity #1: Tutorial Questions 

The Tutorial Questions are weekly assignments designed to ensure that you have an accurate understanding of the 

key points in the readings. Answers to these questions can be any length. Your goal should be to accurately state 

the relevant points of law as concisely as possible. Your professor will provide feedback and guidance on your 

responses. Answers are due by 11:59PM on Wednesday. 

Tutorial Questions for week 1 are available with the first week’s assignments. Tutorial Questions for the remaining 

weeks of the course are available on the Blackboard course site. 

 
Activity #2: Discussion Questions 

A "threaded discussion" is a discussion forum that allows students to respond to questions posted by the 

professor (original responses), which can then be read by other users who add their own comments in response 

(secondary postings). Unlike chat rooms and other "real-time" interaction forums, threaded discussions do not 

require different users to be logged on at the same time. 

Discussion questions are assigned each week. Original responses to these questions must be posted by 

Thursday at 11:59PM. Original responses must be at least 250 words and must incorporate concepts from 

the lectures and assigned readings. 

Secondary Responses/Postings: Each student must post two or more secondary responses to other students’ 

postings for each discussion question. For weeks one through seven, all secondary responses are due by 

Monday night at 11:59PM. However, all secondary responses for week eight are due by Saturday night at 

11:59PM when the course ends. They must be a minimum of 150 words and, like original responses, should 

incorporate concepts from the lectures and assigned readings. Students are encouraged to embark on interactive 

discussions that go beyond the minimum number of secondary postings. 

 

Although the discussion board is expected to be student-driven, professors will be participating in the discussions 

as well. Discussion Questions for week 1 are available with the first week’s assignments. Discussion Questions for 

the remaining weeks of the course are available on the Blackboard course site. 

 
Activity #3 – Drafting a Consumer-Friendly Privacy Policy [MSJ, Certificate and LLM Students only] 

This activity is due on Saturday of Week 2. Further information is available on the Blackboard course site. 

 

Activity #4 – FAQ on Data Breaches [MSJ and Certificate Students] / Corporate Responsibilities in Data 

Breaches [JD and LLM Students] 

This activity is due on Saturday of Week 4. Further information is available on the Blackboard course site. 

 

Activity #5 - Compliance with the VPPA [MSJ, Certificate and LLM Students only] 

This activity is due on Saturday of Week 6. Further information is available on the Blackboard course site. 

 

Activity #6 –Designing a Privacy Website for a Consumer Advocacy Group [MSJ and Certificate 

Students] / Discussion Paperon Reforms to the ECPA [JD and LLM Students] 

This activity is due on Saturday of Week 8. Further information is available on the Blackboard course site. 

https://law.shu.edu/online/students/assignments.cfm
https://law.shu.edu/online/students/assignments.cfm
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Grading 
 

 

 

 

 

 

 

 

 

 
Reforms to the ECPA 

 

 

 

 

 
JD Students 

Activity #1: Tutorial Questions 

Activity #2: Discussion Questions 

Activity #4: Corporate Responsibilities in Data Breaches 

Activity #6: Discussion Paper on Reforms to the ECPA 

Final Exam 

 
% of Grade 

12.5% 

12.5% 

12.5% 

12.5% 

50% 

 

 

 

 

 

 
Note to JD Students: 

Your gradebook in Blackboard will include only the grades associated with Activities 1, 2, 4, and 6 (i.e., everything except the final 

exam). The total of your Blackboard grade will be worth 50% of your final grade.  

 

In addition, please note that, for purposes of calculating your Blackboard grade, your grade for Activity #4 will be entered for both 

Activities #3 and #4, and your grade of Activity #6 will be entered for both Activities #5 and #6.  

 

 

Responses to the Tutorial Questions and Discussion Questions will be graded. At the end of the course, the lowest 

grade you receive for the Tutorial Questions and for the Discussion Questions will be dropped and will not be 

counted towards your final grade for the course. The purpose of this policy is to accommodate unanticipated 

professional or personal scheduling conflicts that may arise during the course. 

IMPORTANT: You are required to post a minimum of one 250-word main post plus two 150-word secondary 
posts to each weekly discussion thread/topic. Your weekly discussion board grade will be based upon the 
quantity and overall quality of your postings. 

 

Late Activities: For purposes of grading, activities and assignments that are submitted late will be treated as not 

having been submitted at all. The professor may make exceptions to this policy for true emergencies, such as serious 

illness. Requests for exceptions should be made in advance of the deadline, if possible. The professor’s decision to 

grant or deny a request for an exception is final and unreviewable. 

MSJ, Certificate, and LLM Students % of Grade 

Activity #1: Tutorial Questions 25% 

Activity #2: Discussion Questions 25% 

Activity #3: Drafting a Consumer-Friendly Privacy Policy 12.5% 

Activity #4: FAQ on Data Breaches/Corporate Responsibilities in Data Breaches 12.5% 

Activity #5: Compliance with the VPPA 12.5% 

Activity #6: Designing a Privacy Website for a Consumer Advocacy Group/Discussion Paper on 12.5% 
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The following grade scale will be used to calculate final grades. The following is an explanation of how points 

equate to grades, based on a 4.33-point scale: 

 
Grade Quantitative Qualitative Definition 

A+ 4.33 Excellent  Superior understanding of the content and method of 

A 4.00  the course, extraordinary ability to recognize relationships between concepts, 

A- 3.67 initiative in doing work 

 

B+ 3.33 Good  Good understanding of the content and method of the course, demonstrated ability 

B 3.00  to recognize relationships between concepts, substantial achievement of course  

objectives and fulfillment of course requirements. 

 

B- 2.67 Fair Rudimentary understanding of the content and method of the course, limited 

C+ 2.33 recognition of relationships between concepts, basic but incomplete achievement 

C 2.00  of course objectives and requirements. 

 

C- 1.67 Unsatisfactory Little understanding of the content and method of the course, inability to 

D+ 1.33  demonstrate minimum recognition of relationships between concepts, 

D 1.00  unsatisfactory achievement of course objectives and requirements.  

 

F 0.00 Failure  Lack of understanding of the content and method of the course, failure to achieve 

objectives and/or complete requirements of the course. 

 

Grades are based strictly on individual performance, not on any external factors (e.g., tuition reimbursement 

policies at your place of employment). Any questions about grades must be made in writing. 
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